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Beepnenue

BBeneHve

[aHHbIN cnpaBOYHWK COAEPXUT KOMaHAb! Ans ynpasneHus yctponctsom Keenetic Il
nocpencTBOM MHTepderica KOMaHAHOW CTPOKW. 34eCh NPUBEAEH NOSHbINA CMIMCOK BCEX AOCTYMHbIX
KoMmaHg. Takke ykasaHbl NpMMepbl TOro, Kak UCMOmNb30BaTh Hanboree pacnpocTpaHeHHbIE U3
3TMX KOMaHA, obLwasa nHdopmaums o B3aMMOCBSA3M MexXay KOMaHgamu v npuHUMnuanbHble
OCHOBbI TOI0, KaK UX UCMOSb30BaThb.

1 Insa Kkoro npegHasHa4vYeH JOKYMEHT

[aHHOe pykoBOACTBO NpefHa3Ha4YeHo Ans CETEBLIX aMUHUCTPATOPOB MIN CNeLManucToB no
BbIYMCIIMTENBHON TEXHMKE, OTBEYAIOLLMX 3a HACTPOWKY 1 nogaepxky Keenetic Il Ha mecTe.
OHo Takke npegHasHadeHo Ang onepatopos, koTopble yrnpasnstoT Keenetic lll. JokymeHT
0OXBaTbIBaET TEXHUYECKME NPOLEAYPbI NOAOEPKKM BbICOKOTO YPOBHS A1 root-aAMMHUCTPATOPOB
N COTPYOHUNKOB TexHuyeckon nogaepxkn Keenetic lll.

2 CTpyKTypa AOKYMeHTa

Cl'lpaBO‘-IHI/IK onucblBaeT crenywLwine pasaenbl:

3HaKOMCTBO C KOMaHOHOW B pasgene onvcaHo kak ncnonb3oBatb UHTEPenc
CTpOKOM KomaHgHon cTpoku Keenetic Ill, ee nepapxudeckyto
CTPYKTYPY, YPOBHM aBTOPM3aLUN U BO3MOXHOCTM CNPaBKMK.

OnucaHune komaHg, AndaBUTHLIN CMMCOK KOMaHA, KOTOPble MOXXHO BBOAUTL B
KoOMaHOHOW cTpoke ansa HacTponku Keenetic lll.

3 YcnoBHblIe 0003HaYeHusA

B onncaHum KoMaHa UCnonb3yTca crieaylolmne 0603Ha4YeHNs:

XUPHbIN LWPUdT KomaHabl 1 krtoveBble CrioBa BblAENSTCS
XUPHbIM WpNTOM. OHU JOMKHBI BbITh
BBEAEHbI B TOYHOCTU KaK yKa3aHO B OMUCAHUN.
B npumepax XupHbI WPUAET UCMonb3yeTcs
ONS BblAENEHNS OaHHbIX, BBEAEHHbIX
nornb3oBaTenem.

Kypcus AprymeHTbl, AN KOTOPbIX HEOBXOAMMO 3a4aThb
3HaYeHus, BblOeNeHbl KypPCUBOM.

OnemeHTbI B KBagpaTHbIX ckobkax sBnsarTCS

I [ Heobsi3aTeIbHLIA 371EMEHT |
HeobA3aTenbHbLIMMN.

OneMeHThI B yrnoBblX CkOOKax siIBNSATCS

I <0bsi3aTesIbHbIN 3/TIEMEHT)
obsi3aTenbHbIMMU.
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Beegenwue

(x]yl2z) Obs3aTenbHble ansTepHaTVBHbIE KNOYEBbIE
CrnoBa rpynnupyroTcst B KPYMbIX ckobkax u
pas3fensTca BepTUKanbHOW YepTON.

x|ylzl Heobs3aTenbHble anstepHaTUBHbLIE KNIOYEBbIE

crnoBa rpynnupytoTcst B KBagpaTHbIX CKoBKax u
pa3gensTca BepTUKarbHOM YepTo.

OnucaHue Kaxaol KoMaHabl pasaeneHo Ha criegytolive nogpasaensi:

OnucaHne OnwucaHue TOro, 4TO KOMaHaa genaert.
CuHoncuc OO6wmn dopmat koMaHAabI.
Mpedukc no B0O3MOXHOCTb MCMONb30BaHNA B KOMaH4E

npedwmkca no.

MeHgeT HacTpoiku

CnocoBHOCTb KOMaHAbl MEHSATb HACTPOWKN.

MHorokpaTtHbIli BBOg,

BoamoxxHOCTb MHOIoKpaTHOro eBoga KomaHAbl.

BxoxgeHuwe B rpynny

HaseaHue rpynnbl, 4OCTYN B KOTOPYtO AaeT
komaHga. Ecnv rpynnbl HeT, 3TOT pasgen He
oTobpaxaeTcs.

Tun nHTepcperica

Tun nHTepdeica, Ha KOTOpbIN BNUSET
komaHga. Pasgen He oTobpaxaeTcs, ecnu
OaHHbIA KOHTEKCT He MMeEeT CMbIcna Ans
KOMaHgpbl.

UHTepdeiicel, ncnornb3yemsble B CUCTEME, U
OTHOLLUEHUS MEXAY HUMUN NOKa3aHbl Ha
anarpamme Huxe.

ApryMmeHThbl

AprMeHTbI, eClnn eCTb, U NOACHEHUA K HUM.

Mpumep

Unnioctpauus Toro, kKak KomaHga BblrmnaguT
npw Bbi3oBe. [OCKONbKY NHTEPdENC NPOCT,
HEKOTOpbIe NPUMEPbLI O4EBUAHLI, HO OHU
BKIMOYEHbI 451 AICHOCTM.

MpumeyaHus, NpeaynpexaeHnst 1 NpefocTepeXeHns NCNOoNb3yHT crieayoLmne 0603HavYeHus.

MNpumevaHwue: O3sHavaet "untatens, Npummn K ceegeHunio”. MNprmedannsa cogepkaT nonesHole
COBETbI UMK CChINIKM Ha MaTtepwuansbl, He cogepXXalnecs B JaHHOM

crnpaBO4HUKE.

MpeoynpexaeHue: O3HavaeT "yntartenb, BHUMaHue!". Bawn gencTtens MOryT NpuMBECTH K
noBpeXaeHnio 0060pyaoBaHNSa N NoTepe AaHHbIX.
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O630p nNnpoaykra

1.1 AnnapaTtHoe ob6ecne4yeHue

Mpoueccop

Mediatek MT7620A MIPS® 24KEc 580 MHz

OnepatmBHasa namatb Etron EM68C16CWQD-25H 128Mb DDR

dnew-namATb

Ethernet

usB

FXS

Wi-Fi

Winbond W25Q128FVSG 16Mb SPI

MopTbl Mwukpocxema MpumeyaHus
5 WHTerpnpoBaHHasi
MeTka CkopocTb MpumeyaHus
0 100 M6wut/c Mopt WAN
1 100 M6wut/c
2 100 M6wuT/c
3 100 M6wuT/c
4 100 M6wut/c
Metka CkopocTb MpumeyaHus
1 USB 2.0
MopThbl Mukpocxema MpumeyaHus
1 Microsemi

Le89116QVC+Le89810BSC
YacTtoTtHbIn |Mukpocxema MpumeyaHusn
Anana3oH
24T1Tuy WHTerpnpoBaHHas 802.11n 2x2
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3HAKOMCTBO C KOMaHAHOM
CTPOKOU

B aToIh rmaBe onurcaHo, Kak nonb3oBaTbesl UHTepdgencom komangHonm ctpoku (CLI) Keenetic I,
€ro nepapxuyeckas CTpyKTypa, ypOBHU aBTOPU3aLmm 1 BOSMOXHOCTUN KOHTEKCTHOW NOACKa3KM.

OcHoBHoe cpeacTBo ynpaeneHus mapLupytudatopom Keenetic |l — 31o nHTepdeiic komaHaHowm
ctpoku (CL/). HacTponkn cuctembl NOMTHOCTLIO OMMCHIBAKOTCS B BUAE NOCIEA0BATENbHOCTH
KOMaHf, KOTopble HY>HO BbINOMHUTL, YTOObI NPMBECTM YCTPONCTBO B 3a4aHHOE COCTOSIHME.

Keenetic Ill nmeeT Tpn B1uga HacTpoek:

TekyLne HacTPOMKM running config 3To Habop koMaHa, KoTopbi TpebyeTcs

BbINOMHUTE, YTOObI NPMBECTU CUCTEMY B TEKYLLIEE COCTOSIHUE.
TekyLme HaCTPOMKN XpaHATCS B onepaTtuBHon namsiti (RAM)
N OTpaxaloT BCe U3MeHEeHus1 HacTpoek cuctemsl. OgHako,
CcoOepXXMMOoe onepaTvBHON NaMATU TEPSIETCH MPY BbIKITFOYEHNN
ycTponcTsa. s Toro 4tobbl HACTPOWKN BOCCTAHOBUINUCH
nocrne nepesarpy3ku yCTponcTea, TpebyeTcs COXpaHuTb VX B
9HEProHe3aBNCUMOW NamMATK.

CTtapToBble HAaCTPOWNKM startup config 3To nocnegoBaTenbHOCTbL KOMaHA, KoTopasi
XpaHUTCA B CcneunarnbHOM CEKTope 3HepFOHe3aBI/ICI/IMOI7I naM4aTn
M ncnonb3yetca anga nHnunanu3aumm cCUctembl
HenocpeaCcTBEHHO NOCIE 3arpy3ku.

HacTpoWiku no ymonyaHuio default config 3T0 3aBOACKME HACTPONKK, KOTOPbIE
3anucbiBatoTcsa npu npoussoactee Ha Keenetic lll. RESET Ha
Kopryce no3BongeT cOpOCUTb CTapTOBbIE HACTPONKN Ha
3aBofcKkue.

®annel startup-config n running-config moryT 6bITb OTPEOAKTMPOBAHbLI BPYYHYtO, 6e3
yyacTusi KomaHgHowm cTpoku. [py aTom criegyeT NOMHUTb, YTO CTPOKU HavMHatowumecs ¢ !
UrHOPUPYOTCA pas3bopLLMKOM KOMaH[, a aprymMeHTbl, coaepxaluue cumBon npoben, A0MXKHbI
ObITb 3aKNOYEHbl B ABOVIHbIE KaBblvkK (Hanpumep, ssid "Free Wi-Fi"). Camu kaBbl4ku
pa3bopLLMKOM UTHOPUPYHOTCS.

OTBETCTBEHHOCTL 3a KOPPEKTHOCTb BHECEHHbIX N3MEHEHUI NEXUT Ha UX aBTope.

2.1 BBoa KoMmaHO B KOMaHOHOM CTPOKe

KomaHgHbin nHtepnpetatop Keenetic Il paspabotaH Takum 06pa3om, YTOObI UM Mor
MoNb30BaTbCs Kak HAYMHAKLLMI, TaK M ONbITHBIN Nonb3oBaTenb. Bce komaHabl 1 napameTpbl
WUMEIOT ACHbIE N MErKo 3anoMu1HaKLWMECS Ha3BaHUS.
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Komangpbl paB6VITbI Ha rpynnbl N BbICTPOEHbI B Nepapxuio. Taknm o6pa30M, A4 BbIMOJIHEHNA
Kakon-nmbo HaCTPOVIKM nonb30BaTesto HyXXHO nocnenoBartesibHO BBECTU Ha3dBaHUA BJTOXEHHbIX
rpynn komaHg (y3J'IOBbIX KOMaHﬂ,) M 3atemMm BBECTN KOHEYHYIO KOMaHAy C napamMeTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica Switch0/Vian2 3agaetcs komangon address,
KoTopas HaxoguTcs B rpynne interface—ip:

(config)>interface Switch0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopa B rpynny

HekoTopble y3noBble kKoMaHAbl, coAepkaline Habop foYepHMX KOMaHZ, NO3BOMSIOT
MONb30BATENIO BbINOMHUTL «BXOA» B rpynny, YToObl BBOAUTL AOYEPHME KOMaHOb
HenocpeaCcTBEHHO, He TpaTsi BpeMsi Ha BBOZ MMEHW y3M0BON KOMaHbl. B aToM crnyyae meHsieTcs
TEKCT NpuUrnalleHns KoOMaHAHOW CTPOKK, YTOObI MONb3oBaTeNb BULEN, B KAKOW rpynne oH
HaxoauTCs.

[obaeneHa komaHga exit nnv no Haxxatmo komouHauum knasuw [Ctrl]+[D] BbinonHsAeTcs BbIXoq,
13 rpynnbi.

Hanpwumep, npu Bxoge B rpynny interface npurnaweHne koMmaHgHOW CTPOKU MEHSIETCS Ha
(config-if):

(config)>interface Switch@/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Acnonb3oBaHue crpaBKU U aBTOAOMNOJNTHEHUA

22

[ns Toro utTo6bI CAenaTh NPOLECC HACTPOMKM MakCUMarnbHO yA0OHbBIM, NHTEpdENC KoMaHLHON
CTPOKUN MMeET PYHKLNIO aBTOAOMOMHEHNA KOMaHA U NapamMeTpoB, NOACKa3biBasi oneparTopy,
Kakve KoMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BIOXEHHOCTU. ABToAoMNoONHeHne paboTaert no
HaxaTtuto knasuwim [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Sw[Tab]

Usage template:
interface {name}

Variants:
Switch0
Switch0/Vlanl
Switch0/Vlan2

(config)> interface SwitchQ[Tab]
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Usage template:
interface {name}

Variants:
Switch0/Vlanl
Switch0/V1lan2

(config)> interface SwitchO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

Moackasky no TekyLen KoMmaHae Bcerga MoXHO oTobpasunTb, Haxas knasuuwy [?]. Hanpumep:

(config)> interface Switch@/Vlan2 [?]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface Switch@/Vlan2

2.3 lNMpedukc no

Mpedukc no ucnonb3yeTcsa Ans OTMEHbI 4ENCTBUSA KOMaHAbI, Nepes KOTOPOW OH CTaBUTCA.
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Hanpwumep, komaHaa interface oTBevaeT 3a co3gaHve CeTeBOro MHTepderica ¢ 3agaHHbIM
nmeHeM. MNpedunkc no, NCNONb3yeMbIN C 3TON KOMaHOOW, Bbi3biBAaeT obpaTHoe aencTeme —
yaaneHue uHTepderica:

(config)> no interface PPPoEO

Ecnv komaHaa coctaBHas, No MOXET CTaBUTLCA Nepea nobdbiM ee YneHoM. Hanpumep, komaHaa
service dhcp Bkntovaet cnyx6y DHCP n cocTouT 13 AByX 4YacTei: service — MMeHU rpynnbl
B epapxmu komaHa, n dhep — koHe4YHon KomaHAb!. MNpedurKe no MOXHO CTaBUTb Kak B Havane,
Tak u B cepeanHe. [lencteme B obonx cnyvasx 6yaeT oaMHaKoBbIM: OCTAHOBKA CryXObl.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIn BBOA

24

MHorne komaHgbl 0bnagatoT CBOVMCTBOM UOEMTOMEHMHOCMU, KOTOPOE MPOSIBIISIETCS B TOM,
YTO MHOTFOKPaTHbIN BBOA 3TUX KOMaHA NPUBOOUT K TEM XE U3MEHEHUSAM, YTO U OOQHOKPATHbIN.
Hanpwumep, komaHaa service http nobaenser ctpoky «service http» B Tekywme HacTporku,
1 MpU NOBTOPHOM BBOAE HUYETO HE MEHSIET.

OpHako, YacTb KOMaHZ no3sonsieT 400aBnATb HE OOHY, @ HECKONbKO 3anucen, ecnu BBOOUTb
NX C pasHbIMK aprymeHTamu. Hanpumep, ctatudeckune 3anvicu B Tabnvue mapupytnsauum ip
route nnn punetpbl access-list fobaensloTCa NocnegoBaTensHO, U 3aTeM NPUCYTCTBYHIOT B
HacTpoMKax B BUe cnvcka:

Mpumep 2.1. Ucnonb3oBaHMe KOMaHAbI C MHOFOKpaTHbLIM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anucy 13 Takmx Tabnuy MOXHO yaansTe MO OAHOW, UCMonb3ysi NPedyrKC No, U yKasbiBas B
aprymeHTe KOMaHZbl, Kakylo UMEeHHO 3anuncb TpebyeTcs yaanuThb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config

55.255.255.0 PPTPO
55.255.255.0 PPTP1

ip route 1.1.1.0 2
ip route 1.1.3.0 2
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2.5 CoxpaHeHuMe HacTpoek

Tekywme n cTapToBble HACTPOMKM XpaHsATCcs B harinax running-config u startup-config. [ins
TOrO YTOObI COXPaHNTb TEKYLLME HACTPONKM B SHEPIOHE3AaBUCUMYIO NaMSITb, HYXXHO BBECTU
KOMaHAy KOMMpOBaHWUS:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTnoxeHHas nepe3arpys3ka

Ecnu Keenetic Il HaxoguTca Ha 3HaUNTENBHOM yaaneHun ot oneparopa 1 ynpasnseTcs no
CeTW, BO3HUKAET OMACHOCTb NOTEPATb CBA3b C HAM MO NPUYMHE OLINBOYHBIX AENCTBUI
onepartopa. B atom cny4ae nepesarpyska u BO3BpaT K COXpaHeHHbIM HacTporkam oyayT
3aTpyaHEHbI.

KomaHga system reboot no3sonser YCTaHOBUTb Ta|7lmep OTNOXEHHOM nepesarpysku, BbINnofHUTb
«onacHblie» HaCTpOIZKM, 3aTeM BbIKITIOYNTb Ta|7lmep N COXPaHUTb NUSMEHEHUA. Ecnns npouecce
HaCTpOVIKM CBA3b C yCTpOIhCTBOM 6y,u,eT noTepsdHa, oneparopy OoCTato4HO 6yp,eT noxgartbcAa
aBTOMaTU4ECKON nepes3arpys3km n nogKNMYNTLCA K yCTpOIhCTBy CHOBa.
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OnucaHune KomaHAa

3.1 ba3oBble KOMaHAbI

BbasoBble kOMaHAbI MCNonb3yrKTCA AnA ynpaBneHus d)aMnaMM Ha BalleMm yCTpOIZCTBe.

3.1.1 copy

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.1.2 erase

OnucaHue

Mpedukc no

KonupoBsaTtb cogepxvmmoe ogHoro darina B gpyron. Micnonb3yetca ans
0BHOBMNEHNS NPOLLUMBKX, COXPaHEHUS TEKYLLIMX HAcTpoek, cbpoca HAcCTpoek Ha
3aBofckue u ap.

Het
Het

Het

I (config)>  copy (sources «destination)

AprymeHT 3HayeHue OnucaHue

source Wms @anna  |MyTb k dparny, KOTOPbIN HEOBXOAUMO
ckonupoBsaTb.

destination Wms ¢anna |MyTb k KaTanory, kyga byger ckonnposaH
dann.

Hanpumep, coxpaHeHue HacTpoek AenaeTcs Tak:
(config)> copy running-config startup-config

MmeHa cpannos B 3TOM NpumMepe ABNSATCA NceBgoHMMamu. MonHele nmeHa
chainos koHurypaumm ato system: running-configum flash:startup-config,
COOTBETCTBEHHO.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa copy.

Yaanutb dhann ns namatn Keenetic Il

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

3131s

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Oa

[a

I(conﬁg)> erase (filename»

AprymeHTr 3HauyeHue OnucaHue

filename Wms ganna  |[yTb K dpanny, KOTOPbIN HEOBXOANMO
yoanuThb.

(config)> erase FLASH:swap
Erased FLASH:swap.

Bepcus

OnucaHue

2.00

[lo6aBneHa komaHaa erase

BbiBecTn Ha 9KpaH Cnncok cbaﬂnoa B YKa3aHHOM Kartarore.

Het

Het

Het

I(conﬁg)> ls[directory]

AprymeHT 3HaveHue OnucaHue

directory Crtpoka MyTb K kaTanory. [JormkeH cogepxatb UM

¢annoBon cUCTEMbI U HENOCPEACTBEHHO
nyTb K KaTtanory B oopmate < pannosas
cuctema >: < nytb >. Npumepbl hannoBbIx
cuctem — flash, temp, proc, usbn . a.

(config)> 1ls temp:

R:

name: resolv.conf

rel: temp:
entry, type =
size: 107
entry, type =
name: db
entry, type =

D:

D:

name: dhcpb6c

entry, type =

R:
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maBa 3 OnucaHne KomaHp,

Uctopusa nameHeHun

3.1.4 more

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

name: TZ
size: 6
entry, type = R:
name: passwd
size: 128
entry, type = D:
name: dnscache
entry, type = D:
name: mnt
entry, type = D:
name: tmp
entry, type = D:
name: ppp
entry, type = D:
name: lib
entry, type = D:
name: run

Bepcusa OnucaHue

2.00 JobasneHa komaHpa ls.

BbIBECTM Ha 3KpaH cogepXXnMmMoe TeKCTOBOro dhansa noCTpoYHO.
Het
Het

Het

I(conﬁg)> more «filename;

AprymeHT 3HaveHue OnucaHue

filename Wms ganna  |MonHoe umsa cdanna nunm NCEBAOHUM.

(config)> more temp:resolv.conf
nameserver 82.138.7.15

nameserver 82.138.7.251

nameserver 82.138.7.130

options timeout:1 attempts:3 rotate

Bepcus OnucaHue

2.00 [obaBneHa komaHga more
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Masa 3 OnucaHne KomaHp,

3.2 access

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

HacTponTb nonb3oBaTenbCkuin 4OCTyn K katanory Ha USB-ycTponicTae.
KomaHga ¢ npedukcom no 3anpeLLaer AOCTyn K nanke.

Oa

[a

Oa

I (config)> access «directory» cuser» «mode> [ recursive ]

I (config)> no access «directory» <user> [ recursive ]

AprymeHT 3HavyeHue OnucaHue
directory CTpoka HasBaHue kaTtanora Ha USB-ycTpowicTae.
user Ctpoka Nmsa nonb3oBarens.
mode forbidden |[JocTyn 3anpeLyeH.
read [ocTyn ToNbKO Ans YTEeHUS.
write JocTyn Tonbko Ans 3anuncu.

read/write |[ocTyn gns yteHus u 3anmcu.

inherited lMpaBa gocTtyna HacregyTes oT
poaNTENbCKOro KaTanora.

recursive Knoyesoe MpaBa JoCTyna NPMMEHSIIOTCS KO BCEM
C/10B0 BIOXKEHHbIM KaTanoram.

(config)> access FLASH:Downloads test read/write
(config)> show access FLASH:Downloads

user:
name: test
assigned: read/write
effective: read/write
exists: yes

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa access.

3.3 access-list

OnucaHue

HocTyn K rpynne KoMaHg Ans HaCTPOWMKKU BbIBpaHHOTO cnmncka npasun unsTpauum
nakeToB. Ecnv cnucok He HanaeH, koMaHaa NblTaeTcs ero cosaaTb. Takon CMCoK
MOXeT BbITb NPUCBOEH CETEBOMY UHTEPMENCY C MOMOLLLIO KOMaHAbl interface
ip access-group.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTtopusa nameHeHun

KomaHga ¢ npedukcom no ygansieT Cnmcok npasun.
[a
Oa
Ja

(config-acl)

I (config)>  access-list <name»

I (config)> no access-1list <name»

AprymeHT 3HavyeHue OnucaHue

name CTtpoka HasBaHue cnvcka npasun cunsrpauum
(Access Control List, ACL).

Bepcus OnucaHue

2.00 [obaeneHa komaHga access-list.

3.3.1 access-list deny

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

[o6aBuTb 3anpeLllatoLLiee NpaBmno ounsTpauum NakeToB B ykasaHHbin ACL.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Oa

Oa

(config-acl)>  deny (tcp | udp) <source» <source-mask»
port [src-port-operator] (source-port»
«destination> <destination-mask>
port [dst-port-operator] «destination-port»

«destinations «destination-mask>

(config-acl)> no deny (tcp | udp) <source <source-mask»
port [src-port-operator] <source-port»
<destination» <destination-mask>
port [dst-port-operator] «destination-port»

«destinations «<destination-mask>

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask»
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Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HayeHue OnucaHue

tcp Knw4esoe cnoso|TCP npoTokon.

udp Knwyesoe cnoso|UDP npoTokon.

icmp Kniouesoe cnoso |ICMP npoTokorn.

esp Kmwyesoe cnoso|ESP npoTokon.

gre Knioyesoe cnoso|GRE npotokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip KniouyeBoe cnoBo |IP-npoTokon (BkntoyaeT B cebs TCP,
UDP, ICMP v npouue).

source IP-agpec Anpec UCTOYHMKa B 3aronoBke
IP-nakeTa.

source-mask IP-macka Macka, npuMeHeHsiemas k agpecy

NCTOYHMKa B 3aronoBke IP-nakeTa,
nepen CpaBHEHWEM C Source.
CywecTByeT gBa cnocoba Beoga
MacKu: B KaHOHNYeCKon hopme
(Hanpumep, 255.255.255.0)u B
Bnge 6mMtoBon AnuHbl npedukca
(Hanpumep, /24).

source-port

Lenoe uucno

MopT uctovnuka B TCP nnn UDP
3arosioBKe.

src-port-operator |1t Onepatop «MeHbLUe» Ansi
CpaBHeHus rnopTta ¢ ykasaHHbIM
source-port.
eq Onepatop «paBHO» AMsi CpaBHEHNS
nopra C ykasaHHbIM source-port.
gt Onepartop «bonbluey» Ans cpaBHEHUS
nopra C ykasaHHbIM source-port.
destination IP-agpec Afpec Ha3Ha4yeHus B 3arofioBke
IP-nakerta.
destination-mask IP-macka Macka, npumeHeHsiemas Kk agpecy

Ha3HadeHus B 3aronoske IP-nakeTa,
nepeg cpaBHeHveM c destination.
CyuwiecTByeT ABa crnocoba Beoaa
MacKu: B KaHOHN4YeCKon chopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOW ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe uucno

MopT Ha3HaueHus B TCP nnn UDP
3aronoBke.

dst-port-operator

1t OnepaTtop «MeHbLUe» Ans
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

eq OnepaTop «paBHO» Ansi CpaBHEHUS

nopTa C ykasaHHbIM
destination-port.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

gt Onepartop «bonbLuey» ans cpaBHEHWS
nopTa C ykasaHHbIM
destination-port.

(config-acl)> deny icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0
ACL rule added.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa access-list deny.

2.06 HoBoe 3HaueHune ip 6bino gobaeneHo B aprymeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip 6binv gobaBneHbl.

3.3.2 access-list permit

OnucaHue

Mpedoumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HobaBnTb paspeluatoLlee npaBuno ounsTpauumn NakeToB B ykasaHHbIi ACL.
KomaHnpa ¢ npecukcom no ygandeT npaBusio.

Oa

Ja

[a

(config-acl)>  permit (tcp | udp) <source> <source-mask»
port [src-port-operator] (source-port»
«destination> «<destination-mask>
port [dst-port-operator] «destination-port»

(config-acl)>  permit (icmp |esp|gre|ipip | ip) <sources <source-mask>
<destination» <destination-mask>

(config-acl)> no permit (tcp | udp) <sources <source-mask»
port [src-port-operator] (source-port»
«destination> «<destination-mask>
port [dst-port-operator] «destination-port,

(config-acl)> no permit (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destination> «<destination-mask>

AprymeHT 3HauyeHue OnucaHue

tcp Kniouesoe cnoso| TCP npoTokor.
udp Knwyesoe cnoso|UDP npotokon.
icmp KmiwyeBoe cnoso|ICMP npoTokor.
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AprymeHT 3HayeHue OnucaHue

esp Knw4esoe cnoso|ESP npoTtokon.

gre Knioyesoe cnoBo|GRE npoTtokon.

ipip Knw4esoe cnoso|IP in IP npoTokon.

ip Knwyesoe cnoso|lP-npotokon (Bkntovaet B cebst TCP,
UDP, ICMP v npouue).

source IP-agpec AZpEeC UCTOYHMKA B 3arofioBKe
IP-nakeTa.

source-mask IP-macka Macka, npuMeHeHsiemas Kk agpecy

MCTOYHUKa B 3aronoske IP-naketa,
nepen CpaBHEHMEM C Source.
CywecTByeT aBa cnocoba Beoga
MacKW: B KAHOHUYeCcKon hopme
(Hanpumep, 255.255.255.0)u B
Buae 6utoBow AnNuHbI npedumkca
(Hanpumep, /24).

source-port

Llenoe uucno

MopT nctoyHunka B TCP nnn UDP
3aroroBke.

src-port-operator |lt OnepaTtop «MeHblle» Ans
CpaBHeHua nopTa ¢ ykasaHHbIM
source-port.
eq OnepaTop «paBHO» ANS CpaBHEHUS
nopTa C yka3aHHbIM source-port.
gt OnepaTtop «bonbLuey Ans cpaBHEHUS!
nopTa C ykasaHHbIM source-port.
destination IP-apgpec AJpec HasHa4yeHus B 3aroroBke
IP-naketa.
destination-mask IP-macka Macka, npumeHeHsiemas K agpecy

HasHaveHus B 3aronoske IP-nakeTa,
nepeg cpaBHeHueM c destination.
CywecTByeT aBa crnocoba Beoga
MacKu: B KaHOHMYECKoM hopme
(Hanpumep, 255.255.255.0)u B
BMae 6UToBOM ANUHbLI Npedumkca
(Hanpwumep, /24).

destination-port

Lenoe u4ucno

MopT HasHayeHus B TCP nnn UDP
3aroroBkKe.

dst-port-operator

1t

OnepaTtop «MeHbLUe» st
CpaBHEHUS NopTa C yKa3aHHbIM
destination-port.

€q

Onepatop «paBHO» ANs CpaBHEHWS
nopTa ¢ ykasaHHbIM
destination-port.

gt

Onepartop «6onbLuey» Ans cpaBHEHWS
nopTa c ykasaHHbIM
destination-port.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.4 cifs

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

(config-acl)> permit icmp 192.168.0.0
255.255.255.0 192.168.1.1 255.255.255.0

ACL rule added.

Bepcus OnucaHue

2.00 HobasneHa komaHaa access-list permit.

2.06 HoBoe 3HayveHue ip 6bino fobaBneHo B apryMeHT protocol
2.08 HoBble npoTokonkl esp, gre n ipip Obim gobaeneHsbl.

[ocTyn k rpynne KkomaHg Ans ynpaenexusi cnyxoon CIFS.

Het
Het
Het

(config-cifs)

I (config)>  cifs

Bepcus

OnucaHue

2.00

[obasneHa komaHga cifs.

3.4.1 cifs automount

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe nogkntodeHne USB-ycTponcts ans goctyna K HAM

yepes CIFS.

KomaHga c I'Ipe('.bVIKCOM NO OTKIHo4aeT q))/HKU,VII'O aABTOMaTn4eCKoro nogKrno4YeHna.

Oa
Ha

Het

I(config-cifs)> automount

I (config-cifs)> no automount

(config-cifs)> automount
Core::Configurator: done.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obasneHa komaHaa cifs automount.

3.4.2 cifs permissive

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

BknounTb paspellarowmii pexum, Korga Bce nonb3osBareny MoryT nonyynTb
pocTtyn K pannam Ha USB-yctpoicTee. 1o yMONYaHUIO pexXmMM OTKITHOYEH.

KomaHfa ¢ nperKcoM no OTKMOYaET paspeLuaroLLnin pexxnm, 1 4ocTyn K parnam
WUMEIOT TONbKO MoMb30oBaTenu ¢ MeTkon "cifs".

Ha

Oa

Het

I (config-cifs)>  permissive

I (config-cifs)> no permissive

(config-cifs)> permissive
Core::Configurator: done.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa cifs permissive.

3.4.3 cifs share

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

OTKkpbITb 06LWMIA AOCTYN K kKaTanory Ha USB-ycTpoiicTie.

KomaHga ¢ npedurkcom no 3akpbiBaeT 06LLMIA AOCTYN K KaTanory. Ecrnv BbINONHWUTL
koMaHay 6e3 aprymeHTa, TO KO BceM katanoram Ha USB-ycTponcTee OygeT 3akpbliT
obwmn goctyn.

Ja
Ja
Oa

I (config-cifs)>  share <labels mount» [ description]

I (config-cifs)> no share [ label ]

AprymeHT 3HaveHue OnucaHue
label Crpoka Nwmsa kaTanora, kotopoe 6yget BugHoO
nonb30BaTensm.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopus nameHeHunmn

AprymeHT 3HayeHue OnucaHue

mount Ctpoka Nwms kaTanora, kK KOTOPOMY OTKPbIBAeTCS
obwwmin goctyn.

description Crpoka [MponsBorbHOE onucaHue Katanora.

(config-cifs)> share TEST_FAT B4EF-16EA:transmission/torrents
Core::Configurator: done.

Bepcus OnucaHue

2.00 JobasneHa komaHga cifs share.

3.5 cloud control client connect

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

3apernctpmpoBaTtb HOBOrO KnMeHTa. MakcMmanbHoe KONMYecTBO KIMEHTOB 5.
KomaHaa ¢ npedurkcom no yoansieT KnMeHTa.

Oa

Oa

Oa

(config)> cloud control client <id> connect (name> [ tmodulus»
exponent) ]

I (config)> no cloud control client[<id>] connect

AprymeHT 3HayeHue OnucaHue

id Ctpoka 256-6UTHLIN naeHTUUKATOP KNEeHTa
3anncaHHbIf B LWECTHAALATEPUYHOM
dopmare hUKCUPOBaHHOW OSMHbI.

name Ctpoka Mpon3BonbHOE UMS, ANMHA KOTOPOro He
npesblwaeT 64 cumsonos UTF-8.

modulus Lenoe uucno |[KoMNOHEHT oTKkpbITOro RSA-kntova knmeHTa.
Ero pasmep gomkeH ObITh B AnanasoHe
[1024, 1536] 6uT. Ecnin He yka3saH,
WwndpoBaHME He BbIMOSHAETCS.

exponent UYenoe umcro |KomnoHeHT oTkpbIToro RSA-knioya knveHTa.
Ecnu He ykasaH, lwungposaHune He
BbINOSHAETCA.

(config)> cloud control client a78d...30ab connect test_client

connect:
PHI1c3VsdD48Y21kPmRhMDQ1IMGNiNzhjOTNhZmMwZWZjNGNmMGIyY2MyNDE2YjF
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JNDAZNTZmODRU1YWNkZDE3Mzc10WI20WUWNTEXZGY8L2NpZD48ZGV2aWN1X25hbW
U+S2V1bmVOaWMgVml2YTwvZGV2aWN1X25hbWU+PC9yZXN1bHQ+

CloudControl::Agent: Client connection initiated.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.05 [obaeneHa komaHga cloud control client connect.

3.6 cloud control client name

OnucaHue MepenmeHoBaTb 3aperMcCTPMPOBaHHOIO KIMEHTA.
Mpedumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (config)>  cloud control client (id)> name name»
AprymeHTbI AprymeHT 3HaueHne |Onucanue
id CTpoka 256-6UTHBIN MaeHTUUKATOP KIEHTa
3anMcaHHbIN B LWECTHaALATEPUYHOM
dopmaTe HPUKCMPOBAHHON OJIMHBbI.
name Ctpoka Mpon3BonbHOE UMS, ANvHA KOTOPOro He
npesbiwaeT 64 cumsonos UTF-8.
Mpumep (config)> cloud control client a78d...30ab name "New Client"
CloudControl::Agent: A client name changed.
UcTopusa usmeHeHnt  (Bepcus OnuncaHne

2.05 JobaeneHa komaHga cloud control client name.

3.7 cloud control client session timeout

OnucaHue YCTaHOBUTb TarM-ayT KIIMEHTCKOM CECCUKN B CEKyHAaX.

KomaHga ¢ npedrKcom no ycTaHaBNMBAET 3HAa4YeHMe TalM-ayTa no YMONYaHMIo
(300 cekyHp).

Mpedukc no Oa
MeHsieT HacTpouKuM Ha

MHorokpaTtHbii BBOg [a
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

I(config)> cloud control client (id> session timeout (seconds,

I (config)> no cloud control client[<id>] session timeout

AprymeHT 3HaveHue OnucaHue

id CTpoka 256-6UTHBIN naeHTUUKATOP KIMEHTa
3anMcaHHbIN B LWECTHAALATEPUYHOM
dopmaTe PUKCMPOBAHHON OJINHBbI.

seconds Uenoe uucno |lMNepunog BpeMeHn, B TE4EHNE KOTOPOro
ceccust MOXeT be3gencTeoBath, 6e3
Kakoro-nnbo B3anmMoaencTBns ¢ KOHEYHbIM
nonb3oBatenem. MoxeT NnpuHMMaTb
3HaveHus B ananasoHe ot 30 go 600 cekyHa
BKIMHOYMUTENBLHO.

(config)> cloud control client a78d...30ab session timeout 35
CloudControl::Agent: "test client" session timeout set to 35 »
seconds.

Bepcus OnucaHue

2.05 [o6aeneHa komaHga cloud control client session timeout.

3.8 components

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHunmn

[ocTyn Kk rpynne KoMaHg, Ansi ynpaeneHnsi KOMNOHEHTaMMU MUKPOMNPOrpaMmbl.
Het
Het
Het

(config-comp)

I (config)>  components

Bepcus OnucaHue

2.00 [obGaBneHa komaHga components.

3.8.1 components commit

OnucaHue

Mpedukc no

MNpUMeHNTb N3MEHEHNS, BHECEHHbIE KOMaHAamu components install n
components remove.

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopusa nameHeHun

Oa

Het

I (config-comp)>  commit

Bepcus OnucaHue

2.00 [o6GaBneHa komaHga components commit.

3.8.2 components install

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

OTMeTUTb KOMMOHEHT ANs nocnenytoLeit yctaHoBku. OkoHYaTenbHas ycTaHoBKa
BbIMOMHSAETCA KOMaHOol components commit.

Het
[a
Ja

I (config-comp)>

install «component>

AprymeHT

3HauyeHue

OnucaHue

component

Ctpoka

HassaHue komnoHeHTa. Cnncok OOCTYMNHbIX
Aana yCtaHOBKU KOMIMNOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHaon components
list.

(config-comp)> install ntfs

Component is queued for installation: ntfs

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga components install.

3.8.3 components list

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

BbiBecTn Ha 3KpaH CrNMUCOK BCEX KOMIMOHEHTOB — YCTaHOBJ1€HHbIX U OOCTYMHbIX
Ona yCtaHOBKW. Ecnu OTCYTCTBYET NOAKITHOHEHNE K VlHTepHeT, TO 6yp,eT BbliBEEH
TOJTIbKO CMNUCOK YyXXe YCTaHOBJIEHHbIX KOMIMOHEHTOB.

Het
Het

Het
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maBa 3 OnucaHne KomaHp,

Cunoncuce I(conﬁg-conu»> list [ sandbox ]
AprymeHThI AprymeHT 3HayeHue OnucaHue
sandbox Crtpoka YnaneHHasi necoyHumua, Hanpumep stable
unu beta.
Mpumep (config-comp)> list
webadmin:
queued: yes
name: Silver-Blue
description: Silver-Blue
size: 244112
installed:
webadmin:
queued: no
name: ZyXEL-Intl
description: ZyXEL-Intl
size: 390648
component:
queued: yes
name: accesspoint
description: 802.11 Access Point
details: Allows this appliance to be a Wi-Fi access »
point.
group: Wireless networking
priority: important
depend: base,corewireless
version: 2.6.3
script: interface WifiMaster0
country-code RU
compatibility
BGN
up
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.00 [oGaBneHa komaHga components list.
2.06.A.6 [o6GasneH napameTtp sandbox. KomaHga components list

sync.

A0JKHAa ncnosib3oBaTbCA BMECTO yCTapeBLuelh components

3.8.4 components preset

OnucaHue

BbiGpaTb rotoBbIi HAOOP KOMMNOHEHTOB. YCcTaHOBKa Habopa BbIMOMHAETCS

KomaHgon components commit.

Keenetic Il CnpaBo4YHUK kKOMaHA

41




Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Mpexae Yem ycTaHOBUTb HAOOP KOMMOHEHTOB, MPOBEPLTE NOCNEAHNE BEPCUM
KOMMOHEHTOB Ha cepBepe 0b6HOBNeHMN koMaHaon components list. TpeGyeTca
nogkntoyeHne Kk IHTepHeTy.

Het
Oa

Het
I (config-comp)>  preset (preset,

KonunuyecTBO 1 Ha3BaHWs rOTOBbIX HAGOPOB KOMMNOHEHTOB MOTYT ObITb U3MEHEHBI,
NOSTOMY PEKOMEHAYETCSA NPOBEPUTL CMMCOK AOCTYMHbIX HAGOPOB KOMaHOoM
preset ?.

AprymeHT 3HaveHue OnucaHue
preset all-components|Bce KOMNOHEHTbI, AOCTynNHbIe Ansa Keenetic
Ill, 6yayT oTMeYeHbl Ansi YCTaHOBKM.
minimal MuHMManNbHO BO3MOXHbIN A5ist paboThl
yCcTponcTBa Habop KOMMOHEHTOB ByaeT
OTMEYEH.

recommended | PekomeHOyeMbili HAbop KOMNOHEHTOB ByaeT
OTMEYEH A8 yCTaHOBKM.

(config-comp)> sync

lib: :libndmComponents error[268369923]: this system is up to date.
(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Core::System::UConfig: done.

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa components preset.

3.8.5 components preview

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

MokasaTb pasmep NPOLUNBKMK, COCTaBNEHHOW U3 KOMNOHEHTOB, BbIOpaHHbIX C
NMOMOLLIbIO KOMaHAbl components install.

Het

Da

Het

I (config-comp)>  preview

42

Keenetic Il CnpaBoYHNK KOMaHL,



maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-comp)> preview

preview:
size: 7733308

Bepcus OnucaHue

2.06 HobaeneHa komaHga components preview.

3.8.6 components remove

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

OTMeTUTb KOMMOHEHT ANsA nocrneayollero yaaneHus. OkoH4yaTensHoe yaaneHue
BbIMOMNHSAETCA KOMaHOol components commit.

Het
Ja
Ja

I (config-comp)>  remove <component)

AprymeHT 3HavyeHue OnucaHue

component Crpoka HasBaHue koMnoHeHTa. CNMCOK AOCTYMHbIX
ONa yganeHus KOMMNOHEHTOB MOXET ObITb
BblBEEH Ha 3KpaH KoMaHaon components
list.

(config-comp)> remove ntfs
Component is queued for removal: ntfs

Bepcus OnucaHue

2.00 [oGaBneHa komaHga components remove.

3.8.7 components validity-period

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

YcTaHoBUTb CPOK aKTyalibHOCTU JTOKal1bHOIo CnmMcka KOMMOHEHTOB. Mo ncreveHuu
3TOro BpemMmeHu 6yp,eT aBTOMaTU4eCKM BbINOMMHEHA KOMaH4a components list
OnA nony4vyeHusa Tekyllero Crnucka KOMNOHEeHTOB C cepBepa OBGHOBMNEHWIA.

KomaHaa ¢ npedmKCoM nNo ycTaHaBnNMBaEeT 3HAYEHME MO YMONYaHWI0, KOTOpoe
pasHo 1800.

Oa
[a

Het
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Masa 3 OnucaHne KomaHp,

Cunoncuce I (config-comp)>  validity-period (seconds»
I (config-comp)> no validity-period
AprymeHTbI AprymeHT 3HaueHMe Onucanue
seconds Lenoe uucro Cpok aKkTyarnbHOCTM 1oKanbHOro
cnucka KOMMOHEHTOB B CEKYHAAX.
Mpumep (config-comp)> validity-period 500
Core::Configurator: done.
MCTOpVIﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.03 [obGaeneHa komaHga components validity-period.

3.9 crypto ike key

OnucaHue Hob6aBuTb kntod IKE ¢ naeHTU(MKATOPOM yaarneHHOW CTOPOHbI.
KomaHpga ¢ npeukcom no yganaeT ykasaHHbI KoY.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

CuHoncue I (config)>  crypto ike key name (psk> ( <type> <id> | any)
I (config)> no crypto ike key (name>
AprymeHThI AprymeHT 3HaveHue OnucaHue
name Ctpoka HasBaHue kntova. [lonyckaerca ncnornb3oBaHne
CMMBOIIOB faTUHCKOro andasuTta, Lndp, To4Ku,
nogyepknBaHua n geduca.
psk Ctpoka Maponb ansa ayteHTudumKkaumm.
type address WaoeHTudbukatopom aensietca IP-agpec.
fqdn NaoeHTndukaTtopom aBnseTcs norHoe AOMEHHoOe
nms.
dn MaoeHTudukatopom ABNsSeTCA JOMEHHOE NUMS.
email NoeHTndukaTtopoM SBRASETCA ANEKTPOHHbIV
agpec e-mail.
id CTpoka 3HayeHne naeHTudukaTopa yganeHHom
CTOPOHBI.
any Knwyesoe PaspeluaeT ncnonb3oBaHue kroya ans noodon
CJ10BO yaaneHHoW CTOPOHbI.
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maBa 3 OnucaHne KomaHp,

Mpumep (config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: Crypto ike key "test" successfully added.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 HobaeneHa komaHga crypto ike key.

3.10 crypto ike nat-keepalive

OnucaHue YcTaHOBUTL TanmayT Mexay naketamu keepalive B crniydyae o6HapyxeHus NAT
Mexay KnmeHToM u cepBepoM /Psec. 1o yMon4yaHuio yCTaHOBMAEHO 3HadYeHne 90.

KomaHaa ¢ npedrkcom no Bo3BpalLaeT 3Ha4YeHMe Mo YMON4YaHmio.
Mpedukc no Ha
MeHsieT HacTpouku Ja

MHorokpaTHbii BBog  Het

CuHoncuc I (config)> crypto ike nat-keepalive (nat-keepaliver
I (config)> no crypto ike nat-keepalive
AprymeHTbI AprymeHT 3HaueHue Onucanue
nat-keepalive Uenoe uucno TanmayT mexay naketamu keepalive
B cekyHaax. MoxeT npyuHumaTtb
3Ha4veHusa ot 5 fo 3600
BKITHOUMTENBHO.
MNpumep (config)> crypto ike nat-keepalive 20
IpSec::Manager: Set crypto ike nat-keepalive timeout to 20 s.
MCTOpMﬂ M3MeHeHV|ﬁ Bepcuﬂ OnucaHMe

2.06 HobaeneHa koMmaHaa crypto ike nat-keepalive.

3.11 crypto ike policy

OnucaHue HocTyn K rpynne KoMaHa Ans HaCTPOnKu BelIGpaHHoW nonutukmn IKE. Ecnn nonutmka
IKE He HanpeHa, KoMaHaa nbiTaeTcs eé co3aatb.

KomaHga ¢ npedmkcom no yganset nonuTtuky IKE. lNMpu 3ToM gaHHasa nonurtuka
IKE aBTOMaTM4eCKM ygansetcs us scex npodunen IPsec.

Mpedukc no Oa

MeHsieT HacTpouKu [a
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbIN BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Oa
(config-ike-policy)

I(config)> crypto ike policy name)

I (config)> no crypto ike policy name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue nonutukun IKE.
[onyckaeTtca ncnonb3oBaHue
CMMBOIIOB NTaTUHCKOro andasunTa,
LUndp, TOYKU, NOAYEPKMBAHNS U

aeduca.

(config)> crypto ike policy test
IpSec::Manager: Crypto ike policy "test" successfully created.

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto ike policy.

3.11.1 crypto ike policy lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTbL BpeMs xu3HU accoumanmm IPsec IKE. o ymonyaHuio Ncnonb3yeTcs
3HaveHne 86400.

KomaHga ¢ npedmkcom no BO3BpaLLaeT 3Ha4eHe No yMOn4aHuH.
Oa
Oa

Het

I (config-ike-policy)>  lifetime (lifetime»

I (config-ike-policy)> no lifetime

AprymeHT 3HayeHue OnucaHue

lifetime Llenoe uucno Bpems xun3Hu accounaunm IPsec IKE
B CekyHAax. MoxeT npuHnmaTtb
3HaveHus ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec::Manager: Crypto ike policy "test" lifetime set to 3600 s.

46

Keenetic Il CnpaBoYHNK KOMaHL,



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06

HobaeneHa komaHaa crypto ike policy lifetime.

3.11.2 crypto ike policy mode

OnucaHue

Mpedumkc no

MeHsieT HacTpOMnKu

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apatb Bepcuio npotokona /KE. Mo ymonyaHuio ncnonb3yeTcs 3HadeHme ikevl.
KomaHnpa ¢ npenkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHUIo.

Oa

Oa

Het

I (config-ike-policy)>  mode (mode»

I (config-ike-policy)> no mode

AprymeHT 3HavyeHue OnucaHue
mode ikevl Bepcua npotokona IKEv1.
ikev2 Bepcus npotokona IKEv2.

(config-ike-policy)> mode ikevl
IpSec::Manager: Crypto ike policy "test" mode set to "ikevl".

Bepcus OnucaHue

2.06

HobaeneHa komaHaa crypto ike policy mode.

3.11.3 crypto ike policy negotiation-mode

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

YctaHoBUTb pexum obmeHa ans IKEv1 (cm. komaHay crypto ike policy mode).
Mo ymonuyaHuio ncnomnb3yeTcs 3HayeHve main.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHne Nno ymoryaHmio.
Oa
Oa

Het

I (config-ike-policy)>  negotiation-mode negotiation-mode»

I (config-ike-policy)> no negotiation-mode
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue ‘Onwcal-wle

negotiation-mode main OcHoBHOI pexunm, 3almaeT
noeHTndrkaumio nupa.

aggressive |ArpeccuBHbIN PEXUM, HE 3almLaeT
naeHTudmkaumo nupa.

(config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: Crypto ike policy "test" negotiation-mode set »
to "aggressive".

Bepcus OnucaHue

2.06 HobasneHa komaHaa crypto ike policy negotiation-mode.

3.11.4 crypto ike policy proposal

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

HobasnTtb B nonuTuky IKE ccbinky Ha BblopaHHbIn IKE proposal. O4epegHocTb
nobaBrneHusa nmeet 3HavyeHne ans obmeHa gaHHbIMK No npoTtokony /KE.

KomaHga ¢ npedmkcom no yaanset ccoinky Ha IKE proposal.
Ja
Oa
Ja

I (config-ike-policy)>  proposal <proposals

I (config-ike-policy)> no proposal (proposal»

AprymeHT 3HayeHue OnucaHue

proposal CTtpoka HassaHue IKE proposal.
[onyckaroTcsi CMMBOMbI TAaTUHCKOIO
andasuTa, umdpbl, TOYKN,
nogyepkmMBaHnsa 1 aeducsl.

(config-ike-policy)> proposal test
IpSec: :Manager: Crypto ike policy "test" proposal "test" »
successfully added.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ike policy proposal.
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maBa 3 OnucaHne KomaHp,

3.12 crypto

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

ike proposal

[ocTyn k rpynne KkoMaHg, Anst HacTponkn BbibpaHHoro /KE proposal. Ecnin IKE
proposal He HangeH, KoMaHaa NbITaeTcs ero co3aathb.

KomaHga ¢ npedukcom no ygansiet IKE proposal. [1py aTom 13 Bcex nonutuk
IKE aBTOMaTUYECKM YOansloTcs CCbIfKU Ha AaHHbIn IKE proposal.

Ha
Ja
Oa

(config-ike-proposal)

I(config)> crypto ike proposal name»

I (config)> no crypto ike proposal name;

AprymeHT 3HayeHue OnucaHue

name CTtpoka HaseaHue IKE proposal.
JonyckaroTcsi CMMBOSbI TATUHCKOTO
andasuTa, undpbl, TOHKNU,
nogyepknBaHua N aeducsl.

(config)> crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" successfully created.

Bepcus OnucaHue

2.06 [obGasneHa komaHaa crypto ike proposal.

3.12.1 crypto ike proposal dh-group

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

[o6aBuTb BbIGpaHHyto DH rpynny B IKE proposal ansa pabotbl B pexxume PFS.
OuepeaHocTb fobaBNeHMa UMeET 3HadeHne ang obmMeHa gaHHbIMM MO NPOTOKOMY
IKE.

KomaHga ¢ npedmkcom no yganset BblbpaHHyto rpynny.
[a
Ja
Oa

I (config-ike-proposal)>  dh-group «dh-group»

I (config-ike-proposal)> no dh-group «dh-group,
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Masa 3 OnucaHne KomaHp,

AprymeHTbI AprymeHT 3HavyeHue |OnucaHue

dh-group 1 DH rpynna ansa pabotbl B pexume PFS.
2

5

14
15
16
17
18

Mpumep (config-ike-proposal)> dh-group 14
IpSec::Manager: Crypto ike proposal "test" DH group "14" »
successfully added.

MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.06 [o6GaeneHa komaHga crypto ike proposal dh-group.

3.12.2 crypto ike proposal encryption

OnucaHue [o6aBnTb BbiOpaHHbIA TUN WndpoBaHus B IKE proposal. O4epeaHocTb
nobaBneHns MMeeT 3HadeHne ana obmeHa gaHHbIMK No npoTtokony /KE.

KomaHga ¢ npedmkcom no ygansiet BbioOpaHHbIA TUM WndpoBaHUS.
Mpedumkec no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog [a

Cunoncuc I(conﬁgdke¢xoposa0> encryption cencryptiom
I(conﬁnge¢roposaD>-noencryption(encryption)
AprymeHThI AprymeHT 3HavyeHue |OnucaHue
encryption des Tun wudposaHus IKE.
3des
aes-128-cbc
aes-192-cbc
aes-256-cbc
Mpumep (config-ike-proposal)> encryption des
IpSec::Manager: Crypto ike proposal "test" encryption algorithm »
"des" added.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa crypto ike proposal encryption.

3.12.3 crypto ike proposal integrity

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

HobasuTb BbIBpaHHOe 3HadYeHne anroputma noanucu HMAC B IKE proposal.

OuyepegHocTb AobaBneHnst UMeeT 3Ha4YeHne A51si obMeHa JaHHbIMM MO NPOTOKONY

IKE.

KomaHga ¢ npedunkcom no yaansiet BblopaHHbIii anroputm.

[a
Oa
Ha

I (config-ike-proposal)>

integrity <integrity,

I (config-ike-proposal)> no integrity <integrity»

AprymeHT 3HayeHue |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLEHUNA.
sha256
sha384
sha512

(config-ike-proposal)> integrity sha256
IpSec::Manager: Crypto ike proposal "test" integrity algorithm »
"sha256" successfully added.

Bepcus

OnucaHue

2.06

HobaBneHa komaHaa crypto ike proposal integrity.

3.13 crypto ipsec transform-set

OnucaHue

Mpedukc no

cosaaTthb.

KomaHaa ¢ npedukcom no yaansiet npeobpasosaHue. Mpy aTom 13 Bcex

HocTyn k rpynne koMang 4ns HacTpoyku BblibpaHHoro npeobpasoBanus IPsec
ESP Bo 2 chaze. Ecnu npeobpasoBaHune He HalgeHo, KomaHaa NbiTaeTcs ero

KpuUnToKapT IPsec aBTOMaTU4EeCKN yoan4darnTCA CCbIJIKU Ha JaHHOe

npeobpasoBaHue.

[a
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

BxoxpaeHue B rpynny

CunHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

Ja
[a

(config-ipsec-transform)

I (config)> crypto ipsec transform-set (name;

I (config)> no crypto ipsec transform-set <name>

AprymeHT 3HayeHue OnucaHue

name CTtpoka HassaHune npeobpaszoBaHus IPsec.
[onyckaroTcsi CMMBOSbI TAaTUHCKOIO
andasuTa, undpbl, TOHKNU,

nogyvyepknBaHnAa 1 ,El,eq)MCbI.

(config)> crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" successfully »
created.

Bepcus OnucaHue

2.06

[obGasneHa komaHaa crypto ipsec transform-set.

3.13.1 crypto ipsec transform-set cypher

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

[o6aBuTb BbIOpaHHbIN TUN WKMGPOBaHNS B NpeobpasoBanne IPsec. O4epegHOCTb
nobaBneHnst UMeeT 3HaveHue anst obMeHa gaHHbIMK No npoTtokony IKE.

KomaHga ¢ npedukcom no yaanseT BbibpaHHbIA TUN WndpoBaHus.
Oa
Oa
Oa

I (config-ipsec-transform)>  cypher «cypher;

I (config-ipsec-transform)> no cypher «cypher;

AprymeHT 3HayeHne |OnucaHue

cypher esp-des Tvn wndpoBaHus npeobpasoBaHms

IPsec ESP.

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-ipsec-transform)> cypher esp-3des
IpSec::Manager: Crypto ipsec transform-set "test" cypher »
"esp-3des" successfully added.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec transform-set cypher.

3.13.2 crypto ipsec transform-set dh-group

OnucaHue

Mpedoukec no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

[obaentb BbIGpaHHyto DH rpynny B npeobpasoBanne /Psec ans paboTbl B pexvme
PFS. O4yepenHocTb AobaBneHns MMeET 3Ha4YeHne ans obmeHa gaHHbLIMU Mo
npotokony IKE.

KomaHga ¢ npedukcom no ygansieT BoibpaHHyto rpynny.
Oa
Ja
Oa

I (config-ipsec-transform)>  dh-group «dh-group

I (config-ipsec-transform)> no dh-group «dh-group;

AprymeHT 3HayeHue |OnucaHue

dh-group 1 DH rpynna gnsa pabotbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: Crypto ipsec transform-set "test" dh-group "14" »
successfully added.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa crypto ipsec transform-set dh-group.
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3.13.3 crypto ipsec transform-set hmac

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

[o6aBuTb BbIGpaHHbI anroputm nognucu HMAC B npeobpasoBaHue IPsec.
OuepeaHocTb fobaBneHns MeeT 3HaveHne Anst 0OMeHa AaHHbIMU MO NPOTOKONY
IKE.

KomaHga ¢ npedukcom no yaansieT BbibpaHHbIA anropuTm.
Oa
Oa
Oa

I (config-ipsec-transform)>  hmac <hmac»

I (config-ipsec-transform)> no hmac <hmac»

AprymeHT |[3Ha4veHume OnucaHue
hmac esp-md5-hmac Anroputm nognucn HMAC npeobpasoBaHus
IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: Crypto ipsec transform-set "test" hmac »
"esp-shal-hmac" successfully added.

Bepcusa OnucaHue

2.06 [obasneHa komaHaa crypto ipsec transform-set hmac.

3.13.4 crypto ipsec transform-set lifetime

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

YCTaHOBUTb BPEMS XN3HW BblOpaHHOro npeobpasoBanus IPsec. o ymonyaHuio
ncnonb3yeTcd 3HadeHue 3600.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUE Mo yMOMYaHuio.
Da
Oa

Het

I (config-ipsec-transform)>  lifetime (lifetime»

I (config-ipsec-transform)> no lifetime
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AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue

lifetime Llenoe 4ncno Bpewmsi xun3Hn npeobpasoBaHns
IPsec B cekyHaoax. Moxet npuHumaTtb
3HaveHus ot 60 go 2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec::Manager: Crypto ipsec transform-set "test" lifetime set »
to 8640 s.

Bepcus OnucaHue

2.06 [obasneHa komaHaa crypto ipsec transform-set lifetime.

3.14 crypto ipsec profile

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[ocTyn Kk rpynne koMaHg, Anst HACTPOKKM BbibpaHHoro npoduns IPsec. Ecnn
npodusib He HanaeH, KoMaH4a nblTaeTcsa ero co3naTb.

KomaHga ¢ npedmkcom no yganset npodunb. [1pn 3TOM CCbINKU Ha AaHHBIN
npocunb aBToMaTUYECKM YOanaTCa N30 BCex KpuntokapT IPsec.

Ja
Da
Oa

(config-ipsec-profile)

I(config)> crypto ipsec profile cname»

I (config)> no crypto ipsec profile (name>

AprymeHT 3HayeHue OnucaHue

name Ctpoka HassaHue npoduns IPsec.
[onyckaroTcst CMMBOIbI TATUHCKOIO
andasuTa, unpbl, TOYKNK,
nogyepknBaHnsa 1 aeducsl.

(config)> crypto ipsec profile test
IpSec: :Manager: Crypto ipsec profile "test" successfully created.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile.
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3.14.1 crypto ipsec profile authentication-local

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

3apatb Tvn ayTeHTudmKaumnm nokanbeHoro xocta. 1o ymonyaHuio ncnonb3yercs
3HayeHue pre-share.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a
Oa

Het

I (config-ipsec-profile)>  authentication-local <auth)

I (config-ipsec-profile)> no authentication-local

AprymeHT 3HavyeHue OnucaHue
auth pre-share Ha gaHHbIM MOMEHT eAnHCTBEHHOE OOCTYMHOoe
3HayeHue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: Crypto ipsec profile "test" authentication-local »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [obGasneHa komaHaa crypto ipsec profile
authentication-local.

3.14.2 crypto ipsec profile authentication-remote

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CunHoncuc

AprymeHTbI

3apatb TMN ayTeHTUdmKaLmm yganeHHoro xocta. 1o ymonyaHuo ncnonb3yeTcs
3HayeHue pre-share.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOMYaHuio.
[a
Oa

Het

I (config-ipsec-profile)>  authentication-remote <auth»

I (config-ipsec-profile)> no authentication-remote

AprymeHT 3HavyeHue OnucaHue
auth pre-share Ha gaHHbI MOMEHT eAnHCTBEHHOE OOCTYMHOoe
3HayeHue.
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Mpumep

Uctopusa nameHeHun

(config-ipsec-profile)> authentication-remote pre-share
IpSec: :Manager: Crypto ipsec profile "test" authentication-remote »
type "pre-share" is set.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile
authentication-remote.

3.14.3 crypto ipsec profile dpd-interval

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

3apgaTtb napamMeTpbl MeToga Ansi obHapyxeHus HepaboTarowmx /KE nupos. Mo
yMonyaHuto 3HaveHne interval paBHo 30, retry-count pasHo 3.

KomaHga ¢ npedurkcom no Bo3BpallaeT 3HA4YEHUSI MO YMOMYaHUIo.
[a
Oa

Het

I (config-ipsec-profile)>  dpd-interval <intervals [retry-count]

I (config-ipsec-profile)> no dpd-interval

AprymeHT 3HayeHue OnucaHue

interval Uenoe uucno WHTepBan otnpaekn DPD nakeToB B
cekyHaax. MoxeT npuHumaTtb
3Ha4veHus ot 2 Ao 3600.

retry-count Lienoe 4ucno KonunyecTtBo nonbITok oTnpasku DPD
nakeToB. MoxeT npuHumMaTb
3Ha4YeHns ot 3 Oo 60.

(config-ipsec-profile)> dpd-interval 5 30

IpSec: :Manager: crypto ipsec profile "test" dpd-interval is set »
to 5 s.

IpSec::Manager: crypto ipsec profile "test" dpd retry count is »
set to 30

Bepcus OnucaHue

2.06 [obGaeneHa komaHnga crypto ipsec profile dpd-interval.

3.14.4 crypto ipsec profile identity-local

OnucaHue

3apgatb nokanbHbIN naeHTUdKKaTop And npoduns IPsec.
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KomaHga ¢ npedukcom no yaanseT nokanbHbin naeHTudukatop.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cuuoncue I (config-ipsec-profile)>  identity-local (types cid»
I (config-ipsec-profile)> no identity-local
AprymeHThI AprymeHT 3HayeHue |OnucaHue
type address Tun noeHTudpumkatopa — IP-agpec.
fadn Tun ngexHTndpmkaTtopa — NonHoe
OOMEHHOEe NMS.
dn Tvn ngeHTudukaTopa — JOMEHHOE UMSI.
email Tun ngeHTudukaTopa — agpec e-mail.
id Ctpoka 3HadeHune nokanbHoro naeHTndmkatopa.
Mpumep (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: Crypto ipsec profile "test" identity-local is »
set to "10.10.10.5" with type "address".
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.06 HobaBneHa komaHaa crypto ipsec profile identity-local.

3.14.5 crypto ipsec profile match-identity-remote

OnucaHue 3agatb ngeHTurKaTop yaaneHHoro xocTta ans BelbpaHHoro npoduns IPsec.
KomaHga ¢ npedukcom no yganset ngeHtudmkatop yaaneHHoro xocra.

Mpedukc no Oa

MeHsieT HacTpoMnKu Ja

MHorokpaTHbii BBog  Hert

CuHoncuc I (config-ipsec-profile)> match-identity-remote ( <types <id | any)
I (config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT 3HayeHue OnucaHue
type address Tun noeHTudgumkatopa — IP-agpec.
fqdn Tun ngeHTndKnKaTopa — NONHOE JOMEHHOE UMS.
dn Tun ngeHTugukaTopa — JOMEHHOE NMSL.
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Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
email Twun ngeHTndukaTopa — agpec e-mail.
id CTpoka 3HayeHue ngeHTudmkaTopa yaaneHHoro xocra.
any Kniouesoe Pa3peLunTb ncnonb3oBaHue noboro yaaneHHoro
c/10B0 XocTa.

(config-ipsec-profile)> match-identity-remote any
IpSec: :Manager: Crypto ipsec profile "test" match-identity-remote »
is set to any.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa crypto ipsec profile
match-identity-remote.

3.14.6 crypto ipsec profile mode

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YcTaHoBUTL pexum paboTbl IPsec. Mo ymonyaHuto Ncnonb3yeTcs 3HavyeHne
tunnel.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Ja
Oa

Het

I (config-ipsec-profile)>  mode «mode»

I (config-ipsec-profile)> no mode

AprymeHT 3HayeHne |OnucaHue

mode tunnel TyHHErnNbHbIA PeXuM, NPY KOTOPOM BECb
IP nakeT wndppyetcsa u/unu nposepsietcst
Ha NOAMNNHHOCTb.

transport |TpaHCMNOPTHLIV pexuM, Korga WwudpyeTca

TONbKO coaepxumoe IP-nakeTa.

(config-ipsec-profile)> mode tunnel
IpSec: :Manager: Crypto ipsec profile "test" mode set to "tunnel".

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto ipsec profile mode.

Keenetic Il CnpaBo4YHUK kKOMaHA 59




Masa 3 OnucaHne KomaHp,

3.14.7 crypto ipsec profile policy

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

3apgaTtb CCbiNKy Ha CyLLecTByoLL Y0 NonuTuky IKE (cm. komaHay crypto ike policy).
KomaHaa ¢ npedukcom no yaansiet CCbimky.

Oa

Oa

Het

I (config-ipsec-profile)>  policy «policy»

I (config-ipsec-profile)> no policy

AprymeHT 3HayeHue OnucaHue

policy Crpoka HasesaHue nonutukn IKE. Cnncok
OOCTYMHbIX NOMIUTUK MOXHO YBUOETb
C nomolLLbio komaHabl policy ?.

(config-ipsec-profile)> policy test
IpSec: :Manager: Crypto ipsec profile "test" policy set to "test".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto ipsec profile policy.

3.14.8 crypto ipsec profile preshared-key

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

MHorokpaTHbI BBOA,

CuHoncuc

AprymeHTbl

Mpumep

3apatb CBSA3aHHYHO KroveByto dpasy aAnsg gaHHoro npoduns IPsec.
KomaHnpa ¢ npecmkcom no ygandeT Kroyesyro opaay.

Oa

Ja

Het

I (config-ipsec-profile)>  preshared-key «preshare-key:

I (config-ipsec-profile)> no preshared-key

AprymeHT 3HavyeHue OnucaHue

preshare-key CTtpoka 3HadeHue krto4eBon pasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: Crypto ipsec profile "test" preshared key was set.

60

Keenetic Il CnpaBoYHNK KOMaHL,



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komanaa crypto ipsec profile preshared-key.

3.14.9 crypto ipsec profile xauth

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

BknounTb gononHuTenbHyo ayTeHTudmkauuio XAuth ana pexuma IKEv1. Mo
YMOMYaHUIo PYHKLMS OTKINOYEHa.

KomaHga ¢ npechmkcom no oTknioYaeT JONONHUTENBHYIO NPOBEPKY NOANTMHHOCTH.
Da
Oa

Het

I (config-ipsec-profile)>  xauth (type»

I (config-ipsec-profile)> no xauth

AprymeHT 3HayeHne |OnucaHue
type client KnneHTckuin pexum.
server CepBepHbIfi pexuM.

(config-ipsec-profile)> xauth client
IpSec: :Manager: Crypto ipsec profile "test" xauth set to "client".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHaa crypto ipsec profile xauth.

3.14.10 crypto ipsec profile xauth-identity

OnucaHue

Mpedukc no
MeHsieT HaCTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

YkasaTb NorvH Ans AononHuTenbHon ayteHTudunkaumm XAuth B KNTMEHTCKOM
pexunme.

KomaHga ¢ npedmkcom no yganseT forvH.
Oa
Oa

Het

I (config-ipsec-profile)>  xauth-identity <identity»

I (config-ipsec-profile)> no xauth-identity
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AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
identity Ctpoka JIorvH ons KNMeHTCKOro pexuma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: Crypto ipsec profile "test" xauth-identity is »
set to "ident".

Bepcus OnucaHue

2.06 [o6asneHa komaHaa crypto ipsec profile xauth-identity.

3.14.11 crypto ipsec profile xauth-password

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

YKkasaTtb naposnb Ana AoNonHUTeNsHOM ayTeHTudunkaumm XAuth B KMMEHTCKOM
pexume.

KomaHnga ¢ npednkcomMm no CTMpaeT 3HadeHne napons.
Ja
Oa

Het

I (config-ipsec-profile)>  xauth-password (password»

I (config-ipsec-profile)> no xauth-password

AprymeHT 3HayeHue OnucaHue
password CTpoka Maponb 4ns KAMEeHTCKOro pexuma
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: Crypto ipsec profile "test" xauth-password is set.

Bepcus OnucaHue

2.06 [obaeneHa komaHaa crypto ipsec profile xauth-password.

3.15 crypto map

OnucaHue

HocTyn k rpynne komaHg Ans HacTpOWKu BblOpaHHOM KpunTokapThl IPsec. Ecnv
KpunTokapTa He HaeHa, KoMaHa NbITaeTcs eé co3narb.

Komanga ¢ npecurkcomMm no yganseT KpunTtokapTy.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Ja
[a
Oa

(config-crypto-map)

I (config)>  crypto map (name»

I (config)> no crypto map <name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HasBaHue kpunTokapTbl IPsec.
JonyckatoTcsi CMMBOIbI NTATUHCKOTO
andasuTa, Lnpbl, TOYKNU,

nogyvyepknBaHuna 1 ,El,ed)VICbI.

(config)> crypto map test
IpSec::Manager: Crypto map "test" successfully created.

Bepcus OnucaHue

2.06

[oGasneHa komaHaa crypto map.

3.15.1 crypto map connect

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BkniounTb aBTOMaTMyeckoe 6e3ycrnioBHoe coeanHeHne IPsec ¢ ynaneHHon
CTOpPOHOWN. HacTporika He MMEeET CMbICNa, ECIM OCHOBHOMY YAaneHHOMY XOCTY
NPUCBOEHO 3Ha4YeHne any (CM. koMaHay crypto map set-peer). o ymonyaHuto
HacTpoWika OTKIMHYeHa 1 coeguHeHne ByoeT yCcTaHOBNEHO NpY MOMbITKE Nepeaarb
Tpacuk Yepes npeobpasoBaHne IPsec ESP.

KomaHga ¢ npedrKcom no oTkINioYaeT aBTomaTnyeckoe 6e3ycrioBHoe CoeauHeHe.
Oa
Oa

Het

I(config-crypto-map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec: :Manager: Crypto map "test" autoconnect enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map connect.

3.15.2 crypto map enable

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

Uctopus nameHeHunmn

BknounTb BbIGpaHHyto kpunTokapTy IPsec. o ymonyaHuio napameTp BKITHOYEH.
KomaHaa ¢ npedurKcom no OTKoYaeT KpUNToKapTy.

Da

Oa

Het

I(config-crypto-map)> enable

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec: :Manager: Crypto map "test" enabled.

Bepcus OnucaHue

2.06 [oGaBneHa komaHga crypto map enable.

3.15.3 crypto map fallback-check-interval

OnucaHue

Mpedukc no
MeHsieT HacTPOWKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

BknitounTb nepnoanyeckyro npoBepKy AOCTYNHOCTU OCHOBHOIO XOCTa 1 BO3Bparta
Ha Hero B TOM Cliy4Yae, Korga HasHa4eHbl U OCHOBHOW 1 pe3epBHbIl7I yoaneHHble
XocThl. 1o YMOI4aHuto HaCTpOVIKa OTKJTHOYEHa.

KomaHga ¢ npednkcomM no OTKIoYaeT NPOBEPKY.
Oa
Oa

Het

I (config-crypto-map)>  fallback-check-interval <interval-value,

I (config-crypto-map)> no fallback-check-interval

AprymeHT 3HauyeHue OnucaHue

interval-value Lienoe uucno Mepunog NnpoBepKM B CEKyHOAX.
MoxeT npuHMMaTb 3Ha4yeHus oT 60
0o 86400.
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Mpumep

Uctopusa nameHeHun

(config-crypto-map)> fallback-check-interval 120
IpSec: :Manager: Crypto map "test" fallback check interval is set »
to 120.

Bepcus OnucaHue

2.06 HobaesneHa komaHaa crypto map fallback-check-interval.

3.15.4 crypto map match-address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YCTaHOBUTb CChISIKY Ha CYLLECTBYIOLWI CAUCOK NpaBun unstpaumm naketos
(cm. komaHgy access-list). [NepBoe npaBuno B cnucke GyaeT MCNonb3oBaThCs
ans ¢asbl 2 IPsec.

KomaHga ¢ npedmkcom no ygansieT CCbIKy.
[a
Da

Het

I (config-crypto-map)>  match-address access-list)

I (config-crypto-map)> no match-address

AprymeHT 3Ha4yeHue OnucaHue

access-list Ctpoka HasBaHwne cnvcka npasun
dunsrpauun. Habop JocTynHbIX ANs
BbIbOpa CNUCKOB MOXHO YBUAETb
BBeas komaHay match-address ?.

(config-crypto-map)> match-address acll
IpSec::Manager: Crypto map "test" match-address set to "acll".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto map match-address.

3.15.5 crypto map nail-up

OnucaHue

Mpedumkc no

MeHsieT HacTpOMnKu

BkniounTb aBTOMaTMYECKOE NepecoriacoBaHne npeobpasoBaHuin IPsec ESP npu
nx yctapeBaHun. o ymonyaHuio napameTp OTKITHOYEH.

KomaHga ¢ npedmnkcomM no OTKoYaeT aBTOMaTUYeCKOe nepecornacoBaHue.
Oa
[a
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MHorokpaTHbii BBog  Hert

CunHoncuc

Mpumep

UcTopusa nameHeHun

I(config—crypto—map)> nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: Crypto map "test" SA renegotiation enabled.

Bepcus OnucaHue

2.06 HobasneHa komaHga crypto map nail-up.

3.15.6 crypto map set-peer

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

HasHaunTb OCHOBHOM yaaneHHbIN XOCT N5 YCTaHOBNEHUs coeanHeHuns IPsec.
KomaHga ¢ npedukcom no ygansiet HaCTPONKY.

Oa

Oa

Het

I (config-crypto-map)>  set-peer (remote-ip»

I (config-crypto-map)> no set-peer

AprymeHT 3HaveHue OnucaHue
remote-ip String IP-agpec nnu gOMeHHoe UMS yaaneHHoro XocTa.
any MpuHMMaTh Ntobble BXOAALLME COEANHEHUS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: Crypto map "test" primary remote peer is set to »
"ipsec.test.com".

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto map set-peer.

3.15.7 crypto map set-peer-fallback

OnucaHue

HasHauuTb pe3epBHbIN yaaneHHbI XOCT AN yCTaHOBNEHUs coeanHeHns IPsec.
OTa HacTporika MOXeT ObITb BbINOSIHEHA NOCIE HAa3HA4YeHMSI OCHOBHOIO Yy3ria (CM.
kKoMmaHay crypto map set-peer).

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Oa

[a

Het

I (config-crypto-map)>  set-peer-fallback remote-ip»

I (config-crypto-map)> no set-peer-fallback

AprymeHT 3HayeHue OnucaHue

remote-ip Crpoka IP-agpec nnn gomeHHoe nms
yAaneHHoro xocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec::Manager: Crypto map "test" fallback remote peer is set »
to "test.com".

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga crypto map set-peer-fallback.

3.15.8 crypto map set-profile

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

3apaTtb ccbIKy Ha cylecTBytowmii npoduns IPsec (cm. komaHay crypto ipsec
profile).

KomaHga ¢ npeunkcomMm no ygansaeT CCbISiKy.
Oa
Oa

Het

I (config-crypto-map)>  set-profile profile»

I (config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHue

profile Ctpoka Nmsa npodouns IPsec. Cnncok
OOCTYMHbIX ANs Bblbopa npodunen
MOXHO YBUOETb BBEAA KOMaHAy
set-profile ?.

(config-crypto-map)> set-profile test
IpSec: :Manager: Crypto map "test" ipsec profile is set to "test".
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 HobaeneHa komaHaa crypto map set-profile.

3.15.9 crypto map set-tcpmss

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YCTaHOBUTb OrpaHnyeHe MakCMarbHOroO pasMepa cerMeHTa UCXOAsALLMX CECCUM
TCP B pamkax gaHHoro TyHHens IPsec. Ecnu 3HadeHne MSS, koTopoe nepenaetcsi
B none 3aronoska SYN-nakeToB, NpeBbIWaeT 3a4aHHOe, KOMaH4a MEHSIET ero.
Pexxum Path MTU Discovery no3sonset aBToMmaTnyeckn onpeaensite orpaHnyeHmne
MSS.

KomaHnga ¢ npenkcoMm no cHMMaeT Bce orpaHudeHnsa ¢ MSS.
Oa
Oa

Het

I (config-crypto-map)>  set-tcpmss anss-value)

I (config-crypto-map)> no set-tcpmss

AprymeHT 3HayeHue OnucaHue

mss-value Integer 3HaueHune BepxHewn rpaHuubl MSS. Moxet
NpuUHUMaTbL 3HaveHus ot 576 go 1500.

pmtu Bkntountb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: Crypto map "test" tcpmss set to 1280.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa crypto map set-tcpmss.

3.15.10 crypto map set-transform

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apatb CChINKy Ha cyLlecTByloLlee npeobpasoBaHue IPsec ESP (cm. komaHay
crypto ipsec transform-set).

KomaHga ¢ npedukcom no yoansieT CCbIKy.
[a
Oa

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (config-crypto-map)>  set-transform (transform-set,

I (config-crypto-map)> no set-transform

AprymeHT 3HayeHue OnucaHue

transform-set Ctpoka HaseaHune npeobpa3soBaHusa IPsec.
Cnncok gocTynHbIX NpeobpasoBaHnii
MOXHO YBUOETb C MOMOLLIbIO
komaHabl transform-set ?.

(config-crypto-map)> set-transform test
IpSec: :Manager: Crypto map "test" ipsec transform-set is set to »
"test".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga crypto map set-transform.

3.15.11 crypto map virtual-ip dns-server

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

Ykasatb DNS-cepBep ans Bblaa4yn KnneHtam B cepBepHoM pexume Virtual IP.
Komanpa ¢ npecumkcom no yganseT agpec cepaepa.

Oa

Ja

Het

I (config-crypto-map)>  virtual-ip dns-server address

I (config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HavyeHue OnucaHue

address IP-agpec IP-agpec cepsepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: crypto map "test" Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: crypto map "test" Virtual IP DNS server deleted.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa crypto map virtual-ip dns-server.

Keenetic Il CnpaBo4YHUK kKOMaHA 69




Masa 3 OnucaHne KomaHp,

3.15.12 crypto map virtual-ip enable

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb cepBepHbin pexum Virtual IP, npy KOTOpoM KnneHTam npon3BoanTcs
pasgaya agpecosB K3 3agaHHoOro guanasoHa. pu 3ToM B KadecTBe yaaneHHoN
nopcetn B cootBeTcTBytowemM ACL MOXHO yka3aTb MPON3BOMbHOE 3HAYEHNE, OHO
OygeT NpoMrHOpUpPoBaHO. 10 YMONMYaHUI0 PEXNM OTKITHOYEH.

KomaHga ¢ npednkCoM no OTKMOYaeT HAaCTPOWNKY.
[a
[a

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec::Manager: crypto map "test" Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec: :Manager: Crypto map "test" Virtual IP mode disabled.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHga crypto map virtual-ip enable.

3.15.13 crypto map virtual-ip nat

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

BKMounTb TpaHCHSaUMo agpecoB 4SS KNMEHTOB B cepepHoM pexunme Virtual IP.
KomaHga ¢ npedmkcom no ygansiet npasuno.

Oa

Oa

Het

I (config-crypto-map)>  virtual-ip nat

I (config-crypto-map)> no virtual-ip nat

(config-crypto-map)> virtual-ip nat
IpSec::Manager: crypto map "test" Virtual IP NAT rule enabled.

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: Crypto map "test" Virtual IP NAT rule disabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.08 HobaeneHa komaHaa crypto map virtual-ip nat.

3.15.14 crypto map virtual-ip range

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

3.16 dina

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

BxoxaeHue B rpynny

HacTponTb AnManasoH agpecos A5 BblAa4u KNMMEHTam B CEPBEPHOM pexume
Virtual IP.

KomaHga ¢ npecurkcom no yganseT guanasoH.
Ja
Oa

Het

I (config-crypto-map)>  virtual-ip range <begin («end> | size>)

I (config-crypto-map)> no virtual-ip range

AprymeHT 3HayeHue OnucaHue

begin IP-agpec Hauyano guanasoHa agpecos.
end IP-appec KoHeLl ananasoHa agpecos.
size Lenoe 4ucno |Pasmep guanasoHa agpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec: :Manager: Crypto map "test" Virtual IP pool range set from »
"10.5.0.0" to "10.5.0.20".

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: Crypto map "test" Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHga crypto map virtual-ip range.

HocTtyn k rpynne komang ang ynpasnenusi crnyxoon DLNA.
Het
Het
Het

(config-dlna)
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Masa 3 OnucaHne KomaHp,

CuHoncuc

UcTopusa nameHeHum

I (config)> dlna

Bepcus OnucaHue

2.00 [obasneHa komaHaa dina.

3.16.1 dina db-directory

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb nyTb K Katanory ¢ 6a3on gaHHbIX MyNbTUMEANNHBIX (dannos.
KomaHga ¢ npedukcom no yaansiet HacTpOKKY.

Oa

Oa

Het

I (config-dina)>  db-directory «directory;

I (config-dina)> no db-directory

AprymeHT 3Ha4yeHue |OnucaHue

directory Ctpoka |lyTb k nanke ¢ 6a30i faHHbIX.

(config-dlna)> db-directory TEST_FAT:database
Core::Configurator: done.

Bepcus OnucaHue

2.06 HobaeneHa komaHaa dina db-directory.

3.16.2 dina directory

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CuHoncuc

YkasaTb NyTb K kaTanory ¢ Meama-KOHTEHTOM.
KomaHga ¢ npedukcom no yaansiet HaCTPOKKY.
Oa

Oa

Oa

I (config-dina)>  directory «directory>[media-type]

I (config-dina)> no directory «directory:
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue (OnucaHue

directory Crpoka |lyTb K KaTanory c
Meana-KOHTEHTOM.

media-type audio Copepxnmoe katanora —
ayano-cannsl.

video Copepxnmoe katanora —
BU1Aeo-annbl.

images Copepxunmoe katanora —
n3obpaxeHus.

(config-dlna)> directory TEST_FAT:transmission
Core::Configurator: done.

Bepcus OnucaHue
2.00 [o6asneHa komaHaa dina directory.
2.06 HobaeneH napameTtp media-type.

3.16.3 dIna interface

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

YkasaTtb nHTepdenc mapLupyTmusatopa, Yepes KoTopbii OyaeT nepegaBaTbes
Meaua-koHTeHT. MoxxHo BBecTu He bonee 16 nHTepdelicos.

KomaHpa ¢ npecurkcom no ygansaeT ykasaHHbI nHtepdenc na cnucka. Ecnm
BbINOSHWUTBL KOMaHAy 6e3 aprymeHTa, TO BECb CNIMCOK MHTEPAENCOB A1 Nepefayn
Meama-KoHTeHTa ByaeT ouuLLleH.

Oa
[a
Ja
IP

I (config-dina)>  interface <interface,

I (config-dina)> no interface [ interface]

AprymeHT 3HaveHue OnucaHue

interface Nmsa MorHoe uma nHTepdenca unm NCesoHNM.
nHTepperica |CnMCoK SOCTYMHBIX MHTEPENCOB MOXHO
yBMAOETb C NoMoLpbto komaHabl dina interface

?.

(config-dlna)> interface Switch6/Vlanl
Core::Configurator: done.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obasneHa komaHaa dina interface.

3.16.4 dIna port

Ykasatb nopt DLNA-cepsepa ana HTTP-tpadmka (onncannin, SOAP, nepegaun

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHum

KOHTEHTA).

Komanpa c I'Ipe(bVIKCOM Nno yCtaHaBnMBaeT 3Ha4eHne rno ymondaHuo, KotTopoe

pasHo 8200.
Oa
Oa

Het

I (config-dina)>

port (port,

I (config-dina)> no port

AprymeHT

3HaueHue OnucaHue

port

Lienoe umucno |Homep nopra.

(config-dlna)> port 443
Core::Configurator: done.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa dina port.

3.16.5 dlna rescan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

O6HoBUTL MHOpMaLUIo O harnax B KaTanore ¢ Meana-KOHTEHTOM.

MNpumedaHwue:

Het
Het

Het

I (config-dina)>

Ecnu ykasatb kntoyeBoe cnoeo full, 6a3a AaHHbIX KOHTEHTA
Oynet yaaneHa n cozaHa 3aHOBO. OTO MOXET 3aHATb Kakoe-To
BpEMSl, MO3STOMY TaKylo KOMaHAy PEKOMEHAYETCS BbIMOSNHATb
TONbKO ecnn CTpyKTypa 6a3bl AaHHbIX KOHTEHTA NOBPEXAEHA.

rescan [ full]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

AprymeHT 3HavyeHue OnucaHue
full KnwyeBoe lMpn3Hak HeobXOAUMOCTHM Nepeco3aaHns
C/10BO 0a3bl JaHHbIX KOHTEHTA.

(config-dlna)> rescan
Core::Configurator: done.

Bepcus OnucaHue

2.00

JobasneHa komaHaa dina rescan.

3.17 dns-proxy

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

HocTtyn k rpynne komang ans ynpaeneHus cry6or DNS-npokcw.
Het
Het
Hert

(config-dnspx)

I (config)>  dns-proxy
Bepcus OnucaHue
2.04 HobaeneHa komaHga dns-proxy.

3.17.1 dns-proxy bantime

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

YcTaHOBUTL BpeMsi, B TedeHue koToporo DNS-cepsep He ByaeT ucnonb3oBaTtbCes.
Mo ymonuyaHuio ncnonbsyercs 3HadeHve 30000.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa
Ja

Het

I (config-dnspx)>  bantime <bantime>

I (config-dnspx)> no bantime
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

bantime Llenoe 4ucno 3HayeHne BpeMeHHOro NpoMexyTka
B MunnmcekyHgax. Moxet
npuHMMaTh 3Ha4YeHns ot 1 go 30000.

(config-dnspx)>bantime 25

Dns::Proxy: Dns-proxy set 25 msec. bantime.
(config-dnspx)>no bantime

Dns::Proxy: Dns-proxy bantime reset.

Bepcus OnucaHue

2.04 HobaeneHa komaHga dns-proxy bantime.

3.17.2 dns-proxy max-ttl

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb makcumaneHbii TTL Ans kawmposaHHbIX 3anmcen DNS-npokew.
KomaHga ¢ npedukcom no yaansiet 3HaveHme TTL.

Oa

Oa

Het

I (config-dnspx)>  max-ttl (max-ttl»

I (config-dnspx)> no max-ttl

AprymeHT 3HayeHue OnucaHue

max-ttl Lenoe uucno MakcumanbsHoe 3HaveHune TTL.
MoxeT npuHumMaThb 3HavyeHus ot 1 go
604800000 munnucekyHa, (1
Hepens).

(config-dnspx)>max-ttl 10000

Dns::Proxy: Dns-proxy set max-ttl to 10000.
(config-dnspx)>no max-ttl

Dns::Proxy: Dns-proxy max-ttl cleared.

Bepcus OnucaHue

2.05 HobasneHa komaHga dns-proxy max-ttl.
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maBa 3 OnucaHne KomaHp,

3.17.3 dns-proxy proceed

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

3apatb uHTEpBan mexagy napannenbHbIMU 3anpocamu, KOTopble OTMPaBseT
DNS-npokcu Heckonbkum DNS-cepeepam. Mo ymonyaHuio ucnonb3yeTcsi 3HaYeHne
500.

KomaHaa ¢ npedurkcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
[a
Oa

Het

I (config-dnspx)>  proceed «proceed»

I (config-dnspx)> no proceed

AprymeHT 3HayeHue OnucaHue

proceed Uenoe uucno Bpewmsi pabotbl DNS-npokcu B
MunnucekyHgax. Moxet npuHumaTb
3Ha4veHus ot 1 go 50000.

(config-dnspx)>proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)>no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa dns-proxy proceed.

3.17.4 dns-proxy threshold

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

3apatb KonM4ecTBO NocneaoBaTenbHbIX HeyAaqHbIX 3anpocoB Ans 3anpeta
DNS-cepBepa. o ymonyaHuo CNonb3yeTcs 3HadeHme 3.

Bce DNS-cepBepbl He MOryT ObITb 3anpeLLeHbl O4HOBPEMEHHO.

KomaHga ¢ npedurkcoM no ycTaHaBMMBaET MOPOroBoe 3Ha4eHME Mo YMOMYaHUIO.
Oa

[a

Het

| (config-dnspx)>  threshold (threshold>

I (config-dnspx)> no threshold
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue

threshold Llenoe 4ncno 3HadeHune nopora DNS-npokcu.
MoxxeT npuHMMaTh 3Ha4YeHns ot 1 o
10.

(config-dnspx)>threshold 5

Dns::Proxy: Dns-proxy set 5 threshold.
(config-dnspx)>no threshold

Dns::Proxy: Dns-proxy threshold cleared.

Bepcus OnucaHue

2.04 HobaeneHa komaHga dns-proxy threshold.

3.18 dpi shaping

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CunHoncuc

Mpumep

UcTopus nameHeHunmn

BknounTb WennuHr Tpadmka Ans XoCToB € TOPPEeHTaMu. OTO 3HAYMT, 4TO Npwu
MOrTHOW 3arpy3ke kaHana byaeT orpaHmdeHa CKOpPoCTb ANS KIMEHTOB, KavatoLmx
ToppeHThl. LennuHr paboTtaeT Tonbko npu BkntoueHHoN criyxbe DP/ (komaHaa
service dpi). Mo ymonyaHuio HacTporka BKItoYeHa.

KomaHaa ¢ nperKCoM no OTKMOYaET HAaCTPOWKY.
Ja
Oa

Hert

I (config)>  dpi shaping

I (config)> no dpi shaping

(config)> dpi shaping
Dpi::Manager: Shaping enabled.

Bepcus OnucaHue

2.06 [o6GaeneHa komaHga dpi shaping.

3.19 dyndns profile

OnucaHue

[ocTyn K rpynne KkoMaHa, Ans HAaCTPOWKK ykaszaHHoro npodunsa DynDns. Ecnu
npocunb He HaraeH, KomaHaa NblTaeTcs ero co3gaTe. MoxHO co3aaTth He bonee
32 npodoumnen.

Komanpa ¢ npecukcom no ygandaet npodpunb DynDns.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTopus nameHeHunmn

Oa
[a
Oa
(config-dyndns)

I (config)>  dyndns profile name)

I (config)> no dyndns profile <name»

AprymeHT 3HauveHue OnucaHue

name CTpoka HasBaHne npodwmnsg. MakcumanbHas anvHa
nMeHn — 64 cumBona.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga dyndns profile.

3.19.1 dyndns profile domain

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

! http:\\www.dyndns.com
2 http:\\www.no-ip.com

HasHaunTb K noctosiHHoe AoMeHHoe uMs. Nepen BbINONHEHNEM K0M1aHp,b|
HeobX0AMMO 3aperncTpmpoBaTh JOMEHHOE UmsA Ha cante dyndns.com mnu
no-ip.com-”.

KomaHpa ¢ npeukcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I (config-dyndns)>  domain name»

I (config-dyndns)> no domain

AprymeHT 3HauyeHue OnucaHue

domain Crtpoka [JomeHHoe nms. MakcumanbHasa gnuHa

JOMEHHOro nmenHun — 254 cumpona.

(config-dyndns)> domain systems
DynDns: :Profile: "test": domain saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa dyndns profile domain.

3.19.2 dyndns profile password

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YcTaHoBUTE Naponb Ansa goctyna Yyepes DynDns.
Oa

Ha

Het

I (config-dyndns)>  password (password»

I (config-dyndns)> no password

AprymeHT 3HavyeHue OnucaHue

password CTpoka Maponb ans aeTopmsauun. MakcumansHas
AnvHa napons — 64 cuveona.

(config-dyndns)> password 1234
DynDns::Profile: "test": password saved.

Bepcus OnucaHue

2.00 [o6aeneHa komaHga dyndns profile password.

3.19.3 dyndns profile send-address

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

BkrntounTtb Heo6x0aMMOCTb ykasaHus IP-agpeca UHTEpHeT-coeanHEHUs B 3anpoce
DynDns.

KomaHpa ¢ npeukcom no yganaeTt HaCTPONKY.
Oa
Oa

Het

I(config-dyndns)> send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: a send address enabled.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.03 HobaeneHa komaHaa dyndns profile send-address.

3.19.4 dyndns profile type

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Mpuceoutb DynDns-npodwmnio Tun, B 3aBUCUMOCTY OT canTa, Ha KOTOpOM BbIno

3aperncTpupoBaHoO JOMEHHOE NMS
Oa

Oa

Het

I (config-dyndns)>  type (type;

I (config-dyndns)> no type

AprymeHT 3HavyeHue OnucaHue
type dyndns YKasblBaeTcsl, eCriv OMEHHOEe UMS 5
3aperucTpupoBaHo Ha canTte dyndns.com®.
noip YkasblBaeTcsl, ecriv JOMeHHOe UMS .
3aperncTpupoBaHo Ha caiTte no-ip.com .
rucenter YkasblBaeTcsl, eCrnv JOMEHHOE UMS s
3aperMcTpupoBaHo Ha cainTe rucenter”.
custom YkasblBaeTcs, ecnv JOMEHHOe UMs
3aperncTpupoBaHo Ha Apyrom cante (canT
onpegensieTca komangon dyndns profile url).

(config-dyndns)> type dyndns
DynDns::Profile: "test": type saved.

Bepcus OnucaHue

2.00 Hob6asneHa komaHaa dyndns profile type.

3.19.5 dyndns profile update-interval

OnucaHue

Mpedukc no

3 http:\\www.dyndns.com
4 http:\\www.no-ip.com
5 http:\\www.dns-master.ru

YcTaHoBUTL MHTEepBan 0OHOBNEHNS ajgpeca anda DynDns.

KomaHaa ¢ npedunkcom no 0TMEHSIET BO3MOXXHOCTb OGHOBMEHUSI.

Oa
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopus nameHeHunmn

Ja

Het

(config-dyndns)>  update-interval «days> days [ <hours> hours ]
[ <minutes»> minutes ] [ <seconds> seconds ]

I (config-dyndns)> no update-interval

AprymeHT 3HavyeHue OnucaHue

days Uenoe uucno |BpemeHHOW MHTEpBan B OHSIX.
hours Lenoe uucno |BpemMeHHOW MHTepBan B Yacax.
minutes Uenoe uucno |BpemeHHON UHTEpPBan B MUHyTax.
seconds Lenoe uucno |BpemeHHOW NHTEpBan B CeKyHAax.

(config-dyndns)> update-interval 7 days
DynDns::Profile: a timeout set to 604800.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHga dyndns profile update-interval.

3.19.6 dyndns profile url

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ykasatb URL ucnonb3yemoro cavita cnyx6bl DynDns.
Oa
Oa
Ja

I (config-dyndns)>  url wwrb

I (config-dyndns)> no url

AprymeHT 3HayeHue OnucaHue
url Crtpoka Monb3oBatenbckun URL-agpec cnyxobl
DynDns.

(config-dyndns)> url http://members.dyndns.org/nic/update
DynDns::Profile: "test": url saved.

Bepcus OnucaHue

2.05 [o6asneHa komaHaa dyndns profile url.

82

Keenetic Il CnpaBoYHNK KOMaHL,




maBa 3 OnucaHne KomaHp,

3.19.7 dyndns profile username

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.20 exit

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

YKasaTtb NOrMH y4eTHOM 3anmcun gnga goctyna vYepes DynDns.
Oa
Ja
[a

I (config-dyndns)>  username <username)

I (config-dyndns)> no username

AprymeHT 3HauyeHue OnucaHue

username Ctpoka Mmsa nonb3osaTena ons aBTopusauunn.

MakcumanbHas gnmHa umenn — 64 cumsona.

(config-dyndns)> username test_user

DynDns::Profile: "test": username saved.
Bepcus OnucaHue
2.00 HobaeneHa komaHaa dyndns profile username.

BbITK 13 rpynnbl KOMaHA.
Het
Het

Het
I (config)>  exit

(config-dyndns)> exit
(config)>

Bepcus OnucaHue

2.00

JobaBneHa komaHaa exit.
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Masa 3 OnucaHne KomaHp,

3.21 interface

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

[ocTyn k rpynne KoMaHg, Ansi HACTPOMKM BbIbpaHHOro nHtepdenca. Ecnm
UHTepdenc He HangeH, KoMaHaa NblTaeTcs ero co3aarhb.

KomaHga ¢ npedukcom no ygansiet nHtepaenc.

PucyHok 3.1. Uepapxua uHtepdencon

Pluggable Secure ‘ IP ’ MAC
Usb PPP Ethernet

[_— 1 I T~

PPTP
UsbModem PPPoE PVvC VLAN Bridge
L2TP
Tunnel SSID Radio
TunnelSixinFour ‘ TunnelGre ’ WiFi WiFiMaster
AccessPoint WiFiStation
Oa
[a
Oa
(config-if)
I (config)>  interface <name>
I (config)> no interface name»
AprymeHT 3HauveHue OnucaHue
name Nms MonHoe nms nHTepdenca nnm NCEBAOHNM.

nHTEepgerica |CnNCoK AOCTYMHbIX MHTEPdENCOB MOXHO
yBUAETb C MOMOLLbIO KOMaHAab! interface ?.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface.

3.21.1 interface authentication chap

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BknounTtb nogaepxky ayteHtudpmkaunumn CHAP.
KomaHga ¢ npedmkcom no otknoyaetr CHAP.
Oa

Oa

Het

Secure

I (config-if)>  authentication chap

I (config-if)> no authentication chap

(config-if)> authentication chap
CHAP authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface authentication chap.

3.21.2 interface authentication eap-md>5

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

BkniounTb nogaepxky ayreHTudukaumm EAP-MDS.
KomaHga ¢ npedukcom no otknodaet EAP-MD5.
Ja

Ja

Het

Secure

I (config-if)>  authentication eap-md5

I (config-if)> no authentication eap-md5

(config-if)> authentication eap-md5
EAP-MD5 authentication enabled.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface authentication eap-md5.

3.21.3 interface authentication eap-ttls

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTtb nogaepxky ayteHtudpmkauum EAP-TTLS.
KomaHga ¢ npedukcom no otknodaet EAP-TTLS.
Ja

Oa

Het

Secure

I (config-if)>  authentication eap-ttls

I (config-if)> no authentication eap-ttls

(config-if)> authentication eap-ttls
EAP-TTLS authentication enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface authentication eap-ttls.

3.21.4 interface authentication identity

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

YkasaTtb uMsa nonb3oBaTens Ang ayTeHTudurkauum ycTponcTea Ha yaaneHHom
cucteme. Ncnonbayetca ans nogkntodeHnn PPTP, PPPoE u L2TP.

KomaHga ¢ npecrnkcom no cTMpaeT paHee 3agaHHOe NMs Nosib3oBaTens.
Ha

Oa

Het

Secure

I (config-if)> authentication identity cidentity,

I (config-if)> no authentication identity

AprymeHT 3HayeHue OnucaHue

identity Crpoka Mma nonb3oBatens ansa ayteHTudukauuu.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> authentication identity test
Identity saved.

Bepcus OnucaHue

2.00

HobasneHa komaHaa interface authentication identity.

3.21.5 interface authentication mschap

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkntounTb nogaepxky ayteHTudgpumkaumm MS-CHAP.
KomaHga ¢ npedmkcom no otkntodaet MS-CHAP.
Ja

Ja

Het

Secure

I (config-if)>  authentication mschap

I (config-if)> no authentication mschap

(config-if)> authentication mschap
MSCHAP authentication enabled.

Bepcus OnucaHue

2.00

[o6GaeneHa komaHaa interface authentication mschap.

3.21.6 interface authentication mschap-v2

OnucaHue

Mpedoukec no

MeHsieT HacTPOMKH
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BkntounTb nogaepxky ayteHTudpmkaumm MS-CHAPV2.
KomaHga ¢ npedmkcom no otknoyaet MS-CHAPv2.
Ja

Ja

Het

Secure

I (config-if)>  authentication mschap-v2

I (config-if)> no authentication mschap-v2
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Masa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> authentication mschap-v2
MSCHAPv2 authentication enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface authentication mschap-v2.

3.21.7 interface authentication pap

OnucaHue

Mpedouke no

MeHsieT HacTPOMKM
MHorokpaTHbIi BBOA
Tun nntepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkrounTb nogaepxky ayteHTudmnkaumm PAP.
KomaHga ¢ npedmkcom no oTkntovaet PAP.
Ha

[a

Het

Secure

I (config-if)>  authentication pap

I (config-if)> no authentication pap

(config-if)> authentication pap
PAP authentication enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication pap.

3.21.8 interface authentication password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

YkasaTtb naporb 4ns ayTeHTMduKauum yCTpoMCTBa Ha yaaneHHo! cucTeme.
UcnoneayeTtca anga nogknioveHun PPTP, PPPoE u L2TP.

KomaHga ¢ npenkcom no cTMpaeT 3HadeHne napons.
Oa

Oa

Het

Secure

I (config-if)> authentication password «passworad>

I (config-if)> no authentication password
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT

3HavyeHue OnucaHue

password

Crpoka Maponb ansa ayteHTuduUkaumnn.

(config-if)> authentication password 1234

Password saved.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa interface authentication password.

3.21.9 interface authentication shared

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkniounTb pexmm ayteHTudmkaumm ¢ pasoensieMbiM Kio4oM. ITOT PEXUM
ncnonb3yeTcs TONbKO B codeTaHun ¢ wudpoBaHmeMm WEP. PasdensieMble KioyHu
3apatotca komaHgon interface encryption key.

KomaHga ¢ npedunkcom no nepeBoanT ayTEHTUMUKALMIO B OTKPbITBIA PEXUM.

[a
Oa
Het

WiFi

I (config-if)>  authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Shared authentication enabled.

Bepcus

OnucaHue

2.00

[obasneHa komaHaa interface authentication shared.

3.21.10 interface authentication wpa-psk

OnucaHue

Mpedukc no

YcTaHOBUTL npenBapuTenbHO COrnacoBaHHbIN KMoy Ang ayTeHTI/I(bI/IKaLI,I/II/I no

npotokony WPA-PSK. BoaMoxHO 3agaHue kntoya B Buae 256-6utHoro
LecTHaguaTepuyHoro yncna, nnbo B suge crpokn ASCII-cumonos. Bo BTopom

crny4yae CTpoKa MCMonb3yeTcs Kak kogosasa dpasa Ansa reHepupoBaHUs Kroda

(napons).

KomaHga ¢ npedmnKCoM no OTMEHSET HACTPOWKY.

Ja
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Oa

Het

WiFi

I (config-if)>  authentication wpa-psk «(psk>

I (config-if)> no authentication wpa-psk

AprymeHT 3HaveHue OnucaHue

psk Ctpoka MpenBapuTENBbHO COrMacOBaHHbLIN KoY B
Buae 256-6UTHOro LWecTHaauaTepuyHoro
yncna, CoCToALWEro n3

64 wecTHaguaTepuyHbIX Lnudp, nmbo B Buge
ctpoku ASCII gnnHon ot 8 oo 63 cMmBOoB.

(config-if)> authentication wpa-psk 12345678
Pre-shared key saved.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface authentication wpa-psk.

3.21.11 interface bandwidth-limit

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

Mpumep

YcTaHOBUTb TapUHY CKOPOCTb MHTEPHET-COEQUHEHUS ANs MHTepdenca.
WcnonbayeTcs anst onpegeneqns 3arpy3ky KaHana npu aHanuse Tpadguka
(komaHga service dpi).

KomaHaa ¢ npednKcomM no OTMEHSIET HACTPOWIKY.
Oa

Oa

Het

I (config-if)>  bandwidth-limit «limit,

I (config-if)> no bandwidth-1limit

AprymeHT 3Ha4yeHue OnucaHue

limit Lenoe uucno |3HadyeHne TapugHOM CKOPOCTU
WHTEpHEeT-coeanHeHus B Kbut/c.

(config-if)> bandwidth-1imit 50000
Dpi::BandwidthLimits: Set bandwidth limit 50000 Kbps to ISP.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.06 [obaeneHa komaHaa interface bandwidth-limit.

3.21.12 interface ccp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb nogaepxky npotokona CCP Ha aTane yCcTaHOBMEHUS COeQUHEHUS.
KomaHga ¢ npedukcom no otknoyaet CCP.

Oa

Oa

Het

PPP

|(conﬁg4n> ccp

I (config-if)> no ccp

(config-if)> ccp
CCP enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface ccp.

3.21.13 interface channel

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

YcTaHOBUTL paguokaHan (4acToTy BelwaHus) ans 6ecnpoBoaHbIX MHTEPEENCOoB.
UuTtepdencel Wi-Fi npyuHumatoT B kadecTBe HOMepa kaHana uenble yucna oT 1
0o 14 (gmanasoH YacTot ot 2.412 Ty go 2.484 'Tuy). Mo ymonyaHuio
ncnonb3yeTcs 3HadyeHve auto.

KomaHga ¢ npecuKCom no ycTaHaBnMBAET 3HAYEHME MO YMOSTYAHWIO.
[a

Oa

Het

Radio

I (config-if)>  channel <channel»

I (config-if)> no channel
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

AprymeHT 3HavyeHue OnucaHue
channel number Homep pagmo kanana.
auto Homep paano kaHana onpegensieTcs

aBTOMaTU4eCKN.

(config-if)> channel 8

Channel saved.

Bepcus

OnucaHue

2.00

JobasneHa komaHga interface channel.

3.21.14 interface channel auto-rescan

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apatb pacnncaHune anda aBtoMmatn4eckoro CKaHmpoBaHuda pagno KaHaloB. Mo

YMOIM4YaHUO napamMeTp OTKITHYEH.

KomaHga ¢ npedmkCoM no OTKMOYAET HACTPOWKY.

Oa
Ja
Het

Radio

I (config-if)>  channel auto-rescan chh>.cmm» interval cinterval>

I (config-if)> no channel auto-rescan

AprymeHTr 3HauyeHue OnucaHue

interval 6 WHTepBan NOBTOPHOIO CKaHMPOBaHUS B
12 Yyacax.
24

(config-if)> channel auto-rescan 03:00 interval 12
Network: :Interface: :Rtx::WifiMaster: Scheduled auto rescan, »
interval 12 hours.

Bepcus

OnucaHue

2.07

[obaeneHa komaHaa interface channel auto-rescan.
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maBa 3 OnucaHne KomaHp,

3.21.15 interface channel width

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YCTaHOBUTb LUMPUHY MONOCHI NPOMYCKaHUS ANs yKadaHHoro kaHana. o
YMOYaHUIo Ucnonb3yeTcs 3HadeHne 40-below.

Komanpa c I'Ipe(*)VIKCOM no yCtaHaBMBaeT 3Ha4eHne no ymosndaHuio.

[a
Oa
Het

Radio

| (config-if)>

I (config-if)> no channel width

channel width width,

AprymeHT 3Ha4yeHue OnucaHue
width 20 YCTaHOBUTbL MOSIOCY NponyckaHus pasHyto 20
My,
40-above Pacwmputb nonocy nponyckanusa go 40 My
MCNonb3ys cneayloLwni KaHan.
40-below PacwwmpuTb nonocy nponyckanusa go 40 My

ncnonb3yA I'Ipe,El,bI,D,yLLI,MIZ KaHarl.

(config-if)> channel width 20
Network::Interface: :Rtx::WifiMaster: a channel bandwidth setting »

applied.
Bepcusa OnucaHue
2.04 JobaeneHa komaHga interface channel width.

3.21.16 interface compatibility

OnucaHue

Mpedukc no

YcTaHOBUTE CTaHAapTbl 6ECNPOBOAHON CBSA3M, C KOTOPbIMU JOMMKEH ObIThb
COBMECTMM AaHHbI GecnpoBogHon agantep (MHTepdenc). [Ana nHrtepdencos
Wi-Fi coBMeCcTMOCTb 3aaeTcs CTPOKOM 13 naTnHckmx 6yks B, G, N,
obo3Havatrowmx gononHexus k ctaHgapty |IEEE 802.11. K npumepy, Hanv4dne B
CTpOKe coBMecTUMOCTM BykBbl N ByaeT o3HayaTb, YTO JaHHbLIN aganTep CMOXET
B3ammogencToBaTh ¢ 802.11n-CoBMECTUMbIMM YCTPOMCTBaAMM Yepes pagmoKaHan.
Habop gonycTMMbIX CTPOK COBMECTMMOCTU OnpeaensieTcs annapaTHbIMu
BO3MOXXHOCTSIMU KOHKPETHOTO agantepa 1 TpeboBaHUAMN COOTBETCTBYOLLMX
pononHeHun k ctaHaapty IEEE 802.11.

Mo ymonuaHutio ansa vyactotel 2,4 [Ty ncnonesyerca ctpoka «BGN».

Het
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Masa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Ja
Het

Radio

I (config-if)>  compatibility cannex»

AprymeHT 3HaveHue ‘Onwcal-wle

annex B, G, N ‘ﬂﬂﬂ 2,4 TTu.

(config-if)> compatibility GN
Compatibility set.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface compatibility.

3.21.17 interface connect

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Tun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

3anycTntb NpoLecc NOAKMYEHNS K yaaneHHOMY y3ny.
KomaHga ¢ npednkcom no npepbiBaeT coeguHeHne.
Oa

Oa

Het

PPP, IP

I (config-if)>  connect [ via <interface;]

I (config-if)> no connect

AprymeHT 3Ha4yeHue OnucaHue

via Nms WHTepdelc, Yepes KOTOpbIN
MHTep@erica |OCyLeCTBNSAETCA NOAKMYEHME K
yaaneHHomy yany. [ina PPPoE atot
napameTp sBnsieTcs obs3aTenbHbIM.

(config-if)> connect via UsbModem3
PPP connection enabled.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface connect.
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3.21.18 interface country-code

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

HasHaunTb nHTepdency BykBeHHbIN KO CTPaHbl, KOTOPbIA BNNAET Ha Habop
paguo-kaHanos. 1o ymonyaHumio yctaHoBreHO 3HayeHne RU.

Het

[a
Het

Radio

| (config-if)>

country-code «code»

AprymeHT

3HauyeHue

OnucaHue

code Crtpoka

Kopg cTpaHbl.

(config-if)> country-code RU

Country code set.

Bepcus

OnucaHue

2.00 [obGasneHa komaHga interface country-code.

3.21.19 interface debug

BknounTb 0TNagoYHbIN pexmnm nogkrntodeHns PPP. B oTnagodHoMm pexume B
CVCTEMHBIN XXypHan BbIBOAMTCS nogpobHasa MHopMauusa o Xxoae NoAKITHYEHNS.
Mo ymonuaHuio yHKLMSA OTKMYEHa.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

KomaHga ¢ npenkcomMm no OTKMNoYaeT OTNAL0UHbIN PEXUM.

Oa
[a
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Debug enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface debug.

3.21.20 interface description

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HasHaunTb Npons3BoOrbHOE ONMcaHne ceTeBoMYy UHTEPMENCY.
KomaHga ¢ npedurKcom no cTMpaeTt onvcaHue.

Oa

Oa

Het

I (config-ify>  description «description»

I (config-if)> no description

AprymeHT 3HayeHue OnucaHue

description Crpoka MponssonbHOE onucaHne nHTepdenca.

(config-if)> description 111 2222 33333
Interface description saved.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface description.

3.21.21 interface down

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Mpumep

OTKMOUNTL CeTEBON MHTEPGENC U 3anMcaTb B HACTPOMKN COCTOSHNE «downy.

KomaHga ¢ npedrKCOM no BKIOYAET ceTeBon MHTepdelc 1 yaanset «down» 13
HaCTpOEK.

[a

Oa

Het

| (config-if)>  down

I (config-if)> no down

(config-if)> down
Interface disabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface down.

3.21.22 interface duplex

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbI BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YctaHoBUTb AynnekcHbIN pexum Ethernet-nopta. Mo ymonyanuio 3agaHo 3HadeHne

auto.

KomaHpa ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHme N0 YMOMYaHUIo.

Oa
Ja
Het

Ethernet

I (config-if)>  duplex mode»

I (config-if)> no duplex

AprymeHT 3HaveHue OnucaHue
mode full Pexxvm nonHoro gynnekca.
half MonyaynnekcHbl pexume.
auto ABTOMaTUYECKNIA OYNNEKCHBIN PEXNM.

(config-if)> duplex full

Network::Interface::Ethernet: Duplex set to "full".

Bepcus OnucaHue

2.06.B.1 [lo6aeneHa komaHga interface duplex.

3.21.23 interface dyndns profile

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

Mpueasatb k ceTeBoMy nHTepdency npodwune DynDns. MNepea BbinonHeHnem
KOMaHApbl Npodhunb AomkeH ObiTb CO34aH M HACTPOEH rpynnon komang dyndns

profile.

KomaHga ¢ nperkcom no paspbiBaeT CBA3b Mexay npodunem n uHtepgencom.

Ja
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHun

I (config-if)>  dyndns profile (profile»

I (config-if)> no dyndns profile

AprymeHT 3HaveHue OnucaHue

profile Ctpoka HassaHwne npodunga DynDns.

(config-if)> dyndns profile test
Core::Configurator: done.

Bepcus OnucaHue

2.02 [obGaeneHa komaHaa interface dyndns profile.

3.21.24 interface dyndns update

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

O6HoBuUTb Bpy4Hyto IP-agpec ang DynDns. o ymonyaHuio komanga pabortaer
B COOTBETCTBUW C NOMIMTMKOM NocTasLLmka ycnyr DynDns, KOTOpbI HE NO3BoNSET
06HoBnAThL IP cnnwkom yacto. KntoveBoe crnoBo force nossonser o6HoBuTh IP
B 06x0f, NONUTUKM NOCTaBLLMKA YCYT.

Het

[a

Het

I (config-if)>  dyndns update [ force]

AprymeHT 3HayeHue OnucaHue
force Knioyesoe He yunTbiBaTb pEKOMEHAOBAHHYHO YaCTOTY
c/0Bo 0BHOBNEHMS.

(config-if)> dyndns update
DynDns: :Profile: "test" update started.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface dyndns update.

3.21.25 interface encryption disable

OnucaHue

Mpedukc no

OTKnounTb WndppoBaHe Ha GecnpoBodHOM UHTEpdelice.

Het

98

Keenetic Il CnpaBoYHNK KOMaHL,



maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

Ja
Het
WiFi

I (config-if)>  encryption disable

(config-if)> encryption disable
wireless encryption disabled

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption disable.

3.21.26 interface encryption enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb WwWindpoBaHue Ha 6ecnpoBogHoM nHtepdence. Mo ymonyanuto
ncnoneayetcs wudposaHne WEP.

KomaHga ¢ npedmkcom no oTkmoyaeT wndpoBaHue Ha 6ecnpoBogHOM
nHTepdence.

Ja

Oa

Het

WiFi

I (config-if)>  encryption enable

I (config-if)> no encryption enable

(config-if)> encryption enable
Wireless encryption enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface encryption enable.

3.21.27 interface encryption key

OnucaHue

HasHaunTb kntoun wndposaHmsa WEP. B 3aBUCMMOCTM OT pa3psagHOCTH, KIkod

MOXeT 6bITb 3agaH 10 wecTHaguaTepmyHbiMu uudpamm (5 cumsonamm ASCII)
— 40-6uTHbIN Knto4, WEP — 40-0MTHbIN KMtod, Unn 26 wectHaguaTepuyHbIMn

undpamum (13 cumonamm ASCII) WEP Bcero moxeT 6biTb 3agaHo ot 1 oo 4
Kntoyen WwndpoBaHUs, U OANH U3 HUX AOMMKEH OblTb HA3HAYEH KIOHYOM Mo

YMOJ1HaHUIO.
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KomaHga ¢ npedukcom no yoansieT Kriou.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog [a
Tun nHtepcpenca WiFi

Cunoncue I (config-if)>  encryption key «id) ( «value> [default] | default)

I (config-if)> no encryption key «id>

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

id Lenoe uucno |Homep kntoya. Bcero MoXxHO 3agath 4o
YeTbIpex Koyen.

value CTpoka 3HayeHue knioya B BUae
LUecTHagLaTePUYHOro Yncna, CoCTosALEro
13 10 unn 13 26 umadp.

default KnwuyeBoe YkasblBaeT, YTo AaHHbIN KoY Byaet
C/10BO NCNONb30BaH Mo YMOMYaHuio.
Mpumep (config-if)> encryption key 1 1231231234

Encryption key saved.

MCTOpVIH N3MEeHeHun Bepcuﬂ OnucaHue

2.00 HobaBneHa komaHaa interface encryption key.

3.21.28 interface encryption mppe

OnucaHue BkniounTb nogaepxky wndpposaHus MPPE.
Komanpa ¢ npedumkcom no oTkntovaeT wndgposanne MPPE.
Mpedoumkc no Oa
MeHsieT HacTpoOMnKu Oa
MHorokpaTHbii BBog  Hert
Tun uHTepdeinca PPTP

CuHoncuc I (config-if)>  encryption mppe

I (config-if)> no encryption mppe

Mpumep (config-if)> encryption mppe
MPPE enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface encryption mppe.

3.21.29 interface encryption wpa

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb anroputmel obecneyeHmns 6esonacHoctn WPA Ha 6ecnpoBogHOM
nHteppence. becnpoBogHon nHTEpdENc MOXeT NoAAEPKUBaATL COBMECTHOE
ncnonb3osaHue WPA n WPA2, ogHako nogaepxka WEP aBTomatuyecku
OTKNIOYaEeTCH npu BKNtoYeHun noboro s WPA.

Komanpa ¢ npecumkcom no otkntovaet WPA.
Oa

Oa

Het

WiFi

I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

(config-if)> encryption wpa
WPA algorithms enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface encryption wpa.

3.21.30 interface encryption wpa2

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

BkntounTb anroputmbl obecneveHnst 6esonacHoctn WPA2 (IEEE 802.11i, RSN)
Ha 6ecnpoBogHOM MHTepdelce. becnpoBogHON NHTEPdENC MOXET paspeLlaTb
coBmecTHoe ncnonb3oBaHne WPA n WPA2, ogHako nogaepxxka WEP
aBTOMAaTMYeCKUN OTKIoYaeTCs Npu BKNoYeHumn noboro ns WPA.

Komanpa ¢ npecumkcom no otkntovaetr WPA2.
Oa

Oa

Het

WiFi

I (config-if)>  encryption wpa2
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Mpumep

UcTopusa nameHeHun

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface encryption wpa2.

3.21.31 interface flowcontrol

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

HacTtpovika ynpaeneHusi notokom Ethernet Tx/Rx. Mo ymonuaHuio gpyHKUmMS
BKITHOYEHA.

KomaHaa ¢ npeduKkcom no OTKMAYaeT PyHKLMIO.
Oa

Ja

Het

Ethernet

I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]

AprymeHT 3HayeHue OnucaHue
send Knwyesoe YnpaeneHne NOTOKOM paboTaeT aCUHXPOHHO.
CJ10B0

(config-if)> flowcontrol on
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

Bepcus OnucaHue

2.08 JobaeneHa komaHga interface flowcontrol.

3.21.32 interface hide-ssid

OnucaHue

BkntounTb pexxum ckpbitua SSID. Tpu ncnonb3oBaHUKM 3ToM OYHKLMKU, TOYKA
OOCTyna He oTobpaxkaeTcs B Cucke AOCTYMHbIX 6ecnpoBogHbIx ceTen. Ho ecnu
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Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

nonb3oBaTemnto U3BECTHO O CyLLECTBOBAHUM 3TOM CETU 1 OH 3HaeT ee SSID, ToO

CMOXET NOAKIMYMTBCS K 3TON ceTu. Mo yMONYaHuo peXXmmM OTKITHYEH.
KomaHga ¢ npenKkcoMm no OTKMNOYaET 3TOT PEXUM.

Oa

Ja

Het

Access Point

I(config-if)> hide-ssid

I (config-if)> no hide-ssid

(config-if)> hide-ssid
SSID broadcasting disabled.

Bepcus OnucaHue

2.00 [obasneHa komaHaa interface hide-ssid.

3.21.33 interface igmp downstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

UcTopusa nameHeHumn

BkntounTb pexum padotel /IGMP Ha nHTepdence no HanpaBneHnto K

notpebuTensam rpynnoBoi pacchinky. Ha yctporicTBe JomkHa ObITh 3anyLueHa
cnyx6a service igmp-proxy. [lonyckaetca Hannine HeckonbkMx MHTepdencoB

downstream.

KomaHaa ¢ npeduKcom no OTMEHSIET AeCTBME KOMaHAb.
Oa

Oa

Het

P

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

(config-if)> igmp downstream
added downstream interface ISP.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface igmp downstream.
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3.21.34 interface igmp fork

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopus nameHeHunmn

BkntounTb aybnupoBaHue ncxogsawmx naketos /IGMP upstream B 3agaHHbIN
nHTepdgenc. [lonyckaerca Hannume Tornbko oaHOro uHTepgenca fork.

KomaHga ¢ nperkcoMm no oTMEHSET eNCTBME KOMaHAbI.

Oa
Ja
Het

P

I (config-if)>

igmp fork

I (config-if)> no igmp fork

(config-if)> igmp fork
fork role assigned to ISP.

Bepcus

OnucaHue

2.00

HobaBneHa komaHaa interface igmp fork.

3.21.35 interface igmp upstream

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb pexxum pabotel /IGMP Ha nHTepdence nNo HanpaBneHo K UCTOYHUKY
rpynnoBoi pacchlnkn. Ha yctponcTee gormkHa 6biTh 3anylueHa cnyxba service
igmp-proxy. [lonyckaetcs HanMune TOnbKO OQHOro nHTepdenca upstream.

KomaHga ¢ nperkcoM no oTMEHSET 4eNCTBME KOMaHAbI.

Oa
Ja
HeTt

P

I (config-if)>

igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream
upstream role assigned to ISP.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHga interface igmp upstream.
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3.21.36 interface include

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YkasaTb Ethernet-untepdenc, kotopbin 6yaet gobdaeneH B NporpaMmHbIA MOCT
B KayecTBe nopTa.

KomaHga ¢ npedmkcom no yganset nHtepdenc ns mocTta.
[a

[a

Oa

Bridge

I (config-if)>  include <interface»

I (config-if)> no include <interface»

AprymeHT 3HayeHue OnucaHue

interface Nms Nmsa nnu ncesgoHmm Ethernet nHtepdeliica,
MHTepgesica |KOTOPbIN JOMKEH ObITb BKIOYEH B MOCT.

(config-if)> include WifiStation®
Interface acquired.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface include.

3.21.37 interface inherit

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbI BBOA

Ykasatb Ethernet-nHtepdeiic, kotopbii 6yaeT gobaeneH B NporpaMMHbIA MOCT

B Ka4yecTBe nopTta. B otnuune ot komaHabl include, komaHga inherit nepegaer

MOCTY HEKOTOpbIE HAacTpoKKn aobasnsemoro nHtepdenca, Takvme kak IP-agpec,
macky 1 IP-ncesgonumel. MNpu yoganeHum nnbo camoro mocta, nnbo nHrepdenca
N3 MOCTa, 3TV HACTPOWNKM, JaXKe eCnv OHU ObINn M3MEHEHBI, ByayT CKONUPOBaHbI
obpaTHo Ha ocBobOAUBLUMICS HTEPdENC.

KomaHga nossonsieT 4obaButb B MOCT MHTEPdENC, Yepe3 KOTOPbIN
OCYLLECTBIISIETCS yNpaBneHne yCTpONCTBOM, U He NOTEPSITb YrpaBrieHune.

KomaHga ¢ npedukcom no yaanset uHtepdenc ns mocra, Bo3spallaet
UHTepdency HaCTporKK, yHacrnegoBaHHbIE paHee MOCTOM, 1 copackiBaeT aTn
HaCTPOMKM y MOCTa.

[a
Ja
Oa
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Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

Bridge

I (config-if)>  inherit <interfaces

I (config-if)> no inherit <interface»

AprymeHT 3HayeHue OnucaHue

interface Nms Wmsa nnu ncesgoHmm Ethernet nHrepdeliica,
MHTepgesica |KOTOPbIN JOIMKEH ObITb BKIOYEH B MOCT.

(config-if)> inherit WifiStationo
Interface acquired.

Bepcus OnucaHue

2.00 [lobasneHa komaHga interface inherit.

3.21.38 interface ip access-group

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHThl

MpuBA3aTb MMeHOBaHHbIM cnMCOK npasun dunstpauun (ACL, cMm. access-list) k
nHTepdgency. Napametp in unu out ykasbiBaeT HanpaeneHue Tpaduka ans
koToporo 6ynet npumeHaTbes ACL. K ogHoMy MHTepdhericy MOXeT ObiTb NPUBA3aHO
Heckonbko ACL.

KomaHga ¢ npedmkcom no otknodaetr ACL onsa ykasaHHOro nHrepgenca u
HanpasrneHuns Tpaduka.

Oa
Ja
Oa
P

I (config-if)>  ip access-group <acl> «<direction»

I (config-if)> no ip access-group acl> «<direction

AprymeHT 3HavyeHue OnucaHue

acl CTpoka Cnucok npasun ounstpaumu,
npeasapuTernbHO CO3AaHHbINA C MOMOLLbIO
KomaHAbl access-list.

direction in MpUMeHUTb (bunTpauuio K BXOOALWNM
nakeTam.
out MpuUMEHNTb PUNBTPaLMIO K UCXOOSALLUM
naketam.
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Mpumep

Uctopusa nameHeHun

(config-if)> ip access-group 111 in
Access group applied.

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa interface ip access-group.

3.21.39 interface ip address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

MN3ameHunTb IP-agpec n macky ceteBoro nHtepderca. Ecnu Ha uHTepdence
3anyleHa criykba aBToMaTnyeCcKor HacTpoKkn agpeca, Hanpumep, DHCP-knneHT
(cwm. interface ip address dhcp), To Bpy4HYH0 yCTaHOBMNEHHbIV aapec MOXET ObITb

nepesarnmncaH.

KomaHga ¢ npedukcom no cbpacbiBaeT agpec Ha 0.0.0.0.

Ja
Oa
Het

P

| (config-if)>

I (config-if)> no ip address

ip address (address» (nask>

AprymeHT 3HauyeHue OnucaHue
address IP-agpec Appec ceTeBoOro nHTepgenca.
mask IP-mMacka Macka ceteBoro nHtepdeiica. Ectb aBa

crnocoba BBOAa Macku: B KaHOHUYECKOM Buae

(Hanpumep, 255.255.255.0) u B BUae

BuToBOM ANWHbI Npedukca (Hanpumep, /24).

OpnHo 1 TO Xxe 3HaveHue agpeca ceTn, cocTosero ns IP-agpeca n mackun, MOXXHO

BBECTU OBYMA cnocobamu: yKa3aTb MacKy B KaHOHWYeCKOM BMae uUnu 3agatb

BuToBYl0 ANVHY nNpedukca.

(config)> interface
Switch0/Vlan43
Created interface Switch0/V1an43.
(config-if)> ip address 172.17.24.9 255.255.255.0
Network address saved.
(config-if)> ip address 172.17.24.9/24
Network address saved.
(config-if)> [Ctrl]+[D]
(config)> show interface Switch0/Vlan43

mac:

00:23:f8:5b:d3:f4
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Uctopusa nameHeHun

index: 43
type: Vlan
description:
state: up
link: down

address: 172.17.24.9
mask: 255.255.255.0

mtu: 1500
global: no
(config)>
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa interface ip address.

3.21.40 interface ip address dhcp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3anyctutb DHCP-KNueHT ans aBTomaTuyecKon HaCTPONKM CETEBLIX MapaMeTpOB:
IP-agpeca 1 macku nHTepdelica, cepeepoB DNS u Wino3a No yMOnyaHuio.

KomaHga ¢ npedmkcom no octaHaBnmeaeT cnyx0y DHCP-knueHTa, yoanset
OVNHaAMUYEeCKM HAaCTPOEHHbIE NapaMeTpbl U BO3BpaLLAET NpeabiayLine HaCTPONKM
IP-agpeca 1 macku.

[a
Da
Het

Ethernet

I (config-if)>  ip address dhcp [ hostname chostname; |

I (config-if)> no ip address dhcp

AprymeHT 3HayeHue OnucaHue

hostname Ctpoka Mma xocTa, koTopoe nepepaeTcs B none
12-om onumm DHCP. 310 ums He
06sa3aTensbHO AOMKHO ObITh TaKUM Xe, Kak
MMS XOCTa, BBEEHHOE B npoLecce
rnobanbHON HAaCTPONKN.

(config-if)> ip address dhcp hostname test-123
Dhcp::Client: started DHCP client on Switch@/Vlan2.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip address dhcp.
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3.21.41 interface ip adjust-ttl

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

MN3meHnTb napameTp TTL nepBoro naketa ansa Bcex BXOOALWMX COeqUHEHNN
UHTepdenca.

KomaHga ¢ npednkCoM no OTMEHSET HACTPOWKY.
Oa

[a

Het

P

I (config-if)>  ip adjust-ttl (inc | dec) value»

I (config-if)> no ip adjust-ttl

AprymeHT 3HayeHue OnucaHue
inc Knwyesoe KntoyeBoe cnoso, obo3HavatoLlee
CJ10BO yBenuyexue TTL.
dec Knwyesoe KnioueBoe cnoBo, o6o3HavatoLlee
C/s1080 ymeHbLueHne TTL.
value Yenoe uucno |BenuunHa nameHeHusa TTL. MoxeTt
NPUHUMaThL 3Ha4yeHus oT 1 o 255
BKMIOUYUTENBHO.

(config-if)> ip adjust-ttl inc 10
TTL adjustment enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip adjust-ttl.

3.21.42 interface ip alias

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu

MHorokpaTHbIli BBOA,

YcTaHOBUTb JONONHUTENbHLIV IP-agpec n macky ceTeBoro uHTepdenca
(nceBAoOHUM).

KomaHgaa ¢ npedukcom no copachiBaeT yKkazaHHbIA NCEBAOHUM HA 0.0.0.0, Tem
cambiM yaanss ero. Ecniv BbinonHUTL KOMaHOy 6e3 aprymeHTa, TO BECb CMMCOK
NceBAOHMMOB OyOEeT OUULLIEH.

Oa
Ha
Ja
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Tun nHtepdpenca IP, Ethernet

CuHoncuc I (config-if)>  ip alias (address) amask>

I (config-if)> no ip alias [ <address» imask> ]

AprymeHTbI AprymeHT 3HaueHne  |OnucaHue
address IP-agpec [lononHuTenbHbIN agpec ceTeBoro
uHTepdenca.
mask IP-macka [ononHutenbHas Macka ceTeBoro

nHTepdenca. Ectb aBa cnocoba BBoaa
MacKu: B KAHOHMYECKOM Buae (Hanpumvep,
255.255.255.0u B BMae 6UToBOWN ANUHbI
npedwukca (Hanpumep, /24).

MNpumep (config-if)> ip alias 192.168.1.88/24
IP alias saved.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHga interface ip alias.

3.21.43 interface ip dhcp client class-id

OnucaHue YkasaTb Npor3BoauTENs YCTPONCTBA, Ha KOTopoM pabotaeT DHCP-knneHT (onumsi
dhcp 60).

KomaHaa ¢ npedukcom no yoansiet HacTPORKY.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbI BBog  Hert

Cunoncue I (config-if)>  ip dhcp client class-id «class)
I (config-if)> no ip dhcp client class-id
AprymeHTbI AprymeHT 3Ha4yeHue OnucaHue
class-id Ctpoka HassaHue npoussoguTens
YCTPOMUCTBA.
Mpumep (config-if)> ip dhcp client class-id ZyXEL

Dhcp::Client: ISP DHCP client vendor class is set to "ZyXEL".
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UcTopusa nameHeHum

Bepcus OnucaHue

2.02 HobaeneHa komaHaa interface ip dhcp client class-id.

3.21.44 interface ip dhcp client debug

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BknounTb 0TNagoYHbIN pexum. B 0TnagoyHoOM pexrme B CUCTEMHbIN XypHan
BbIBOOUTCS NnogpobHas uHpopmauums o pabore DHCP-knuneHTa.

KomaHaa ¢ npedmnKcoM no OTKIOYaEeT OTNaA04HbIA PEXMM.
Ja

Oa

Het

Ethernet

| (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

(config-if)> ip dhcp client debug
Dhcp::Client: Home DHCP client debug enabled.

Bepcus OnucaHue

2.01 HobaeneHa komaHaa interface ip dhcp client debug.

3.21.45 interface ip dhcp client displace

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

BbITecHUTb cTaTnyecknn agpec nHtepdenca interface B cnyvae ecnv oH
KOHMNUKTYET C agpecoM, nonydeHHbiM DHCP-knueHTOM OCHOBHOIo uHTEpdeica.

[laHHasi koMaHaa BbINOMHSETCA aBToMaTU4ecku npu nogknoveHnn USB Ethernet
aganTtepa. [locne aToro NPoOUCXOANT COXpaHeHNe KOHMUrypauum n nepesarpyska
YCTPOKMCTBA.

KomaHga ¢ npedmkCcom No OTMEHSIET BbITECHEHUE ANA YKa3aHHOro MHTepdelrica.
Ha

Ja

Oa

Ethernet

I (config-if)>  ip dhcp client displace cinterface;
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AprymeHThI

Mpumep

Uctopusa nameHeHunmn

I (config-if)> no ip dhcp client displace <interface)

AprymeHT

3HavyeHue OnucaHue

interface

Nms Mmsa unm nceBaoHnm nHtepdeiica, 4en
MHTepgelica |cTaTudeckun agpec OyaeT BbITECHEH.

(config-if)> ip dhcp client displace Home
Dhcp::Client: added CdcEthernet® Home displacement.

Bepcus

OnucaHue

2.03

[o6aeneHa komaHaa interface ip dhcp client displace.

3.21.46 interface ip dhcp client dns-routes

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb aBTOMaTHyeckoe gobasneHne xocT-mapLupytos 4o DNS-cepsepos,
nony4yeHHbix oT DHCP-cepepa. 1o ymonyaHuio BKIHOYEHO.

KomaHga ¢ npednKcomM no OTKNIYaeT HAaCTPOWNKY.

Oa
Ja
Het

Ethernet

I (config-if)>

ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: Home DHCP client DNS host routes enabled.

Bepcus

OnucaHue

2.00

[o6aeneHa komaHga interface ip dhcp client dns-routes.

3.21.47 interface ip dhcp client fallback

YCTaHOBUTL 3aaHHbI NOMb30BaTeENEM CTaTUYECKUIA apec B cryvae
BO3HUKHOBEHNS ownbok npu pabote DHCP.

OnucaHue

Mpedukc no

KomaHga ¢ nperkcoM no OTMEHSIET HACTPOWKY, M yCTaHaBNMBaET agpec

0.0.0.0..

[a
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ja
Het

Ethernet

I (config-if)>  ip dhcp client fallback «type»

I (config-if)> no ip dhcp client fallback

AprymeHT 3HaveHue OnucaHue

type

Ctpoka Tun IP-agpeca. B HacTosiwee Bpems

peann3oBaH TONbLKO oanH TMN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: a DHCP address fallback is static.

Bepcus OnucaHue

2.05

[obGasneHa komaHaa interface ip dhcp client fallback.

3.21.48 interface ip dhcp client hostname

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

HasHaunTb nmsa xocta, kotTopoe otnpaensetcss B DHCP-3anpoce.
KomaHga ¢ npedmkComM no BO3BpaLLaeT XOCTY UMs N0 YMOMYaHMIO.
Oa

[a

Het

Ethernet

I (config-if)>  ip dhcp client hostname <hostname»

I (config-if)> no ip dhcp client hostname

AprymeHT 3HayeHue OnucaHue

hostname Ctpoka Nmsa xocTa ona HasHaYeHus.

(config-if)> ip dhcp client hostname HostName
Dhcp::Client: Home DHCP client hostname is set to HostName.

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface ip dhcp client hostname.
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3.21.49 interface ip dhcp client name-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

3.21.50 interface ip dhcp client release

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

Mpumep

VMcnonb3oBaTb agpeca cepsepoB DNS nonyyveHHble no DHCP. o ymonyaHuio

aTa (pyHKUUA BKNOYEHA.

KomaHga ¢ npecukcom no 3anpeLiaeT ncnons3osatb agpeca DNS-cepsepos

nonyyeHHsle no DHCP.
Ja

[a

Het

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: Home DHCP name servers are enabled.

Bepcus OnucaHue

2.00 [o6GaeneHa komanga interface ip dhcp client
name-servers.

DHCP-knneHT ocBoboxaaeT apenay |IP-agpeca n yxoguT B cnsiwuin pexmm. Ewe
O[lHO BbINOMNHEHME 3TOM KoMaHAbl nepeBoantT DHCP-KNNEHT B pexunm

aBTOMaTmn4eCcKoro nomny4vyeHus IP-ap,peca.

Het
Oa
Het

Ethernet

I (config-if)>  ip dhcp client release

I (config-if)> no ip dhcp client release

(config-if)> ip dhcp client release
Dhcp::Client: IP address released.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.03

[obGaeneHa komaHaa interface ip dhcp client release.

3.21.51 interface ip dhcp client renew

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

Mpumep

Uctopus nameHeHumn

DHCP-knneHT ocBoboxgaet apeHay IP-agpeca n nepexoguT B pexXnm nonyvyeHus

HOBOIO.
Het

Ja

Het

Ethernet

| (config-if)>

ip dhcp client renew

I (config-if)> no ip dhcp client renew

(config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

Bepcus

OnucaHue

2.03

Hob6asneHa komaHaa interface ip dhcp client renew.

3.21.52 interface ip dhcp client routes

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Mpumep

BkntounTb nonyyeHne mapLupyToB oT nposangepa (onumm dhep 33, 121, 242).
Mo ymonuyaHuio BKkMoYeHo. B HacTporikax oTobpaxaeTcst TONbKO € NpeduKCoMm

no.

KomaHga ¢ npedmkCoM no OTKMOYAET HACTPOWKY.

Ja
Ja

Het

I (config-if)>

ip dhcp client routes

I (config-if)> no ip dhcp client routes

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.05 HobaeneHa komaHaa interface ip dhcp client routes.

3.21.53 interface ip global

OnucaHue

Mpedukc no

MeHsieT HacTpouKuM
MHorokpaTHbI BBOA
Tun nHtepcpenca

CuHoncuc

AprymeHThI

Mpumep

UcTopusa nameHeHun

YctaHoBUTL 4511 MHTepdenca cBONCTBO «global» ¢ napameTpoM. OTo CBOMCTBO
HeobxoauMo Anst yCTaHOBKU MapLupyTa no ymonyaHuio, pabotsl DynDNS-knveHTa
n NAT. MoxHo npeactasnaTe global-uHtepdernicsl, kak Begylime B rnodanbHyo

ceTb (B UHTEPHET).

MapameTp cBowncTBa «global» BnuaeT Ha NnpuopuTeT MHTepdelica B npase
YCTAHOBUTb MapLUpyT Mo ymondaHuto. Yem npuoputeT 6onblue, TEM XenatenbHee
ONS nonb3oBartens Bbixog B rnobanbHyto ceTb Yepes yka3aHHbIn MHTepdelic. C
MOMOLLbIO NpUopuUTETa peanuayeTcs pyHKUNS pe3epBMPOBaHNS NMOLKITHOYEHNS B
nHtepHeT (WAN backup) «global».

o ymonyaHuio HacTponka oTKNYeHa.
KomaHga ¢ npedmkcom no yganser CBOMCTBO.
Oa

Oa

Het

P

I (config-ify>  ip global «(priority»

I (config-if)> no ip global

AprymeHT 3HayeHue OnucaHue

priority UYenoe uucno |lNpuoputet nHtepdenca npu yctaHOBKe
MapLupyTa no ymonyaHuo. Moxet

npuHUMaThb 3HadeHust ot 1 go 65534.

(config-if)> ip global 10
Interface is set as global.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ip global.

3.21.54 interface ip mru

OnucaHue

YctaHoBUTh 3HavyeHne MRU koTopoe 6yaeT nepenaHo yaareHHOMY yany rnpu
ycTaHoBneHun coeagnHenus PPP (IPCP). o ymonyaHuio ncrnonb3yeTcs 3HadeHne
1460.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHaa ¢ npednkCoM Nno OTMEHSIET AeNCTBNE KOMaHAbI.
[a

Oa

Het

PPP

I (config-if)y>  ip mru wmru

I (config-if)> no ip mru

AprymeHT 3HauyeHue OnucaHue

mru

Llenoe uwncno |MRU 3Ha4veHme.

(config-if)> ip mru 1400

MRU saved.
Bepcus OnucaHue
2.00 [obGasneHa komaHga interface ip mru.

3.21.55 interface ip mtu

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepcpenca

CuHoncuc

AprymeHTbI

YcTaHoBuTb 3HaveHne MTU Ha ceTeBoM uHTepdence. MNpun yctaHoBREHUN
coeguHeHus no npotokony PPP (IPCP), ynaneHHoMy y3ny OyaoyT oTnpaBnsTbCs
nakeTbl ykazaHHoro pasmepa MTU paxe ecnu ToT 3anpocun MTU meHbLuero
3Ha4eHus.

KomaHga c npecumkcom no cbpacbiBaeT 3HaveHne MTU Ha To, koTopoe 6bino ao
nepBOro NPUMEHeHNs KOMaHApbl.

Oa
Oa
Het

P

I (config-if)>  ip mtu mtuw

I (config-if)> no ip mtu

AprymeHT 3HavyeHue OnucaHue

mtu Uenoe uucno |3Havyenne MTU. MOXeT NpUHMMAaTb 3Ha4YeHUs

oT 64 go 65535 BkNOUMNTENBHO.
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Mpumep

Uctopusa nameHeHun

(config-if)> ip mtu 5000

MTU saved.
Bepcus OnucaHue
2.00 [obGasneHa komaHaa interface ip mtu.

3.21.56 interface ip remote

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YCTaHOBUTb CTaTUYECKN agpec yaaneHHoro ysna.
Oa

Ja

Het

PPP

I (config-if)>  ip remote address),

I (config-if)> no ip remote

AprymeHT 3HavyeHue OnucaHue

address IP-appec Agpec yganeHHoro ysna.

(config-if)> ip remote 192.168.2.19
Remote address saved.

Bepcusa OnucaHue

2.00 [obGasneHa komaHaa interface ip remote.

3.21.57 interface ip tcp adjust-mss

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

Tun nntepcpenca

YCTaHOBWTb OrpaHnYeHre MakCMarbHOroO pasMepa CerMeHTa UCXOAsALLMX CECCUM
TCP. Ecnu 3HaueHne MSS, koTopoe nepenaetcsi B norse 3aronoBka SYN-nakeTos,
npeBbllIaeT 3agaHHoe, KoOMaH4a MeHsieT ero. KomaHaa npumeHseTcs K
NMHTepgency n AencTByeT Ha Bce ucxoasiwme TCP SYN-nakeTbl.

KomaHga ¢ npedymkCoM no OTMEHSIET AeNCTBNE KOMaHAbI.
Oa
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-if)>  ip tcp adjust-mss (pmtu | inss> )

I (config-if)> no ip tcp adjust-mss

AprymeHT 3HaveHue OnucaHue
pmtu Knwyesoe YCTaHOBUTb BEPXHIO rpaHnuy MSS, paBHyto
CJ10BO MUHUManbHomMy MTU Ha nyTu K yganeHHomy
y3ny.
mss UYenoe uucno |MSS BepxHsas rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
TCP-MSS adjustment enabled.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface ip tcp adjust-mss.

3.21.58 interface ipcp default-route

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdpenca

CuHoncuc

Mpumep

Uctopusa nasmeHeHumn

VMcnonb3oBaTb agpec yaaneHHoro yana Kak L3 no YMOnyaHuio.
KomaHga ¢ npedukcom no 3anpeLlaeT U3MEHEHME LWM3a N0 YMOYaHWIO.
Da

Oa

Het

PPP

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface ipcp default-route.

3.21.59 interface ipcp dns-routes

OnucaHue

Vcnonb3oBaTb MapLpyTbl nonyyYeHHble no /PCP. o ymonyaHuio HacTponka
BKITHOYEHA.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTopusa nameHeHun

Ja

[a
Het

PPP

|(conﬁg4ﬂ>

ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

Bepcus

OnucaHue

2.02

[o6GaeneHa komaHga interface ipcp dns-routes.

3.21.60 interface ipcp nhame-servers

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.21.61 interface ipcp vj

OnucaHue

VMcnonb3oBaTb agpeca cepBepoB DNS, nony4yeHHble no /PCP.

KomaHga ¢ npedmkcom no 3anpeLyaeTt ucnonb3oBaTth agpeca cepsepos DNS
nonyyeHHsle no /PCP.

Oa
[a
Het

PPP

I (config-if)>

ipcp name-servers

I (config-if)> no ipcp name-servers

(config-if)> ipcp name-servers
Using remote name servers.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga interface ipcp name-servers.

BkntounTb cxaTtue 3aronoskoB TCP/IP metoqom BaH AkobcoHa.

KomaHfga ¢ npenKkcomMm no OTKNYaeT cxaTue.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

Ja
[a
Het

PPP

|(conﬁg4ﬂ>

ipcp vj [cid]

I (config-if)> no ipcp vj

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkntountb cxatne Connection ID B
Cc/10B0O 3arorioBKax.

(config-if)> ipcp vj cid
V] compression enabled.

Network: :Interface: :PPP: done.

Bepcus

OnucaHue

2.03

[obGaeneHa komaHga interface ipcp vj.

3.21.62 interface ipv6 address

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

AprymeHThl

Mpumep

Hactpoutb IPv6-agpec Ha nHtepdeiice. Ecnu ykasaH aprymeHT auto, agpec

HacTpanBaeTCcA aBTOMaTU4eCKN. Beopg ajipeca Bpy4Hyto AenaetT ero CratM4eCkmnm.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

Ja
Ja
Oa

I (config-if)>

ipv6 address ( (address> | auto)

I (config-if)> no ipv6 address [ <address; | auto]

AprymeHT 3HaveHue OnucaHue

address IPv6-agpec |Anpec DNS-cepsepa.

auto Kniwyesoe BknounTb AMHaAMUYECKOE Ha3Ha4YeHme
CJ10B0 agpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface ipv6 address.

3.21.63 interface ipv6 force-default

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

Mcnonb3oBaTtb nHTEpMENC B Ka4yecTse LW3a no ymonyaHuo ans IPv6. Mo
YMOMYaHUIO NapameTp OTKITOYEH.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Oa
Oa

Het

| (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default

(config-if)> ipv6 force-default
interface is forced to be the default IPv6 gateway

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa interface ipv6 force-default.

3.21.64 interface ipv6 name-servers

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbl

HacTtpoutb nonydexue nicopmaumm ot DNS. Ecnn ykasaH aprymeHT auto ,
Bkntovatotcst DNS-3anpocsl DHCPV6.

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.
Oa
Oa

Het

I (config-if)>  ipv6 name-servers (auto)

I (config-if)> no ipv6 name-servers [auto]

AprymeHT 3HauyeHue OnucaHue
auto Knwyesoe BkntounTtb aBTokoHMUrypauuio DNS.
CJ10B0
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maBa 3 OnucaHne KomaHp,

Mpumep (config-if)> ipv6 name-servers auto

Name servers provided by the interface network are accepted.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface ipv6 name-servers.

3.21.65 interface ipv6 prefix

OnucaHue HacTtpouTtb generaumio npedukca. Ecnu ykasaH aprymeHT auto , npedukc
3anpawwBaetcs Yepe3 DHCPv6-PD.

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Mpedukc no Oa
MeHsieT HacTponku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-if)>  ipv6 prefix ( (prefix | auto)
I (config-if)> no ipv6 prefix [ «prefix> | auto]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
auto KmioyeBoe Bkntountb aeneraumio npegukca.
CJ10BO
prefix lpegukc Ykasatb npeukc Bpy4YHY!O.
MNpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64
Static IPv6 prefix added.
MCTOpMﬂ M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6asneHa komaHaa interface ipv6 prefix.

3.21.66 interface ipvébcp

OnucaHue BkntounTb nopgaepxky IPv6CP Ha aTane yCTaHOBNEHUSA COEANHEHMS.
Komanga ¢ npedumkcom no otkntovaet /Pv6CP.

Mpedukc no Oa

MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Tun nHtepdpenca PPP
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Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I (config-ify>  ipvecp

I (config-if)> no ipv6cp

(config-if)> ipvécp
IPv6CP enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface ipvécp.

3.21.67 interface Icp acfc

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

BknounTb cornacoBaHve napameTpoB CXXaTus rosiel KaHarnbHo20 ypoeHsi Address
u Control.

KomaHnpa c I'Iped)VIKCOM NO OTKITK4YaeT AaHHY onuunio 1 BCe 3arnpocChbl yﬂ,aﬂeHHOVI
CTOpPOHbI Ha corflacoBaHne ACFC OTKITOHSItOTCS.

Ja
Oa
Het

PPP

I (config-if)>  lcp acfc [cid]

| (config-if)> no lcp acfc

AprymeHT 3Ha4yeHue OnucaHue
cid Knyesoe Bkntountb cxatne Connection ID B
CJ10B0 3aroroBkax.

(config-if)> lcp acfc cid
ACFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus OnucaHue

2.03 [obaeneHa komaHga interface Icp acfc.

3.21.68 interface Icp echo

OnucaHue

3apatb npaBuna TecTupoBaHus coeauHennst PPP cpencteamu LCP echo.
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maBa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpoukm
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

Komanga ¢ npedukcom no otkntovaet LCP echo.
Ja

Oa

Het

PPP

I (config-if)>  lcp echo <intervals «count» [adaptive]

I (config-if)> no 1cp echo

AprymeHT 3HauyeHue OnucaHue

interval UYenoe uucno |NHTepBan mexay otnpaskamu LCP echo, B
cekyHaax. Ecnm B TeyeHue ykasaHHOro
WHTepBana BpeMeHM OT yAareHHON CTOPOHBbI
He ObIn nonyyeH LCP 3anpoc, en byget
OTMNpaBieH Takon 3anpoc C OXNagaHUEM
oTtBeTa LCP reply.

count UYenoe uucno |KonmyecTBo oTnpaBneHHbIX Noapsas
3anpocoB LCP echo Ha KoTopble He Oblin
nony4eH oteeT LCP reply. Ecnu count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHune Byaget pasopBaHo.

adaptive KnwyeBoe Pppd 6ynet otnpaenaTts 3anpoc LCP echo
c/10B0O TONbKO B TOM Crny4ae, ecnv OT yaaneHHoro
yana HeT Tpadmka.

(config-if)> lcp echo 5 3
LCP echo parameters updated.

Bepcus OnucaHue
2.00 [obGaeneHa komaHga interface Icp echo.
2.06 HobasneH napametp adaptive.

3.21.69 interface Icp pfc

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBO,

BknounTb cornacoBaHue napaMeTpoB cxatus r1osis Protocol e 3azonoskax PPP.

KomaHgaa ¢ nperkcom no OTKMNoYaeT AaHHYH0 OMNLMIO U BCe 3anpochl yaaneHHom
CTOPOHbI Ha cornacoBaHne PFC OTKMOHSAOTCA.

[a
[a

Het
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Masa 3 OnucaHne KomaHp,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHunmn

PPP

| (config-ify>  Lep pfe [cid]

I (config-if)> no Lcp pfc

AprymeHT 3HayeHue OnucaHue
cid KnwyeBoe Bkntountb cxatne Connection ID B
Cc/10B0O 3arorioBKax.

(config-if)> lcp pfc cid
PFC compression enabled.

Network: :Interface: :PPP: done.

Bepcus OnucaHue

2.03 [o6GaeneHa komaHga interface Icp pfc.

3.21.70 interface mac access-list address

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

[No6asntb MAC-agpec B cnncok npaeun unsrpaumm nHTepderica. Tun cnucka
OOCTyna ycTaHaBnuBaeTca koMaHgow interface mac access-list type.

KomaHga ¢ npedmkcom no yganset ykasaHHbii MAC-agpec n3s ACL.
Oa
Ja
[a

Access Point

I (config-if)> mac access-list address (address>

I (config-if)> no mac access-1list address (address»

AprymeHT 3HaveHue OnucaHue
address MAC-appec |MAC-agpec, koTopbli HeoOxoaMmo 4obaBUTb
B ACL.

(config-if)> mac access-list address 4C:0F:6E:4B:3C:BA
mac address added

Bepcus OnucaHue

2.00 [obaBneHa komaHaa interface mac access-list address.
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maBa 3 OnucaHne KomaHp,

3.21.71 interface mac access-list type

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

YcTaHoBUTb TN Cn1cka npasun ounestpauun uHtepdenca. Mo ymonyaHuio tmn
He ornpeneneH (NPUCBOEHO 3HAYeHnenone).

Het
[a
Het

Access Point

I (config-if)>  mac access-list type (type)

AprymeHT 3HaveHue OnucaHue
type none Tun cnucka npasvn ounsTpauum He
onpenerneH.
permit B cnucok 6yayT 0o6aBnsTbCs TONMbKO

paspelueHHble MAC-agpeca.

deny B cnucok 6ynyT nobaBnATbCst TONbKO
3anpeLleHHble MAC-agpeca.

(config-if)> mac access-list type permit
set access-policy: permit

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface mac access-list type.

3.21.72 interface mac address

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

Tun nHtepcpenca

HasHauntb MAC-agpec Ha ykasaHHbI ceTeBon nHtepdenc. Agpec 3agaercs B
LWecTHaauaTepmyHoM popmaTe 00:00:00:00:00:00. KomaHga no3songaet
yCTaHOBUTb MoboM agpec, HO NpeaynpexaaeT nonb3oBartens, eCnu B HOBOM
agpece yctaHoBrneH 6ut «multicast» nnm coporuen 6ut «OUI enforced».

KomaHga ¢ npedukcom no Bo3BpalyaeT nHtepdency ncxogHein MAC-agpec.

MpenynpexaeHve: MNameHeHne MAC-agpeca Ha nHtepderice Wi-Fi 3anpelueHo.

Ja
[a
Het

MAC
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Masa 3 OnucaHne KomaHp,

Cunoncuc I (config-if)> mac address (address)
I (config-if)> no mac address
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
mac MAC-appec |Hosbii MAC-agpec nHtepdeiica.
Mpumep (config-if)> mac address 3C:1F:6E:2A:1C:BA
MAC address saved.
UcTopus nameHeHun Bepcus OonucaHue

2.00 [lobaeneHa komaHga interface mac address.

3.21.73 interface mac address factory

OnucaHue HasHaunTb 3aBogckon MAC-agpec Ha yka3aHHbIN CETEBON MHTEpPdENC.
Mpedoumkec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca MAC

CuHoncuce I (config-if)> mac address factory (name»

AprymeHTbI AprymeHT 3HaveHue ‘Onwcal-wle
name lan WuTepdericy bynet npuceoeH "LAN"
MAC-agpec.
wan WHTepdericy 6yaet npucoeH "WAN"
MAC-agpec.
Mpumep (config-if)> mac address factory lan

Core::System::UConfig: done.

MCTOpMﬂ U3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa interface mac address factory.

3.21.74 interface mac clone

OnucaHue MpucesouTb nHTEepdency MAC-agpec Bawero IMK.

Mpedukc no Het
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maBa 3 OnucaHne KomaHp,

MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHun

Ja
Het
MAC, IP

I (config-if)>  mac clone

(config-if)> mac clone
MAC address saved.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface mac clone.

3.21.75 interface modem connect

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHThl

Mpumep

UcTtopusa nameHeHun

Mogkntounte USB-moaem. MNepen BbINONHEHMEM KOMaHAbI HEOBX0ANMO
WHULManNn3nposaTb MogemM KoMaHgon modem init.

KomaHga ¢ npedmkCom no npepbiBaeT coeauHEHNE.
Oa

Oa

Het

UsbModem

I (config-if)>  modem connect ( dial «phone | <string,)

I (config-if)> no modem connect

AprymeHT 3HayeHue OnucaHue
phone CTpoka TenedoHHbI HOMep Anst Habopa.
string CTpoka lMponssonbHas komaHaa.

(config-if)> modem connect dial *99#
Connect sequence saved.

Bepcus OnucaHue

2.00 JobasneHa komaHga interface modem connect.

3.21.76 interface modem init

OnucaHue

[06aBNTL CTPOKY MHMLMANn3aLmMm Mogema Ha yKkasaHHy No3uLmio cnmcka index.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

Ja
[a
Het

UsbModem

| (config-if)>  modem init [ index; | (strings

I (config-if)> no modem init [ <index> ]

AprymeHT 3HayeHue OnucaHue

index Yenoe uucno |lNo3numsi, HOMep CTPOKMU Ha KOTOPYHO
BCTaBMSIETCS YKa3aHHasa CTpokKa.

string CTpoka CTpoka nHuumanusauum moaema.

(config-if)> modem init 1 AT+CGDCONT=1,"IP","internet"
Initialization string inserted.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa interface modem init.

3.21.77 interface modem timeout

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

3agaTtb TaimayT NoAknoYeHns mogema. Hactpoiika ucnonbayetcs ans
MeaNEeHHbIX MOAEMOB/COeaNHEHWIA.

KomaHga ¢ npeunkcom no yganaeTt HaCTPONKY.
Oa

[a

Het

UsbModem

I (config-if)>  modem timeout (timeout)

I (config-if)> no modem timeout

AprymeHT 3HayeHue OnucaHue

timeout Lenoe uyucno 3HadeHuVe TamayTa B CEKyHAaXx.
MoxeT npyHMMaTh 3HadeHus ot 1 oo
600 BKNtOYMTENBHO.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-if)> modem timeout 300
Network: :Interface: :UsbModem: "UsbModem0@": connect timeout is »
300 seconds.

Bepcus OnucaHue

2.05 [obaeneHa komaHga interface modem timeout.

3.21.78 interface peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HasHaunTb ngeHTudmkaTop yaaneHHoro yana Kk KotTopomMy 6yaeT ocyLecTBnsTbCA
nogkrodeHne PPP. bonee TOYHbIM CMbICI HACTPOMKK 3aBUCUT OT TUna
nHTepgenca. Hanpumep, ana PPPoE komaHaa interface peer 3agaet nmsi
KOHLieHTpaTopa AaocTyna, a ana PPTP — nmsa yganeHHoro xocta unu ero IP-agpec.

KomaHaa ¢ npeuKComM no OTMEHSIET HACTPOMKY.
Oa

Ha

Het

PPP

I (config-if)>  peer (peer»

I (config-if)> no peer

AprymeHT 3HayeHue OnucaHue
peer CTtpoka WaoeHTudukatop yganeHHon TO4Ku
NOAKMIOYEHNS.

(config-if)> peer 111
Core::Configurator: done.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface peer.

3.21.79 interface ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpouku

HasHaunTb nHtepdency npodpuns Ping Check.
KomaHaa ¢ npeuKComM No OTMEHSIET HACTPOMKY.
Oa

Oa
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbii BBog  Hert

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

I (config-if)>  ping-check profile «(profile;

I (config-if)> no ping-check profile

AprymeHT 3HaveHue OnucaHue

profile Crpoka HasBaHue Ha3Hayaemoro npoduns.

(config-if)> ping-check profile TEST
PingCheck::Client: added "ISP" to "TEST" profile.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa interface ping-check profile.

3.21.80 interface power

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

YCTaHOBUTb MOLLHOCTb nepegatynka gna paﬂMO-MHTepd)eﬁCOB. MakcmnmanbHas
MOLLHOCTb nNepeaarymkKa orpaHn4eHa ero annapatHbiMM BO3MOXHOCTAMU U
rocygapCrtBeHHbIMM 3aKOHaMn 0 paanoCBA3N. [aHHas komaHaa No3BoNseT NULLb
YMEHbLUNTb MOLWWHOCTb NnepeaarLiero yCTpOI7ICTBa OTHOCUTEIBbHO ero
MakCUMarsnbHOM MOLLHOCTU, C LeNbio BO3MOXHOIO CHUXXEHNSA NoMeX Ans apyrnx
yCTpOI7ICTB B 3TOM OMana3oHe.

Het
[a
Het

Radio

I (config-if)>  power <power»

AprymeHT 3HaueHue OnucaHue

power Llenoe 4ucno |MolwHOCTb NepeaaTynka B NpoLieHTax ot

MaKkcuMMarnbHon MmolHocTu (oT 1 go 100).

(config-if)> power 90
Power level applied.

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa interface power.
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maBa 3 OnucaHne KomaHp,

3.21.81 interface pppoe service

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ykasatb cny6y PPPoE. Ecnu cnyx6a He onpeaeneHa, To PPPoE-knueHT Byner

MOAKIOYEH K NMPOU3BOSIBbHOM Cryx0be.
Oa

[a

Het

PPPoE

I (config-if)>  pppoe service (service)

I (config-if)> no pppoe service

AprymeHT 3HaveHue OnucaHue

service CTpoka HassaHwne cnyx6bl PPPoE.

(config-if)> pppoe service test
Core::Configurator: done.

Bepcus OnucaHue

2.05 [obaeneHa komaHaa interface pppoe service.

3.21.82 interface preamble-short

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Wcnonb3oBatb KOPOTKytO ripeambyriy.
Oa

[a

Hert

Radio

I(config-if)> preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short
Short preamble enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface preamble-short.
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Masa 3 OnucaHne KomaHp,

3.21.83 interface rekey-interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YkasaTb nepvuog BpeMeHN Mexay aBToOMaTUYeCKMMM U3MEHEHUSIMU CEKPETHbIX
Krtoden ons AocTtyna K ceTeBbiM YCTPOMCTBaM.

KomaHza ¢ npednKCom no OTKMYaeT M3MEHEHME KIHOYEN.
Oa

[a

Het

WiFi

I (config-ify>  rekey-interval cinterval>

I (config-if)> no rekey-interval

AprymeHT 3HavyeHue OnucaHue

interval Uenoe uucno |3HaveHue B CeKyHOax nHTepBalria CMeHbl Krko4ya.

(config-if)> rekey-interval 3600
Network::Interface::Rtx::WifiMaster: Rekey interval is 3600 sec.

Bepcus OnucaHue

2.06 HobaBneHa komaHaa interface rekey-interval.

3.21.84 interface rename

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

HasHaunTb Npom3BonbHOE NMA ceTeBoMy MHTepdency. K nHrepgency MoxHo
obpaLyaTbes No HoBOMY MMeHM Kak o ID.

KomaHga ¢ npedukcom no yaansiet HacTpOoKKy.
Da
Oa

Het

I (config-if)> rename (name>

I (config-if)> no rename

AprymeHT 3HaveHue OnucaHue

name Crpoka HoBoe nmsa nHtepdeiica.
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Mpumep (config-if)> rename New_interface_name
Network::Interface::Base: "Bridge0": renamed to »
"New_interface name".

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 [obaeneHa komaHga interface rename.

3.21.85 interface rf e2p set

OnucaHue M3MeHUTb 3HaYeHne SYenkn naMmaT KanmbpoBOYHbIX OAaHHbIX, HAXOOALWENCH No
cmeweHuto offset Ha 3HadyeHue value Onga yKkasaHHOro nHTepgenca.

Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbii BBog  Hert

Tun nHtepcpenca Radio
Cunoncuc I (config-if)  rf e2p set coffset «value;
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
offset lecTran preprHoe| CMeLeHne suenkn namatn. MoxeT
yncio npuHUMaTb 3HadyeHna ot 1EQ go 1FE.
value lectran prepm+Hoe| HoBOE 3Ha4eHWe ans 3anvcu B ssYenky
4yucno namaTn. MoXeT NpMHMMaTb 3Ha4YeHus1 oT 0
no FFFF.
Mpumep (config-if)> rf e2p set 1f6 0

Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

WUcTopus usmeHeHnt  (Bepcus OnucaHune

2.04 [o6GaeneHa komaHaa interface rf e2p set.

3.21.86 interface security-level

OnucaHue YCcTaHOBUTb YpOBEHb GE30MacHOCTM A4Sl AaHHOIO MHTepderica. YpOBHM
6e30nacHOCTM onpeaensioT NTOrMKy paboTbl MEXCETEBOIO 3KpaHa:

» PaspelleHo ycTaHaBnmBaTh COeANHEHWS B HanpasneHun private — public.

+ 3anpeLueHo ycTaHaBNMBaTb COEANHEHUS, MpUXxoasLume Ha MHTepdenc public,
T. €. B HanpaeneHuu public — private n public — public.
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Mpedoumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

» Camo yCTpoWCTBO NPMHUMAET CeTEBbIE NMOAKMYEHMS (paspeLlaeT yrnpaBneHue)
TOmbKO C MHTepdencos private.

» [Mepenava gaHHbIX Mexay nHTepdencamm private MoxeT ObiTb paspeLleHa
UK 3anpeLleHa B 3aBUCUMOCTM OT YCTaHOBKM rrobanbHOro napametpa
isolate-private.

* protected uHTepdencbl He MEKT JOCTYNa K YCTPOUCTBY U APYruM
private/protected nogcersam, HO OHM UMeT AocTyn K public nHtepdericam
N UHTEPHETY. YCTPONCTBO 0becnevmBaeT 3allmLEHHbIM CEFMEHTaM TOSbKO
poctyn k cnyx6am DHCP 1 DNS.

MNMpumevaHwue: Mo ymonyaHuio BCeM BHOBb CO3aHHbIM UHTepdencam
npuceamBaeTcsl ypoBeHb 6e3onacHocTh public.

Cnncku goctyna access-list umetoT 6onee BbICOKUI NPUOPUTET,
YeM YpOBHM 6€30MacHOCTM, MO3TOMY C MOMOLLIbIO HUX MOXHO
BBOOMWTb AOMOSTHUTENbHbIE NpaBuna unsTpaumm NakeTos.

Het

Ja
Het

IP
I (config-if)> security-level (public | private | protected)

HecMoTps Ha To, YTO He CyLLecTBYET OYHKLIMM NOMHOMO OTKITKHYEHMS MEXXCETEBOIO
3KpaHa,MOXHO OTKIYaTb €r0 Ha OTAENMbHbLIX HanpasneHusix. Jonyctum, TpebyeTcs
MOSTHOCTBIO pa3peLLnTb Nepegady AaHHbIX MeXay «AOMallHen» ceTbio Home n
rnobanbHon ceTbto PPPOEO. [1ns aTOro 000MM nHTEepdericam Hy>XHO Ha3HauNTb
ypoBeHb Be3onacHocTu private n oTknounTb PyHKUMIO isolate-private.

(config)> interface Home security-level private
(config)> interface PPPOEO security-level private
(config)> no isolate-private

MpumeyaHne: MexceTeBow akpaH 1 TpaHCnauusa agpecoB — hyHKumK,
npegHasHayeHHble Ans peleHns NPUHLMNMAanbsHO PasHbiX
3agad. Brnouernme NAT mexay nHtepdericamm Home n PPPoEO
B KOH(pMrypauumm, nokasaHHoOW BbILe, He 3aKpbIBaeT JOCTYM B
ceTb Home co cTopoHbl rnobanbHoi ceTu. Jaxe npu
BKITIOYEHHOW TpaHCnsuMm agpecoB komaHgon ip nat Home
naketbl n3 PPPoEQ ByayT cBo60oAHO NpoxoauTb B ceTb Home.

Bepcus OnucaHue
2.00 [obGaeneHa komanaa interface security-level.
2.06 [o6GasneH napameTp protected.
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3.21.87 interface speed

HacTtpouTb ckopocTb Ethernet nHrepdeiica. No ymonyaHuio 3agaHo sHavyeHne

OnucaHue

Mpedukc no

MeHsieT HacTpounku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

auto.

KomaHga ¢ npednkcom no BO3BpaLLaeT 3Ha4eHe No yMOn4aHuIo.
[a

Oa

Het

Ethernet

I (config-if)> speed (speed»

I (config-if)> no speed

AprymeHT 3HaveHue OnucaHue
speed 10 10 M6wuT/c.
100 100 M6wurT/c.
1000 1 I'éut/c.
auto ABTOMaTUYeCKas HACTPOKa CKOPOCTH.

(config-if)> speed 1000
Network: :Interface::Ethernet: Speed set to 1000.

Bepcus OnucaHue

2.06.B.1 [obGaeneHa komaHga interface speed.

3.21.88 interface speed nonegotiate

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Tun nHtepcpenca

CuHoncuc

OTKMOUNTL aBTOMaTUYECKYI0 HAaCTPOMKY CKOPOCTMU.

KomaHga ¢ npeduKkcomM no BKIOMAET aBTOMATUYECKYI0 HACTPOWKY.
Oa

Oa

Het

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate
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Mpumep

Uctopusa nameHeHun

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernet0/0": »
autonegotiation will be disabled for fixed speed.

Bepcus OnucaHue

2.08 [o6GaeneHa komaHaa interface speed nonegotiate.

3.21.89 interface ssid

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

YkasaTb nmsi 6ecrniposogHor cetu (SSID) ansa nHtepdenco «becnpoBogHasi
CTaHUMA» N «ToYKa AocTyna». B 3aBUCMMOCTM OT TUNa uHTepdenca aHayeHne
SSID obpabatbiBaeTcs No-pasHoOMy.

» [na Toukm poctyna SSID — Heobxoanmasa HacTporika, 6e3 KOTopor OHa He
6y/:|,eT NPUHUMATb NOAKIMOYEHUA.

» [nsa ctaHumm SSID onpepgensier, K kakow To4Ke JocTyna oHa byaet
noakntodaTbes. bes sagaHHoro SSID cTaHUMA MOXeT NogKnio4nTLCS K 000
[OCTynHon 6ecnpoBOAHON CETU MO CBOEMY YCMOTPEHMIO.

KomaHga ¢ npeukcom no yganaeTt HaCTPONKY.
Oa

[a

Het

SSID

I (config-if)>  ssid (auto | «<ssid>)

| (config-if)> no ssid

AprymeHT 3HaveHue OnucaHue

ssid Ctpoka Nmsa 6ecnposogHon cetn (SSID).

auto KnoyeBoe SSID 6ygeTt HazHa4yeH aBTOMaTUYECKN.
CJ/10BO

(config-if)> ssid WIRELESS

SSID saved.
Bepcus OnucaHue
2.00 JobaeneHa komaHga interface ssid.
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3.21.90 interface switchport access

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

YcraHoButb naeHtudpmkatop VLAN Ha nopTy ans paboTbl B pexmume gocTyna.
Paspeluaet nepegady kagpoB ykasaHHoro VLAN B NOpT v BKAOYaeT yaaneHue
mapkepa VLAN n3 nepegaBaembiX Kagpos.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa

Oa

Het

Port

I (config-if)>  switchport access vlan «vid)

I (config-if)> no switchport access vlan

AprymeHT 3HauyeHue OnucaHue

vid Yenoe uucno |Naentndukatop VLAN docmyna. Moxet
NpUHUMaTbL 3HadveHus ot 1 go 4094
BKIHOYUTENBHO.

(config-if)> switchport access vlan 1
Network: :Interface: :Switch: "Switch0/0": set access VLAN ID: 1.

Bepcus OnucaHue

2.06 [o6GasneHa komaHaa interface switchport access.

3.21.91 interface switchport friend

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

HactpouTb ogHoHanpasneHHbl VLAN ans rpynnosoro Tpadduka B 4ONOMHEHNe
kK VLAN docmyna. MopT MoxeT 6bITb YacTbio ogHoro VLAN docmyna. KomaHaa
BKIMIOYAET nepeapecauunio ncxogsuero tpaduka c gpyroro VLAN docmyna
(HasbiBaemoro "friend"). MakeTbl "friend" nepepatoTcsa 6e3 Tera.

KomaHga ¢ npeukcom no yganaeTt HaCTPONKY.
Oa

[a

Het

Port

I (config-if)>  switchport friend vlan «vid,
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AprymeHTbI

Mpumep

Uctopusa nameHeHun

I (config-if)> no switchport friend vlan

AprymeHT

3HavyeHue

OnucaHue

vid

Lenoe uucno

WaoenTtudukatop "friend" VLAN. MoxeTt
npUHUMaThL 3HavyeHust oT 1 go 4094
BKINHOYNTEMNBHO.

(config-if)> switchport friend vlan 2
Network::Interface: :Switch:

"Switch0/0": set friend VLAN ID: 2.

Bepcusa

OnucaHue

2.06

[obGasneHa komaHaa interface switchport friend.

3.21.92 interface switchport mode

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

YCTaHOBUTL pexum access unu trunk ansa seiopaHHoro VLAN. Mo ymonyaHuto
YCTaHOBIIEH PEXUM access.

KomaHaa ¢ npedunkcom no ycTaHaBnNMBaEeT 3Ha4YeHne Mo YMOMYaHMIo.

Oa
Ja
Het

Port

I (config-if)>

I (config-if)> no switchport mode

switchport mode [ (access [q-in-q]) | trunk]

AprymeHT

3HauyeHue

‘Onwcal-wle

mode

access

Bkntounts pexum goctyna VLAN, 1O ecTb
Takon pexunm, Korga Yyepes nopT nepegaroTca
TONbKO HEMapKMpoBaHHbIe Kaapbl. Ha
BXOAsLWMe Kagpbl ctaButcs mapkep PVID,
ycTaHoBNeHHbIN KomaHgon switchport
access. [opT ABNAETCA BbIXOAHLIM TONBKO
ansa VLAN ¢ ngentndukatopom PVID. MNpu
nepegade kagpos B nopt, mapkep VLAN c
HUX CHUMaeTCH.

trunk

BKNIOUMTb pEXMM MYMNbTUNIEKCUPOBAHNS
VLAN, korga 4yepes nopT nepeaaroTcs Kagpbl,
npuHagnexaiume Heckonbkum VLAN. Mpun
3TOM Kaxabli Kagp NoMeyYyeH MapKepomM.

Cnuncok ngeHtudukaropos ceten VLAN, B
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Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

KOTOpble BXOOUT MopT, yCTaHaBNMBaeTCA
komaHgon switchport trunk.

g-in-q Knwyesoe BknounTb ABOWHOE TermpoBaHue.
c/10BO

(config-if)> switchport mode access
Network::Interface::Switch: "Switch@/1": access mode enabled.

Bepcus OnucaHue

2.06 [obaeneHa komaHga interface switchport mode.

3.21.93 interface switchport trunk

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM
MHorokpaTHbIW BBOA,
Tun nHTepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

[o6asuTtb nopt Bo VLAN. Paspewmnts npnem n nepegavy kagpoB YkasaHHOMo
VLAN B nopt, npudem mapkep VLAN 13 nepefasaeMbix KagpoB He yaansaeTcs.
B pexume trunk gonyckaetcst fobaeneHne noprta B Heckorbko VLAN.

KomaHga ¢ npedukcom no yganset nopt n3 ykasaHHoro VLAN. Ecnu
ncnonb3oBaTb KomaHay 6e3 aprymeHToB, nopT 6yaeT yaaneH us Bcex VLAN.

Da
Oa
Ja
Port

I (config-if)>  switchport trunk vlan «vid»

I (config-if)> no switchport trunk vian[vid]

AprymeHT 3HavyeHue OnucaHue

vid Uenoe uucno |geHtudukatop VLAN. [lnanasoH
JOoNyCTUMbIX 3HaYeHun — oT 1 go 4094.

(config-if)> switchport trunk vlian 100
Network::Interface::Switch: "Switch@/1": set trunk VLAN ID: 100.

Bepcus OnucaHue

2.06 [obGaeneHa komaHaa interface switchport trunk.
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3.21.94 interface traffic-shape

YcTaHOBUTb Npeaen CKOpoCTM Nepedayn gaHHbIX Ans yKa3aHHOro nHTepdenca
B 06e CTOpOHbI. 10 yMOnYaHmo CKOPOCTb HE OrpaHuYeHa.

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

[a
[a

Het

I (config-if)>  traffic-shape rate (rate»

I (config-if)> no traffic-shape

AprymeHT

3HauyeHue

OnucaHue

rate

Lenoe w4ucrno

3HayeHne CKOpOCTM Nepeaayn SaHHbIX B
KbuTt/c. OrpaHnyeHune JomkHo 6biTh B
OunanasoHe ot 64 Kéut/c go 1 'out/c.

(config-if)> traffic-shape rate 800

TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

Bepcus OnucaHue

2.05 [obGaeneHa komaHaa interface traffic-shape.

3.21.95 interface tsp

OnucaHue

Mpedukc no

MeHsieT HacTpPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca
BxoxpeHue B rpynny

CuHoncuc

Ooctyn k rpynne koMmaHg Ans Hactpounkn TSP.

KomaHga ¢ npedmkcom no otknoyaet TSP.

Oa

[a

Hert
TunnelSixInFour

(config-if-tsp)

I (config-if)>  tsp

I (config-if)> no tsp
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHaa interface tsp.

3.21.95.1 interface tsp password

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

HasHaunTb naponb anga goctyna vepes TSP.
KomaHga ¢ npedmkcom no yaanseT naposb.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  password (password»

I (config-if-tsp)> no password

AprymeHT 3HauveHue OnucaHue

password Crpoka Maponb TSP.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa interface tsp password.

3.21.95.2 interface tsp prefix-length

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

YkasaTb Heobxoaumyo anuHy npedukca.
KomaHga ¢ npeuKCcomM no OTMEHSIET HACTPOMKY.
Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  prefix-length <length»

I (config-if-tsp)> no prefix-length

AprymeHTr 3HayeHue OnucaHue

length Yenoe uucno |QnuHa npedukca. MoxeT npyHMMaTh TOMNbKO

3HavyeHus 48, 56 nnu 64.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa interface tsp prefix-length.

3.21.95.3 interface tsp server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

UcTopusa nameHeHun

IPv4-appec cepBepa, NonyyeHHbIN OT TYHHENBHOro cepsuca.
KomaHga ¢ npedumkcom no yaanset IP cepsepa.

Ja

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  server ¢server)

I (config-if-tsp)> no server

AprymeHT 3HauveHue OnucaHue

server IPv4-apgpec |IPv4-agpec cepsepa.
Bepcus OnucaHue

2.00 [obGasneHa komaHaa interface tsp server.

3.21.95.4 interface tsp user

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbI

144

YkasaTb MMsi nonb3oBaTtens ansa gocryna vyepes TSP.
KomaHga ¢ npedmkcom no yganset ums.

Oa

Oa

Het

TunnelSixInFour

I (config-if-tsp)>  user cuser»

I (config-if-tsp)> no user

AprymeHT 3HayeHue OnucaHue

user CTpoka JlornH TSP.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00

[obGaeneHa komaHga interface tsp user.

3.21.96 interface tx-burst

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb arperauyuto naketos Ha yposHe Wi-Fi gpansepa (Tx Burst). No
YMOMYaHUIO NapameTp OTKITOYEH.

KomaHaa ¢ npeduKcomM no OTKMYaeT HAaCTPONKY.
Oa
Oa

Het

| (config-if)>  tx-burst

I (config-if)> no tx-burst

(config-if)> tx-burst

Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

Bepcus OnucaHue

2.07

JobasneHa komaHga interface tx-burst.

3.21.97 interface tx-queue

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

YcTaHOBUTL pa3mep oYepeamn UCXOOALLUX NaKeToB Ha nHTepdpence. Mo ymonyanuio
ycTaHoBneHo 3HaveHne 1000.

KomaHga ¢ npedurKcom no yCTaHaBnUBaET 3HAYEHME MO YMOMYaHWIO.
Ja
Oa

Het

I (config-if)>  tx-queue (length,

I (config-if)> no tx-queue

AprymeHT 3HaveHue OnucaHue

length

Uenoe uucno |OnnHa ovepenm B npegenax ot 0 go 65536.
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Mpumep

Uctopusa nameHeHun

(config-if)> tx-queue 255
Tx queue length saved.

Bepcus OnucaHue

2.02 [obGasneHa komaHaa interface tx-queue.

3.21.98 interface up

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BknounTb ceTeBon MHTEpPENC 1 3anucatb B HACTPOMKM COCTOSIHUE «Up».

KomaHaa ¢ npeduKcom no OTKMYaeT CeTeBOW MHTepdEnC 1 yaansaeT «up» ns3
HacTpoek. Takke MoxeT OblTb MCMONb3oBaHa koMaHaa interface down.

Oa

Ja

Het

I (config-if)>  up

I (config-if)> no up

(config-if)> up
Interface enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga interface up.

3.21.99 interface usb apn

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

HasHaunTtb nmsa Toukm goctyna (APN) ans USB-mogema B NDIS pexuvme. Mogem
nepesarpy>aetcs nocre NpUMMeHeHUs KoMaHabl.

KomaHga ¢ npeunkcom no ygangeTt HaCTPONKY.
Oa

Ja

Het

Usb

I (config-if)>  usb apn apn»

| (config-if)> no ush apn
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

apn CTpoka HassaHue Touku gocTtyna.

(config-if)> usb apn internet
Core::Configurator: APN saved

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface usb apn.

3.21.100 interface usb device-id

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHunmn

Hob6asuTb MHpopMmaumio o Mogenu u npoussoautene USB-moaema B nHTepdeiic.
OT0 HeOOX0AMMO AN NPUBSI3KM MogeMa K UHTepdency.

Ecnu ectb unTepdenc UsbModem[N] ¢ coBnagatowmm DevicelD, 1o npu
NOOKMYEHN Mogema NponsonaeT aBToMaTnyeckasi NpUBS3Ka ero K MHTepdency.
Ecnu Takoro nHTtepderica Het, oH BygeTt co3aaH aBTomatudeckm ¢ DevicelD
NOAKIIOYEHHOIO Mogema.

KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.
Oa

Ja

Het

Usb

I (config-if)>  usb device-id «vendor, tmodel)

I (config-if)> no usb device-id

AprymeHT 3HauyeHue OnucaHue
vendor Crtpoka NHdopmanmsa o npomssoaunTene.
model Crpoka MHopmaums o mogenu mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcus OnucaHue

2.00 [lobaeneHa komaHaa interface usb device-id.
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Masa 3 OnucaHne KomaHp,

3.21.101 interface usb power-cycle

OnucaHue OTkNOYNTb NMTaHME Ha usb-mogeme Ha 3agaHHbIV NPOMEXYTOK BpeMeHu. JTa
yHKUMSA ncnonb3yeTcsa Ang annapatHoro copoca usb-mogema B criyyvae
3aBUCaHUA.

Mpedoumke no Het

MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert
Tun nntepcpenca Usb

CuHoncuce I (config-if)>  usb power-cycle (pause)

AprymeHTbI AprymeHT 3HayeHue OnucaHue
pause Lenoe 4ucsno |[TpoMexyTok BPEMEHWN OTKIIOHYEHMS
usb-mogema B MUNnMCEKyHOaXx.

Mpumep (config-if)> usb power-cycle 3000
Core::Configurator: done.

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.03 [obGasneHa komaHaa interface usb power-cycle.

3.21.102 interface wmm

OnucaHue Bkntounte WMM Ha nHTepdence.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert
Tun nHTepcpenca Access Point

Cunoncuce I (config-if)>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

MCTopMﬂ N3MEeHeHun Bepcuﬂ OnucaHue

2.00 [obaBneHa komaHaa interface wmm.
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maBa 3 OnucaHne KomaHp,

3.21.103 interface wps

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb dyHKumoHanbHocTe WPS.
Oa

Ja

Het

WiFi

I (config-if)>  wps

I (config-if)> no wps

(config-if)> wps
WPS functionality enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHga interface wps.

3.21.104 interface wps auto-self-pin

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHutepcpenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntounts pexxum WPS auto-self-pin. o ymonyaHuio pexxum auto-self-pin BkrroyeH.
KomaHaa ¢ npedukcom no OTKIYaET 3TOT PEXUM.

Oa

Oa

Het

WiFi

I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

(config-if)> wps auto-self-pin
Network: :Interface::Rtx::Wps: an auto self PIN mode enabled.

Bepcus OnucaHue

2.04 [obGaeneHa komaHga interface wps auto-self-pin.
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3.21.105 interface wps button

Hauatb npouecc WPS ¢ ncnonb3oBaHnem KHonku. MNpouecc Anntca 2 MUHYTHI,
U MEHbLLE, eCNU COEAMHEHME YCTAaHOBMEHO.

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

Het
Het
Het

WiFi

I (config-if)>  wps button «direction,

AprymeHT 3HayeHue OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive MonyunTb HacTpowikn Wi-Fi ot Keenetic Ill.

(config-if)> wps button send
Sending WiFi configuration process started (software button mode).

Bepcus

OnucaHue

2.00

[o6GasneHa komaHaa interface wps button.

3.21.106 interface wps peer

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Hauatb npouecc WPS ucnonb3ysi PIN yganeHHoro ysna. Npouecc gnutes 2
MWHYTbI, UMM MEHbLLE, eCN COeQUHEHNE YCTaHOBIEHO.

Het
Het
Het

WiFi

I (config-if)>  wps peer «directions «pin»

AprymeHT 3HayeHue ‘Onwcal-wle
direction send OtnpaButb HacTporku Wi-Fi.

receive MonyunTb HacTpowikn Wi-Fi ot Keenetic Ill.
pin Crtpoka ‘P|N-KOD, yaaneHHoro yana.
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Mpumep

Uctopusa nameHeHun

(config-if)> wps peer receive 99586683
Receiving WiFi configuration process started (peer PIN mode).

Bepcus OnucaHue

2.04 [o6GasneHa komaHaa interface wps peer.

3.21.107 interface wps self-pin

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3.22 ip arp

OnucaHue

Mpedukc no
MeHsieT HacTpoOMKuM
MHorokpaTHbI BBOA

CuHoncuc

Hauatb npouecc WPS ucnonb3ys PIN ycTpoincTsa. [Npouecc Anntca 2 MUHYTHI,
UNN MeHbLLUEe, ecrn CoegUHEHNe YyCTaHOBIEHO.

Het
Het
Hert
WiFi

I (config-if)>  wps self-pin «direction»

AprymeHT 3HayeHue OnucaHue
direction send OtnpaButb HacTporku Wi-Fi.
receive MonyunTk HacTporkun Wi-Fi ot Keenetic Ill.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHue

2.00 HobaeneHa komaHga interface wps self-pin.

3apatb cTatuyeckoe conoctaerneHne mexay I[P 1 MAC agpecamu ansi XocTos,
He nogaepXuBarowmx guHamudeckun ARP.

KomaHga ¢ npedmkcom no ygansiet 3anucbk n3 tabnuusl ARP. Ecnv BbINOMHWTL
KomaHay 6e3 aprymeHToB, BeCb cnucok 3anucenn ARP OygeT ouuLueH.

Oa
Oa
Oa

I (config)>  ip arp «ip> mac»
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I (config)> no ip arp[«ip»]

AprymeHTbl AprymeHT 3HayeHue OnucaHue

ip IP-agpec IP-agpec B Buae 4eTbipéx
OECATUYHbBIX Yncen, pa3aenéHHbIX
TOYKaMu, COOTBETCTBYOLLMI
nokanbHOMY afpecy.

mac MAC-apgpec MAC-agpec B B1Ae WecTu rpynn
LWecTHaauaTepuYHbIX Lmdp,
pasferneHHbIX ABOETOUUAMU.

Mpumep (config)> ip arp 192.168.93.52 00:A0:CC:23:AF:4A
Network: :ArpTable: Static ARP entry saved.

MCTOpMﬂ N3MeHeHUNn Bepcuﬂ OnucaHue
2.00 [obGaBneHa komaHaa ip arp.
3.23 ip dhcp class
OnucaHue JocTyn K rpynne komaHg Ans HacTponkn BeHgop-knacca DHCP (60 onums). Ecnn

Knacc BeHOOpOB He HanaeH, KoMaHaa NbiTaeTcs ero co3nathb.
KomaHga c npedukcom no yganseT BelOpaHHbIV Knacc.
Mpedukc no Oa
MeHsieT HacTpoMnKu Het
MHorokpaTHbii BBog [a

BxoxpeHue B rpynny  (config-dhcp-class)

Cunoncuc I (config)>  ip dhcp class «class)

I (config)> no ip dhcp class «class»
AprymeHTbI AprymeHT 3HaueHue Onucaxue

class CTtpoka HassaHue BeHOoOp-knacca.
Mpumep (config)> ip dhcp class STB-ZyXEL

Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

UcTopus usmeHeHut  (Bepcus OnucaHue

2.00 [o6GasneHa komaHga ip dhep class.
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maBa 3 OnucaHne KomaHp,

3.23.1 ip dhcp class option

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YkasaTb 3HauyeHue onumm 60 aAns NnpucBoeHnst BEHZOp-Knacca.

KomaHga ¢ npedunkcom no yaanser ykasaHHbI Knacc.

Ja
[a
Oa

I (config-dhcp-class)>

option (number; hex «data»

I (config-dhcp-class)> no option (number;

AprymeHT 3HavyeHue OnucaHue

number Uenoe uucno |Homep onumu. Cervac Ucnonb3yeTcsi TONbKO
3Ha4yeHue 60.

data CTpoka 3HayeHue onuuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHnga ip dhcp class option.

3.24 ip dhcp host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA

CuHoncuc

HacTpouTb cTtatuyeckyto npusasky IP-agpeca k MAC-agpecy xocta. Ecnu xoct
C YKa3aHHbIM MMEHEM He HaleH, KOMaHAa nelTaeTcs ero co3patb. Ecnn
yKasaHHbI IP-agpec He BXOAMT B AMAna3oH HX OQHOTO Myra, KoMaH4a COXPaHUTCS
B HacTpoiKkax, Ho Ha paboty cepeepa DHCP He nNoBnusier.

KomaHga no3sonsiet nomeHsaTe MAC-agpec, OCTaBuB NMpeXxHee 3Ha4YeHne
IP-agpeca, 1 HaobopoT — NomeHsTb IP-agpec, ocTaBuB NpexHee 3HadeHne

MAC-agpeca.

KomaHga ¢ npedmkcom no yaansieT XocT.

Ja
[a
Oa

I (config)>

ip dhcp host chost> [mac ][ ip]

I (config)> no ip dhcp host <host)
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
host CTpoka Mpon3BONbLHOE UMS XOCTa, UCMONb3YeTCst
ans nogeHtndmkaumm napsl MAC-IP B
HacTpoWnKax.
mac MAC-agpec MAC-agpec xocTa ans cratuy4eckomn

npusasku |IP-agpeca. Ecnun He ykasaH,
3HayeHune bepeTcs u3 npeablgyLlen
HaCTPOWKM.

ip IP-appec IP-agpec xocTa. Ecnu He ykasaH, 3Ha4eHune
BepeTca U3 npegbiayLLen HaCTPONKK.

Mpumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GaeneHa komaHga ip dhcp host.

3.25 ip dhcp pool

OnucaHue HocTtyn k rpynne komang ans Hactporikn DHCP-nyna. Ecnn nyn He HangeH,
KOMaHaa nbiTaeTcs ero cosaatb. [nsa nyna 3agaetcsa cnmcok DNS-cepsepoB
(komaHga dns-server), W03 No ymonyaxuio (komaHga default-router) n Bpems
apeHabl (komaHaa lease), a Takke AnanasoH AMHamuyeckux IP-agpecos (komaHaa
range).

lMocne HacCTPOWKKM NyrioB HEOOXOAMMO BKIHOUMTL cny6y DHCP ¢ nomoLLbto
kKomaHabl service dhcp.

MoxHo cosaatb He Bonblue 32 nynos. MakcumanebHasa AnuHa nMeHn nyna — 64
cumBona.

MpumeyaHwne: B TekyLLen Bepcun cuctemMbl peanu3oBaHa Nnogaepxka He
©onee ogHoro nyna Ha nHTepgenc. [ns KoppekTHon paboThl
cepsepa DHCP TpebyeTcs, 4Tobbl AnanasoH IP-agpecos,
YCTaHOBIIEHHbIV KOMAHAOW range, NpUHagnexan cetu,
HacTpoeHHoM Ha ogHoM u3 Ethernet-uHtepdencos ycTporncTaa.

KomaHga ¢ npedukcom no ygander nyn.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog [a
BxoxgeHue B rpynny  (config-dhcp-pool)

Cunoncuc I (config)>  ip dhcp pool name»
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maBa 3 OnucaHne KomaHp,

I (config)> no ip dhcp pool <name>

AprymeHTbI AprymeHT 3HayeHue OnucaHue
name Ctpoka Nmsa nyna DHCP.
Mpumep (config)> ip dhcp pool test_pool

pool "test pool" has been created.

MCTOpMﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obaeneHa komaHaa ip dhcp pool.

3.25.1 ip dhcp pool bind

OnucaHue MpuBasatb Nyn K ykasaHHOMY UHTepdENCy.
Mpedukc no Oa
MeHsieT HacTpouku [a

MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

Cunoncuc I (config-dhcp-pool)>  bind cinterfaces

I (config-dhcp-pool)> no bind <interfaces

AprymeHTbI AprymeHT 3HaveHue OnucaHue
interface Ums lMonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEepderica
Mpumep (config-dhcp-pool)> bind Switch0/Vlan2

pool "test pool" bound to interface Switch@/Vlan2.

MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [o6aeneHa komanga ip dhcp pool bind.

3.25.2 ip dhcp pool class

OnucaHue HocTtyn k rpynne koMaHg 4N HacTporikmn BeHaop-knacca DHCP BbiGpaHHoro nyna
agpecoB. Ecnu knacc BeHOOPOB He HaleH, KoMaH4a MbITAeTCA ero co3aaTtb.

[ns koppekTHOW paboTbl MMA Kracca A0MKHO BbiTb TakMM e, Kak 1 B KOMaHAae
ip dhcp class.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

KomaHpaa ¢ npedukcom no yaansiert BolbpaHHbIi knacc.
[a

Oa

Ja

(config-dhcp-pool-class)

I (config-dhcp-pool)>  class «class)

I (config-dhcp-pool)> no class «class>

AprymeHT 3Ha4yeHue OnucaHue

class Ctpoka HasBaHue BeHgop-knacca.

(config-dhcp-pool)> class STB-ZyXEL
Dhcp::Server: Vendor class "STB-ZyXEL" has been created.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhep pool class.

3.25.2.1 ip dhcp pool class option

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

YCcTaHOBUTb JONOMNHUTENbHbIE onumn ana DHCP knvueHTa B criy4yae cCoBnaaeHu s
BEeHAOp-knacca.

KomaHaa ¢ npedurKkcom no yaansieT ykazaHHyo Onuuio.
[a
Ja
Oa

I (config-dhcp-pool-class)>  option <number; <types «data»

I (config-dhcp-pool-class)> no option <number;

AprymeHT 3HavyeHue OnucaHue
number 6 Onumsa 6, DNS-cepsep.
42 Onuus 42, NTP-cepsep.
43 Onuwus 43, nogpobHasa nHdopmaums o
npoussoauTerne.
type ip Tun aprymeHTa data — IP-agpec. O1oT Tmn He
ncnonb3yeTcs ansa onuum 43.
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maBa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue
hex Tun aprymeHTa data — wecTHaguaTepuyHoe
yucno.
data CTpoka 3Ha4yeHne onuun.

(config-dhcp-pool-class)> option 6 ip 192.168.1.1
Dhcp::Server: Option 6 is set to 192.168.1.1.

Bepcus OnucaHue

2.00 [obaeneHa komaHga ip dhcp pool class option.

3.25.3 ip dhcp pool debug

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CunHoncuc

UcTopusa nameHeHun

HobaBnTb 0TNagoYHble COOOLEHMS B CUCTEMHBIN XKypHan. [1o ymonyaHuio
HacTpoOMKa OTKMYEHa.

KomaHga ¢ npedunkcomM no oTKMoYaeT oTnaaky.
Ja
Oa

Het

I(config-dhcp-pool)> debug

I (config-dhcp-pool)> no debug

Bepcus OnucaHue

2.01 [o6GasneHa komaHaa ip dhep pool debug.

3.25.4 ip dhcp pool default-router

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Hactpoutb IP-agpec wnto3a no ymonyanuio. Ecnu He ykasaH, To byger
Ncnonb3oBaTbCs agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHom
aBTOMaTM4ecku Ang 3agaHHoro gvanasoHa range.

KomaHaa ¢ npeuKcom no OTMEHSIET HACTPOMKY.
Oa
Ha

Het

I (config-dhcp-pool)>  default-router <address»
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

I (config-dhcp-pool)> no default-router

AprymeHT

3HavyeHue OnucaHue

address

IP-agpec Appec wnto3a no yMonyaHuto.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.

Bepcus

OnucaHue

2.00

[obaeneHa komaHga ip dhcp pool default-router.

3.25.5 ip dhcp pool dns-server

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HactpouTtb IP-agpeca cepeepoB DNS. Ecnu He ykasaH, To OygeT ncnonb3oBatbes
agpec, HacTpoeHHbIn Ha Ethernet-nHtepdelice, onpegeneHHoM aBTOMaTUYECKN
AN 3a4aHHOro AuanasoHa range.

KomaHga ¢ nperkcoM no OTMEHSIET HACTPOMKY.

Oa
Oa

Het

I (config-dhcp-pool)>  dns-server address1 [ address?2 ]

I (config-dhcp-pool)> no dns-server

AprymeHT 3HayeHue OnucaHue
addressl IP-agpec Anpec nepsuyHoro DNS-cepBepa.
address? IP-agpec Appec sTopuyHoro DNS-cepsepa.

(config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.

Bepcus

OnucaHue

2.00

[ob6aeneHa komaHga ip dhcp pool dns-server.

3.25.6 ip dhcp pool domain

OnucaHue

YkasaTb JOMEHHOE UMs, KOTOpPOE KINMMEHT OO0JKEH NCNonb3oBaTtbh Npu paspeLlleHnin

nmeH vyepes DNS (option 15).
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.25.7 ip dhcp pool enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHun

3.25.8 ip dhcp pool lease

OnucaHue

KomaHga ¢ npedmnKCoM no OTMEHSET HACTPOWKY.

[a
Oa

Het

I (config-dhcp-pool)>

I (config-dhcp-pool)> no domain

domain <domain»

AprymeHT

3HayeHue

OnucaHue

domain

Crpoka

JlokanbHoe JOMEHHOE UMS.

(config-dhcp-pool)> domain zyxel.ru
Dhcp::Pool: Domain option has been saved.

Bepcus

OnucaHue

2.05

[o6aeneHa komaHga ip dhcp pool domain.

HauaTb ncnonwb3osatb nyn B cucteme.

Komanpa c I'Ipe(*)VIKCOM No OTKITHOYaeT UCnosib3oBaHme nyna.

[a
Oa

Het

I(config—dhcp—pool)> enable

I (config-dhcp-pool)> no enable

(config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.

Bepcus

OnucaHue

2.03

Hobasnena komaHga ip dhcp pool enable.

Hactpoutb Bpemsi apeHab! IP-agpecos nyna DHCP.
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Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

KomaHga ¢ npedunkcomM no ycTaHaBnNMBaeT 3Ha4YeHne No yMonyaHuio, paBHoe
86400 cekyHq,.

Oa
[a

Het

I (config-dhcp-pool)>  lease (lease»

I (config-dhcp-pool)> no lease

AprymeHT 3HauyeHue OnucaHue

lease Llenoe 4ucsno |Bpems apeHabl B cekyHOax.

(config-dhcp-pool)> lease 100500
pool "test pool" lease has been changed.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHnga ip dhcp pool lease.

3.25.9 ip dhcp pool range

OnucaHue

Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

HacTpouTb AnanasoH AnHaMmyeckux agpecos, BoiaaBaembix DHCP-knneHTam
HekoTopow noaceTu. [lnanasoH 3agaeTcs HayYanbHbIM U KOHEYHbIM IP-agpecom,
nnbo HavanbHbIM agpecom u pasamepom. CeTeBon nHTEpdenc, K KoTopomy byayT
NPVMMEHEHbI HAaCTPOWKKM, BbIbDMpaeTcst aBTomaTudecku. Agpec BblopaHHOro
nHTEepdpenca ncnonb3yeTcst B kKa4ecTsBe LWo3a no ymonyanuio u DNS-cepsepa,
ecnun He 3agaHbl apyrue agpeca komangamu ip dhep pool default-router u ip
dhcp pool dns-server.

KomaHpa ¢ npeukcom no ygandet gnanasoH.
Oa
Ja

Het

I (config-dhcp-pool)>  range <begins ( <end» | <size»)

I (config-dhcp-pool)> no range

AprymeHT 3Ha4yeHue OnucaHue

begin IP-appec HavanbHbIn agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size Uenoe uucno |Pasmep nyna.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

(config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

Bepcus

OnucaHue

2.00

HobaesneHa komaHaa ip dhcp pool range.

3.25.10 ip dhcp pool update-dns

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.25.11 ip dhcp pool wpad

OnucaHue

Mpedomkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

[o6GaenaTtb cratudeckme 3anncu B DNS-npokcu npu Beigaye DHCP-agpecos. B
KayecTBe MMeHM ncnornbayeTtcst uMsi xocta u3 DHCP-3anpoca. o ymonuaHuio
YHKUMS OTKIOYEHa.

KomaHaa ¢ npeduKkcom no OTKMAYaeT PYyHKLMIO.

Ja
Ja

Het

I (config-dhcp-pool)>  update-dns

I (config-dhcp-pool)> no update-dns

(config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.

Bepcus

OnucaHue

2.06

[o6aeneHa komaHga ip dhcp pool update-dns.

Hactpouts DHCP onuunio 252 — npotokon WPAD. No ymon4yaHuio onuus

OTKJ1HOYEHAa.

KomaHga ¢ nperKcomM no OTKNIYaeT HACTPOWKY.

Oa
Oa

Het

I (config-dhcp-pool)>  wpad wpad>

I (config-dhcp-pool)> no wpad
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AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

wpad Crpoka URL-agpec npokcu-cepaepa.

(config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.

Bepcus OnucaHue

2.05 [o6aeneHa komaHga ip dhcp pool wpad.

3.26 ip dhcp relay lan

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

YkasaTtb, Ha kKakoM ceTeBOM MHTepderice peTpaHcnaTop DHCP 6ynet
o6pabaTbiBaTh 3anpockl KNMEHTOB. MOXHO yka3aTb HECKOMbKO MHTEPENCOB
«lany, onsi 3TOro Hy>xHo BBECTM KOMaHAY HECKOSLKO pas3, yka3aB Bce HeobxoanmMele
UHTepdEencobl No OAHOMY.

KomaHga ¢ npedmkcom no oTknodaeT petpaHcnsatop DHCP Ha ykazaHHOM
nHtepdpence. Ecnm ncnone3oBatb koMaHay 6e3 aprymMeHTOB, pETPAHCNSATOP
DHCP 6yget oTKNnioYeH Ha BCex MHTepdeicax.

Oa
Oa
Ja

I (config)>  ip dhcp relay lan <interface»

I (config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe ums nnn NncesgoHUM nHTepdenca
nHTepgevica |Ethernet, HakoTopom peTpaHcnaTtop DHCP
OygeT NpMHUMaTh 3anpochl KIMEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 HobasneHa komaHaa ip dhcp relay lan.
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3.27 ip dhcp relay server

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Ykasatb |IP-agpec cepsepa DHCP, Ha KoTopbI peTpaHcnaTop Oyaer
nepeHanpasnaTb 3anpochkl KIIMEHTOB U3 NIOKarNbHOW CETU.

KomaHga ¢ npedukcom no yaansiet HaCTPONKY.
Oa
Oa

Het

I (config)>  ip dhcp relay server address)

I (config)> no ip dhcp relay server [ address ]

AprymeHT 3HavyeHue OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa ip dhcp relay server.

3.28 ip dhcp relay wan

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA

CuHoncuc

YKkasblBaeT, yepes kakoh ceteBon nHtepdenc petpaHcnsatop DHCP 6yget
obpawaTtbces K BoiwecTosiwemy cepeepy DHCP. B cucteme MoXeT 6bITb TONBKO
OfVH UHTepdenc Takoro Tuna. Ecnu TouHbIM agpec cepBepa He ykasaH (CM. ip
dhcp relay server), 3anpockl 6yayT nepegaBaTbCsi LUMPOKOBELLATENBHO.
PekomeHayeTcs ykasbiBaTb agpec cepsepa.

KomaHaa ¢ npedukcom no yaansieT HaCTPONKY.
Oa
Ha

Het

I (config)>  ip dhcp relay wan <interface,

I (config)> no ip dhcp relay wan [ interface]
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

3.29 ip ftp

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,
BxoxaeHue B rpynny

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

AprymeHT 3HayeHue OnucaHue

interface Nms MonHoe ums unn NncesgoHUM nHTepdenca
nHTepgesica |Ethernet, Ha koTopbIi OyaoyT HaNpaBnATLCA
3anpocbl oT DHCP-knuneHToB.

(config)> ip dhcp relay wan Switch@/Vlan2
using WAN interface Switch0/Vlan2.

Bepcus OnucaHue

2.00 HobasneHa komaHaa ip dhcp relay wan.

pynna komaHa Ansg HacTpoyku Joctyna K ftp.
Het
Het
Het

(config-ftp)
I (config)>  ip ftp

(config)> ip ftp
(config-ftp)>

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip ftp.

3.29.1 ip ftp permissive

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Paspewntb goctyn k cepepy FTP gnsa Bcex nonb3oBaTtenen 6e3 asTopuaaumm.
KomaHga ¢ npenkcom no 3anpeLlaeTt Takom 4oCcTyn.

Oa

[a

Het

I (config-ftp)>  permissive

I (config-ftp)> no permissive
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Mpumep

Uctopusa nameHeHun

(config-ftp)> permissive
Core::Configurator: done.

Bepcus

OnucaHue

2.08

HobasneHa komaHaa ip ftp permissive.

3.29.2 ip ftp security-level

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepcpenca

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

YcTtaHoBUTL ypoBeHb 6e3onacHocTu FTP. Mo ymonyaHuio yCTaHOBMNEHO 3Ha4YeHMe

private.
Het

Ja

Het

P

| (config-ftp)>

security-level (public | private | protected)

AprymeHT

3HauyeHue

OnucaHue

public

Knw4yeBoe csioBO

Hoctyn k FTP-cepBepy pa3peLueH
ans public, private n protected
MHTepdeNncos.

private

KnyeBoe cs10B0

Hoctyn k FTP-cepBepy pa3peLueH
ans private nHTepgencos.

protected

KnwyeBoe cs10B0

Hoctyn k FTP-cepBepy paspeLueH
ans private n protected
nHTepdencos.

(config-ftp)> security-level protected
Ftp::Manager: Security level changed to protected.

Bepcus

OnucaHue

2.08

HobasneHa komaHaa ip ftp security-level.

3.29.3 ip ftp user

OnucaHue

Mpedukc no

MeHsieT HacTpouku

[o6aBuTb HOBOroO nonb3oBartens Ha FTP-cepeep.

KomaHaa ¢ npedukcom no yaansiet nosb3osBarens.

Ja
Ja
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MHorokpaTHbii BBog [a

Cunoncuc I (config-ftp)>  user <name»
I (config-ftp)> no user (name»
AprymeHTbI AprymeHT 3HaueHne  |OnucaHue
name Ctpoka Nmsa nonb3osaTens.
Mpumep (config-ftp)> user test_user
Core::Authenticator: User "test user" has been added.
MCTOpMﬂ N3MeHeHUNn Bepcuﬂ OnucaHue

2.08 [obGaeneHa komaHaa ip ftp user.

3.29.4 ip ftp user root

OnucaHue YkasaTb AOMaluHMI KaTanor nonb3osarenst Ha cepeepe FTP.

Komanpa c I'Ipe(bVIKCOM no C6paCbIBaeT AOMaLLHWIA KaTanor YKa3aHHOro

nonb3oBaTens.
Mpedukc no Oa
MeHsieT HacTpoMnKu Ha

MHorokpaTtHbi BBog Het

CuHoncuc I (config-ftp)>  user <name» root «directory>
I (config-ftp)> no user (name> root
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
name Crpoka Mmsa nonb3oBaTtens, Yyen goMallHWA KaTanor
HeobXo4MMO HacCTPOUTb.
directory Ctpoka MyTb K gOMaLUHEMY KaTanory.
Mpumep (config-ftp)> user admin root E:\
Ftp::Server: a "admin" user root directory set to "E:\".
MCTOpMﬂ N3MeHeHUMn Bepcuﬂ OHMcaHMe

2.08 [obGaBneHa komaHga ip ftp user root.
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maBa 3 OnucaHne KomaHp,

3.30 ip host

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

[o6aBnTb AOMEHHOE nMs 1 agpec B Tabnmuy DNS.

Oa
Ja
[a

| (config)>

ip host «domain» <address)

I (config)> no ip host [ <domain caddress> ]

AprymeHT 3HauveHue OnucaHue
domain Crpoka [lomeHHOe ums xocTa.
address IP-agpec IP-agpec xocTa.

(config)> ip host zydata 192.168.1.22
added record zydata, address 192.168.1.22.

Bepcus

OnucaHue

2.00

[obGaBneHa komaHaa ip host.

3.31 ip hotspot

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIN BBOA
BxoxaeHue B rpynny

CuHoncuc

Uctopusa nameHeHumn

[ocTyn Kk rpynne koMaHg, Ans HacTponkn Ynpaenenusa JomawHen CeTbio.

Het
Het

Het

(config-hotspot)

I (config)>  ip hotspot
Bepcus OnucaHue
2.06 [o6GasneHa komaHga ip hotspot.

3.31.1 ip hotspot auto-scan interface

OnucaHue

BkntounTb (poHOBOE CKaHMPOBaHME Ha 3agaHHOM UHTepdbeince. o ymonyaHuio

BKJTHOHEHO.
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

KomaHaa ¢ npednKcomM no OTKMYaeT HAaCTPONKY.
[a
Oa
Ja
IP

I (config-hotspot)>  auto-scan interface <interface,

I (config-hotspot)> no auto-scan interface <interface,

AprymeHT 3HayeHue OnucaHue
interface Wmsi nHtepgesica|lNonHoe nmsa nHTepderica nnm
NCEeBOOHMM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is enabled.

(config-hotspot)> auto-scan no interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHue

2.08 [obGaeneHa komaHaa ip hotspot auto-scan interface.

3.31.2 ip hotspot auto-scan interval

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
Twun nHtepdenca

CuHoncuc

3apaTb MHTEepBan NPOBEPKM XOCTOB, HAXOOSALNXCA OHNaNH.
KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMomyaHuio.
[a

Oa

Het

P

I (config-hotspot)>  auto-scan interval <interval,

I (config-hotspot)> no auto-scan interval
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

AprymeHT

3Ha4yeHue

OnucaHue

interval

Lenoe uucno WHTepBan ckaHMpoBaHus B

cekyHaax. o no ymonyaHuio
ncriornb3dyeTcs 3HaveHne 30.

(config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »

10 s.

(config-hotspot)> auto-scan no interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
Bepcus OnucaHue
2.08 [obGaeneHa komaHga ip hotspot auto-scan interval.

3.31.3 ip hotspot auto-scan passive

OnucaHue

Mpedomkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepcpenca

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

3apatb CKOPOCTb NacCMBHOIO CKaHMPOBaHNA B XOCTax B CEKyHAY.

Komanpa c I'Ipe(*)VIKCOM NO BO3BpawlaeT 3Ha4eHne no ymosi4aHuto.

Oa
Oa
Het

P

I (config-hotspot)>

auto-scan passive (rate; hps

I (config-hotspot)> no auto-scan passive

AprymeHT

3HauyeHue

OnucaHue

rate

llenoe 4ucsno CKOpOCTb NacCcuUBHOIO

ckaHupoBaHus. o ymonyaHuto
NCronb3yeTcd 3Ha4YeHue 3.

(config-hotspot)> auto-scan
Hotspot::Discovery: :Manager:
(config-hotspot)> auto-scan
Hotspot::Discovery: :Manager:

passive 5 hps

Auto-scan rate is set to 5 hps.

no passive

Auto-scan rate reset to default.

Bepcus

OnucaHue

2.08

[o6GaeneHa komaHaa ip hotspot auto-scan passive.
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3.31.4 ip hotspot auto-scan timeout

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YcTaHoBUTb 0hhbranHoBbIM TanmayT 4nda XocToB. [locne ykazaHHOro BpemMeHu
OTCYTCTBYIOLUMIA XOCT yAansiercsi u3 cnmcka obHapy>KeHHbIX XOCTOB XOT-CroTa.

KomaHga ¢ npedmkcom no Bo3BpaLLaeT 3Ha4eHe No yMOn4aHuio.
[a

[a

Het

P

I (config-hotspot)>  auto-scan timeout (timeout)

I (config-hotspot)> no auto-scan timeout

AprymeHT 3HayeHue OnucaHue

timeout Llenoe uucno OdbpranHoBbIN TaMayT B CEKyHAaX.
Mo ymonuaHuio ncnonb3yercd
3HaveHune 35.

(config-hotspot)> auto-scan timeout 31

Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »
set to 31 s.

(config-hotspot)> auto-scan no timeout

Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »
to default.

Bepcus OnucaHue

2.08 [obGaeneHa komaHaa ip hotspot auto-scan timeout.

3.31.5 ip hotspot host

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CuHoncuc

HacTtpouTtb npasuna goctyna unv 6riokMpoBKu A5 onpeaeneHHbIX KNMeHToB
Ynpaenenusa [JomawHen CeTbto. [JaHHbIe NpaBunia nmerT Gonee BbICOKMIA
NpPUopuUTET, YeM HacTpolrika nonutukn Pasgen 3.31.6 Ha cTpaHuue 171.

Het
Da
Oa
IP

I (config)>  ip hotspot host (mac> (<access» | schedule (schedules)
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AprymeHT

Mpumep

Uctopus nameHeHunmn

AprymeHT 3HayeHue OnucaHue

mac MAC-apgpec MAC-agpec xocTa. XOoCT AOMmKeH
ObITb 3aperncTpupoBaH 3apaHee C
NOMOLLIbIO KOMaHAbl known host.

access permit PaspelumnTb ocTyn K ceTy HTepHeT.
deny 3anpeTtntb JOCTYN K ceTu VIHTEpHeT.
schedule Ctpoka HasBaHwue pacnucaHus, Co3gaHHOro
npy NOMOLLM rPyMnbl KOMaHg
schedule.

(config)> known host Daddys-Tablet 54:e4:3a:8a:f3:a7

Core: :KnownHosts: New host "Daddys-Tablet" has been created.
(config)> ip hotspot

(config-hotspot)> host 54:e4:3a:8a:f3:a7 [Tab]

Usage template:
host {mac} (deny | permit | (schedule {schedule}))

Choose:
54:e4:3a:8a:f3:a7 deny
54:e4:3a:8a:f3:a7 permit
54:e4:3a:8a:f3:a7 schedule

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule applied to host "54:e4:3a:8a:f3:a7".

Bepcus OnucaHue

2.06 [obGaeneHa komaHga ip hotspot host.

3.31.6 ip hotspot policy

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA
Tun nHtepdenca

CunHoncuc

Onpegenutb nonutrky Ynpaenexnusa JomaiuHen CeTblo Ans BbibpaHHOro
nHTepdenca. MNonntruka NPUMeHSETCS KO BCEM XOCTaM, HE MMEIOLLIMM
cobcTBeHHoro npasuna goctyna Pasgen 3.31.5 Ha cTtpaHuue 170.

MonuTtuka no ymonyaHuio: permit.
Ja
Ja
Oa
IP

I (config-hotspot)>  ip hotspot policy <interfaces caccess)

I (config-hotspot)> no ip hotspot policy <interface,
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

3.31.7 ip hotspot wake

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdenca

CunHoncuc

AprymeHTbl

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue
interface Wms nHtepgesica|lNonHoe nvsa Ethernet nHtepdeiica
UNN NCEBOOHUM.
access permit PaspelumnTb ocTyn K ceTy HTepHeT.
deny 3anpeTtntb JOCTYN K ceTu VIHTEpHeT.

(config)> ip hotspot
(config-hotspot)> policy Home [Tab]

Usage template:
policy {interface} {access}

Choose:

Home permit
Home deny

(config-hotspot)> policy Home deny

Hotspot::Manager: Policy "deny" applied to interface "Home".

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa ip hotspot policy.

Otnpaeutb Wake-on-LAN nakeT Ha private n protected nHtepdgencs xocta.

Het

Het

Het

IP

I (config)>  ip hotspot wake mac)

AprymeHT 3Ha4yeHue OnucaHue

mac MAC-agpec MAC-agpec xocTa.
Bepcus OnucaHue

2.08 [obaeneHa komaHga ip hotspot wake.
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maBa 3 OnucaHne KomaHp,

3.32 ip http lockout-policy

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

3apgatb napaMeTpbl OTCNEXNBAHMS NOMbLITOK BTOPXXEHUS NyTEM nepebopa napornen
HTTP gnsa nybnunyHbix nHTepgencos. Mo no ymonyaHmnio yHKUUS BKITHOYEHA.

KomaHga ¢ npedmkcom no oTknoyaeT obHapyxeHue nogbopa.
Ja

[a

Het

P

(config)>  ip http lockout-policy (thresholds [«duration)
[cobservation-window]]

I (config)> no ip http lockout-policy

AprymeHT 3HavyeHue OnucaHue

threshold llenoe uucno KonuyecTtBo HeyaayHbIX NOMbITOK
Bxoga B cuctemy. 1o no ymonyaHuto
YCTaHOBINEHO 3HadeHue 5.

duration Llenoe uucno MpoaomkMTenbLHOCTL 3anpeTta
aBTOpM3aLUuMKn ANs YyKa3aHHOro
IP-agpeca B muHyTax. Mo
YMOMYaHUIO YCTAHOBIEHO 3HaYeHne
15.

observation-window |ljesioe uyucro MpopomkMTensHOCTL HabnaeHus
3a NoA03pPUTENBHOM aKTUBHOCTLIO B
MuHyTax. 1o ymonyaHumto
YCTaHOBMNEHO 3Ha4yeHune 3.

(config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is reconfigured.

Bepcus OnucaHue

2.08 [o6GasneHa komaHaa ip http lockout-policy.

3.33 ip http port

OnucaHue

Mpedukc no

Hasnauntb HTTP nopt ans Be6-nHTepderica Keenetic lll. Mo ymonuaHuto
ncnonbayetcd nopt 80.

KomaHpa ¢ ﬂpe(bI/IKCOM Nno yCtaHaBnMBaeT NopPT MO yMOIN4aHUIo.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

3.34 ip http proxy

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

Ja
Het

P

I (config)>

ip http port «port,

I (config)> no ip http port

AprymeHT

3HauyeHue OnucaHue

port

Llenoe uucno HoBbinn nopt HTTP.

(config)> ip http port 8080

Http::Manager: Port changed to 8080.

Bepcus

OnucaHue

2.08

[lobaeneHa komanga ip http port.

HocTtyn k rpynne komaHg onsa Hactponkn HTTP npokcu. Ecnn npoken He HangeH,

KOMaHAa NblTaeTca ero co3natb.

KomaHga ¢ npedurkcom no yaanser NpoKcu.

[a
[a
Oa

(config-http-proxy)

| (config)>

ip http proxy name»

I (config)> no ip http proxy name>

AprymeHT

3HauyeHue

OnucaHue

name

Ctpoka

WUma HTTP npokcu.

(config)> ip http proxy TEST

Http::Manager: Proxy "TEST" successfully created.

Bepcus

OnucaHue

2.08

[obGaeneHa komaHga ip http proxy.
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3.34.1 ip http proxy allow

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YctaHosuTb goctyn gns HTTP-npokewn. Mo ymonyanuto, goctyn k HTTP-npokcu

3anpeLyeH.
KomaHga ¢ npedukcom no 3anpeLLaer AOCTyn K MPOKCK.
Oa
[a

Het

I (config-http-proxy)>  allow public

I (config-http-proxy)> no allow

AprymeHTr 3HauyeHue OnucaHue
public Knwyesoe HocTtyn public ana HTTP-npokcu.
C/10B0O

(config-http-proxy)> allow public
Http::Manager: Proxy security level is set to "public".

Bepcus OnucaHue

2.08 HobasneHa komaHaa ip http proxy allow.

3.34.2 ip http proxy domain

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

YcTtaHOBUTE JOMEHHOe 1M, onpegenstowee FQDN BupTyansHOro xocta.
KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

[a

Oa

Het

I (config-http-proxy)>  domain static «domain)

I (config-http-proxy)> no domain

AprymeHT 3HayeHue OnucaHue

domain Crpoka [lomeHHoe nmsi.

(config-http-proxy)> domain static zyxel.ru
Http::Manager: Configured base domain for proxy: TEST.

Keenetic Il CnpaBo4YHUK kKOMaHA

175




Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.08 HobaeneHa komaHaa ip http proxy domain.

3.34.3 ip http proxy domain ndns

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

Uctopus nameHeHumn

Mcnonb3oBaTb JOMEHHOE nMs, nonyyeHHoe oT cepsuca NDNS. Ecniv gaHHas

onums BKMOYEHa, HacTpouka ip http proxy domain ctupaetcs.
KomaHga ¢ npedukcom no yaansiet HacTPOKKY.

Oa

Oa

Het

I(config—http—proxy)> domain ndns

I (config-http-proxy)> no domain ndns

(config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: TEST.

Bepcus OnucaHue

2.08 HobasneHa komaHga ip http proxy domain ndns.

3.34.4 ip http proxy upstream

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

YcraHoBuTb agpec HTTP-cepBepa, Ha KOTopbIi OyayT nepeHanpaBnATbCs
3anpockl.

KomaHga ¢ npedukcom no ygansiet HaCTPONKY.
Ja
Ja

Het

I (config-http-proxy)>  upstream http caddress-types [«port)]

I (config-http-proxy)> no upstream

AprymeHT 3HaveHue OnucaHue
address-type mac Anpec HTTP-cepBepa siBnaetcs
MAC-agpecom.
ip Appec HTTP-cepeepa — IP-agpec.
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AprymeHT 3HavyeHue ‘Onwcal-wle
fqdn Apnpec HTTP-cepBepa — nonHoe JOMEHHOe
nUMS.
port UYenoe uucno ‘Homep nopta.
Mpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 [o6GaBneHa komaHaa ip http proxy upstream.

3.35 ip http security-level

OnucaHue YcTaHoBUTb ypoBeHb 6e3onacHocTu HTTP. o ymonyaHuio ycTaHOBNEHO 3HaYeHNe
private.

Mpedoumkec no Het

MeHsieT HacTpouku Oa

MHorokpaTHbI BBog HeTt
Tun nntepcpenca P

Cunoncuce I (config)>  ip http security-level (public | private | protected)

AprymeHThI AprymeHT 3HayeHue OnucaHue
public Kniouesoe cnoso|Qoctyn k HTTP cepBepy paspeLueH
ans public, private n protected
MHTepdencos.
private Knwyesoe cnoso|foctyn Kk HTTP cepBepy paspeLueH
ans private uHTepdencos.
protected Kniouesoe cnoso|Joctyn k HTTP cepBepy pa3speLueH
Aans private u protected
NHTEepPENCoB.
Mpumep (config)> ip http security-level protected

Http::Manager: Security level changed to protected.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 [o6GaeneHa komaHaa ip http security-level.
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3.36 ip http ssl enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
Tun nHtepdpenca

CunHoncuc

Mpumep

UcTtopusa nameHeHun

BkntounTtb SSL Ha HTTP cepsepe. o ymonuaHuio, SSL OTKMOYEH.
Komanga ¢ npecukcom no otkntovaet SSL.

Oa

[a

Het

P

I (config)>  ip http ssl enable

I (config)> no ip http ss1 enable

(config)> ip http ssl enable
Http::SslServer: SSL server was enabled.

Bepcus OnucaHue

2.07 [obGaeneHa komaHaa ip http ssl enable.

3.37 ip name-server

OnucaHue

Mpedukc no

Hactpoutb IP-agpeca cepBepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBaKOTCA CTATUYECKMMMI, B MPOTUBOMONOXHOCTb AMHAMUYECKUM —
3aperncTpupoBaHHbIM crykbamu PPP unn DHCP.

AKTUBHBIMW, TO €CTb UCMOMNb3YyEeMbIMWN B AaHHbLIN MOMEHT agpecamMu, ABnsATCA
Te, KOTopble BbiNK 3aperncTpupoBaHbl No3xe octanbHbIX. OBbIYHO cucTema
ncnonb3yeT agpeca, NonyyYeHHbIe HECKONbKUMU NOCAEaHNMN YCNELLHO
nogknounswmnmMmncs cnyxbamu PPP unn DHCP. Ecnu Hu ogHa 13 cnyx6 He
permuctpupyet agpeca DNS akTnBHbIMM ByayT cTatnyeckme HacTponku. OgHako,
ecnu nocrne perucTpauum guHaMn4ecknx aapecos nonsb3osaTtenem obinu
N3MeHeHbl CTaTu4Yeckne HaCTPOWKKN, OHN CTAHOBATCH akTUBHbLIMMW, MOKa He ByayT
3apervcTpupoBaHbl HOBblE AUHAMUYECKMe agpeca.

ip name-server MOXXHO BBOAUTb MHOIOKpaTHO, ecnn Tpe6yeTc;| HaCcTpouUTb
HEeCKOINbKO agpecosB DNS-CepBepOB. Kpome TOro, Kaxxgomy BBejeHHOMY agpecy
MO>XXHO COMNOCTaBUTb OOHO UM HECKOJIbKO AOMEHHbIX MMEH Ona pa6OTbI co
CI'IeLI,I/I(bI/I‘-IeCKMMM 30HaMW, HanpuMep, nNokasnbHbIMN NMEHaMUN B KOpI'IOpaTMBHOIZ
ceTun.

KomaHga ¢ npedukcom no yoansieT ykasaHHbin agpec cepepa DNS n3
CTaTMYEeCKOro M akTMBHOIO CMMCKa, eCnv KOMaHaa AaeTcs C apryMeHTamu, nmbo
Oo4MLLaeT CMMCOK CTaTUYECKUX aapecoB, eCnn KoMaHaa Aaetcsl 6e3 aprymMmeHToB.

Da
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

3.38 ip nat

OnucaHue

Mpedomkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
Twun nHtepcpenca

CuHoncuc

Ja
[a
I (config)>  ip name-server <address» [ <domains [on <interface)]]

I (config)> no ip name-server [ <address» ] [ «domains [ on <interfaces]]

AprymeHT 3HauyeHue OnucaHue
address IP-agpec Appec cepBepa UMEH.
domain CTpoka HomeH, ansa kotoporo 6yaeT ncnonb3oBaTbCs

cepsep. DNS-npokcu npu paspeLueHum
UMEHU B NePBYI0 ovepeab BbiIbupaeT agpec
cepBepa c Hanbonee 6nM3kMM K 3anpocy
OomeHoM. Ecnv fomeH He ykasbiBaTb,
cepBep byaeT Mcnonb3oBaTbCs A51s BCEX
3anpocos.

interface Nms Nmsa nHTepdbenca ans HaCTpomKu.
MHTepdelica

(config)> ip name-server 192.168.1.33
added name server 192.168.1.33, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ip name-server.

BknounTb TpaHCNSALUMIO «NOKanbHbIX» afpecoB ceTu network unmn cetu 3a
nHTepdgencom interface. Hanpumep, komaHga ip nat Home o3Hauvaert, yto
ONs BCcex NakeToB U3 ceTn Home, Npoxoasiumx Yepes mapLupyTmusatop, byaer
BbINOSTHEHA NOAMEHA aApeCOB NCTOYHMKA.

Oa
Oa
[a
P

I (config)>  ip nat («interfaces | «address» (mask»)

I (config)> no ip nat («interface) | caddress» mask>)
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
interface Nms Nmsa nHTepdenca ncrovHuka (nonHoe mms
MHTEepgerica |MHTepdelica Unu nNCeBgoHUM).
address IP-agpec BmecTte ¢ mackon mask 3agaet ananasoH
IP-agpecoB NCTovHMKa, Noanexawmx
TpaHCASUMM.
mask IP-Macka Macka gmnanasoHa TpaHcnauuu. Ecte aBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BUge
BuTOoBOM ANKWHbLI Npedukca (Hanpumep, /24).

(config)> ip nat PPTPO

NAT rule added.

Bepcus

OnucaHue

2.00

[obGaBneHa komaHaa ip nat.

3.39 ip nat vpn

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

Twun nHtepdenca

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb TpaHcnaumo agpecoB aAnga VPN-knneHTos.

KomaHga ¢ npedukcom no yaansiet npasuro.

Ja
Oa
Het

P

| (config)>

ip nat vpn

I (config)> no ip nat vpn

(config)> ip nat vpn
VPN NAT rule added.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa ip nat vpn.
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3.40 ip route

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

[o6aBnTb B Tabnuuy MapLipyTnsaumm CTaTU4eckuin MapLupyT, KOTOpbI 3agaeT
npasuno nepegayn IP-naketoB Yepes onpeaeneHHbIn L3 UK CETEBON

UHTepdenc.

B kauecTBe CETM Has3Ha4YEeHNA MOXHO YKa3aTtb Krnr4yeBoe CIioBO default. B atom
cny4ae 6y,u,eT COo3aH MapLwpyT no ymMmoJ14aHuio.

KomaHga ¢ npedukcom no yaansiet MapLupyT ¢ yka3aHHbIMU NapaMeTpamu.

Oa
[a
[a
IP

(config)>

ip route ( <network> tmask> | chost> | default) ( (gateway> [
interface]|«interface))[auto] [metric]

(config)> no ip route ( <network> tmask> | chost> | default) [ <(gateway> |
<interfaces>][metric]

AprymeHT

3HavyeHue

OnucaHue

network

IP-agpec

IP-agpec ceTn HasHa4eHus.

mask

IP-macka

Macka ceTn HasHaueHus. EcTb aBa cnocoba
BBOJA MacKuW: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) n B Buage
BuToBOI ANWHbLI Npedukca (Hanpumep, /24).

host

IP-agpec

IP-agpec y3na HasHaveHus.

default

KnwyeBoe
CJ10BO

|/|CI'IOJ'Ib3y€TCFI Ona 3agaHma MapLupyToB Mo
YMOJTHaHUIO.

interface

Ums
MHTEepdelica

MonHoe ums nHTepderca nnm NCEBAOHNM.
YkasblBaeTCcH B Ka4eCTBe HanpasBrneHus
nepegaqn NakeToB, ECNN K MHTEPENCY
MOAKITFOYEH KaHan TovKa-To4ka, He
TpebytoLwuin JONONHUTENLHOM agpecaumm
BHYTpU KaHana.

Ecnu Ha nHTepdence ycTaHoBMNEH NpuopuTeT
interface ip global, mapwpyTt go6aensercs
B CUCTEMHYI0 Tabnuuy TONMbKO B TOM Criyyae,
€CIn He CyLLIeCTBYET ApYyroro MapLupyTa ¢
TEM e aJPECOM Ha3HauYeHns 1 6oMbLIUM
NpUOPUTETOM.

gateway

IP-agpec

IP-agpec mapLupyTumsatopa B
HEernocpeaCTBEHHO MOAKMIOYEHHON CETHU.
MoxeT ObITb 3aaH BMECTE C UMEHEM
uHTepdenca, ecnu Tpebyerca ykasaTb
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Mpumep

Uctopusa nameHeHunmn

AprymeHT

3HavyeHue

OnucaHue

npuoputeT interface ip global. Ecnu
MHTepenc He yka3aH, OH onpeaernsieTcs
CUCTEMOW aBTOMATUYECKM U3 TEKYLLIMX
HacTpoexk IP.

auto

KnwyeBoe
CJ10BO

Mo3BoNsieT NPUMEHNTL MapLUPYT Toraa,
Korga CTaHeT AOCTYNEH yKa3aHHbIN B HEM
LUITHO3.

metric

Lenoe u4ucrno

MeTpuka mapLupyTa. B Tekywien peanusaunm
UrHOpUpyeTcs.

(config)> ip route default Home
static route added.

Bepcus

OnucaHue

2.00

[loGaBneHa komaHga ip route.

3.41 ip search-domain

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

UcTopusa nameHeHun

YKkasaTb AOMEH noucka ansi paspeleHnAa HENOJHbIX NMEH XOCTOB.

KomaHpaa ¢ npedukcom no yaanser HacTPOKKY.

Oa
Ja

Het

I (config)>

I (config)> no ip search-domain

ip search-domain «domain,

AprymeHT 3Ha4yeHue OnucaHue
domain Ctpoka [lomeHHoe nms.
Bepcus OnucaHue

2.00 [obaeneHa komaHga ip search-domain.

3.42 ip static

OnucaHue

Cospgatb npaBuno TpaHcnAumMm nokaneHbiX IP-agpecos B rmobanbHbie nnm
HaobopoT. Ecnn interface unn network cooTBETCTBYET NHTEPENCY C YPOBHEM
6esonacHocTn public, To ByAeT BbINONHATLCA TPAHCAALUMA agpeca HasHavyeHns
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Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHtepdcpenca

CuHoncuc

AprymeHTbI

(DNAT). Ecnu to-address cooTBETCTBYET UHTEPJIENCY C YPOBHEM BE3onacHOCTU
public, To 6yaeT BbINONHATLCS TpaHCNAUNA agpeca uctodHmka (SNAT). Homep
nopta TCP/UDP Bcerga paccmaTtpuBaeTcs Kak nopT HasHaYeHus.

Ecnu network cooTBeTCTBYET OHOMY afpecy, U 9TOT afpec paBeH to-address,
TO Takoe npasuno ByaeT 3anpeLlaTb TPaHCNALMIO yKasaHHOro aapeca, Kotopas
morna 6bl 6bITh BbiNOMHEHa UCXOAs U3 3aAaHHbIX npasun ip nat.

ip static npasuna nmetot 6onee BLICOKUIA MPUOPUTET NO CPABHEHMIO C MPaBMIamm
ip nat.

Oa
Oa
Oa
IP

(config)>  ip static [tcp | udp] («interface|(address;s masks)) ((
«port> through cend-port, (to-address»)|(«port> to-address) [«to-port>])
| cto-address»)

(config)> no ip static [[tcp | udp] (<interface; | («address> tmask»)) ((
«port> through cend-port, (to-address»)|(«port>to-address)[«to-port>])
| cto-address» )]

AprymeHTr 3HayeHue ‘Onwcal-wle
protocol tcp TCP.
udp UDP.
interface Nms Nmsa BxogHoro nHtepdpenca (nonHoe nvis
MHTEepgelica |MHTepdeica Unu nNCeBgoHNM).
address IP-agpec BmecTte ¢ mackon mask 3agaet ananasoH
IP-agpecoB HasHayeHus, nogsnexaimx
TpaHCASUMMN.
mask IP-Macka Macka gmanasoHa TpaHcnauuu. Ecte aBa

crnocoba BBOAa Macku: B KAHOHUYECKOM Buae
(Hanpumep, 255.255.255.0) u B BMAe
BuTOoBOM ANWHbLI Npedukca (Hanpumep, /24).

port Uenoe uucno |Homep nopta TCP/UDP, Ha koTOpbI
NPUXOaUT 3anpoc, NOASIEXALLUA TPAHCIALMN.
Ecnu He ykasaH, TpaHcnsaums byget
BbINOMHATHCS ANl BCEX BXOASALLMX 3arpoCcoB.

end-port Yenoe uucno |OkoH4YaHWE guana3oHa NopToB.

to-address IP-appec AOpec Ha3Ha4YyeHus nocne TpaHCNAUuu.

to-port UYenoe uucno |Homep nopta TCP/UDP nocne TpaHcnsauuu.
Ecnu He yka3aH, NOpT Ha3Ha4YeHusi OCTaeTcs
NPEXHUM.
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Mpumep

Uctopusa nameHeHumn

MycTb MMeeTCca MapLUpyTU3aTop MEXAy «IioKanbHom» ceTbio 172.16.1.0/24
(ypoBeHb 6e3onacHocTu private) u «rnobanbHony cetbio 10.0.0.0/16 (ypoBeHb
6esonacHocTn public). Tpebyetca, 4TobbI BCe 3anpockl, Npuxogsiume Ha
«rnobarnbHbIA» MHTEPENC STOro MapLIpyT13aTopa Ha nopT 80, TpaHCIMPOBaNMCh
Ha «JloKanbHbINY cepBep c agpecom 172.16. 1. 33. [NocnegosatenbHOCTbL KOMaHA,
peanuayroLLmMX TaKylo CXeMY, MOXET BbIrMsAeTb Tak:

interface Home
ip address 172.16.1.1/24
!
interface Internet
ip address 10.0.0.1/16
ip global 1
!
ip nat Home
ip static tcp Internet 80 172.16.1.33 80

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa ip static.

3.43 ip telnet

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

[ocTtyn Kk rpynne komaHa ons ynpaesneHuna Telnet-cepsepom.
Het
Het
Het

(config-telnet)

I (config)>  ip telnet

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip telnet.

3.43.1 ip telnet lockout-policy

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3apaTb napamMeTpbl OTCAEXUBaAHNS NOMbITOK BTOPXEHUS nyTéM nepebopa napornen
Telnet ansa ny6nuyuHbIX MHTEpdencos. Mo No ymonyaHmio yHKUUSA BKIIOYEHA.

KomaHga ¢ npedukcom no oTkno4aeT obHapyxeHme nogbopa.
Ja
Oa

Het
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Tun nHtepdpenca IP

CunHoncuc | (config)>

I (config)> no ip telnet lockout-policy

ip telnet lockout-policy «thresholds [«duration»

[cobservation-window]]

3HavyeHue

OnucaHue

Lenoe u4ucno

Konunyectso Heya4yHbIX NOMbITOK
BXO4a B CUCTEMY. Mo no YMOJI4aHUK
YCTaHOBMNEHO 3Ha4YeHne 5 .

Lenoe uucno

MpogomxuMTenbHOCTL 3anpeTa
aBTopmsauun Ans ykasaHHoOro
IP-agpeca B muHyTax. Mo
YMOIMYaHU0 YCTaHOBIEHO 3HaYeHne
15.

observation-window

Lenoe uucno

MpogomKkMTeNnbHOCTL HabnaeHNs
3a NoJo03pUTENBHON aKTUBHOCTLIO B
MuHyTax. 1o ymonyaHumto
YyCTaHOBMNEHO 3Ha4YeHune 3 .

AprymeHTbI AprymeHT
threshold
duration

Mpumep

(config)> ip telnet lockout-policy 10 30 2

Telnet::Manager: Bruteforce detection is reconfigured.

UcTopus nameHeHun Bepcus

OnucaHue

2.08

HobasneHa komaHaa ip telnet lockout-policy.

3.43.2 ip telnet port

HasHauutb nopt ans telnet-coeamHerust. Mo ymonyaHuio Ucrnosnb3yeTcs HoMep

Komanpa c ﬂpe(bMKCOM no yCtaHaBnMBaeT HOMeP NopTa B 3Ha4YeHune no

OnucaHue
nopra 23.
YMONYaHuio.
Mpedukc no Ha
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog Het

port <number

3HauyeHue

OnucaHue

Cunoncuc I (config-telnet)>

I (config-telnet)> no port
AprymeHThbl AprymeHT

number

Uenoe uucno |Homep noprta. MoxeT npuHMMaTh 3HaYeHUst
B npegenax ot 1 go 65535 BkNtoUMTENBHO.
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.08 HobaeneHa komaHaa ip telnet port.

3.43.3 ip telnet security-level

OnucaHue YctaHoBUTh ypoBeHb Ge3onacHocTu Telnet. o ymonyaHuio yctaHOBNEHO
3HayeHue private.

Mpedukc no Het
MeHsieT HacTpoMnKu Ja
MHorokpaTtHbii BBog Het
Tun nHtepdpenca IP

Cunoncuc I (config-telnet)>  security-level (public | private | protected)

AprymeHThI AprymeHT 3HaueHue OnucaHue
public Kniouesoe cnoso|Joctyn k Telnet-cepeepy paspeLueH
ans public, private n protected
NHTEepENnCcoB.
private Knwyesoe cnoso|docTyn k Telnet-cepepy paspelueH
ans private nHtepdgencos.
protected Kniouesoe cnoso|Qoctyn k Telnet-cepsepy paspeLueH
ans private n protected
MHTepdeNcos.
Mpumep (config-telnet)> security-level protected

Telnet: :Manager: Security level changed to protected.

MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.08 HobaeneHa komaHaa ip telnet security-level.

3.43.4 ip telnet session max-count

OnucaHue YCTaHOBUTb MakCMmMarnbHOE YNCII0 OOHOBPEMEHHbIX CECCUN ANis
telnet-coeguHeHus. o ymonyaHuio NCNOMb3yTCA MakCUMyM 4.

KomaHga ¢ npemkcomMm no yctaHaBnmMBaeT KONMYECTBO CECCUN NO YMOMYaHUIO.
Mpedukc no Oa
MeHsieT HacTpounku Oa

MHorokpaTtHbii BBog Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

I (config-telnet)>  session max-count ccount»

I (config-telnet)> no session max-count

AprymeHT 3HaveHue OnucaHue

count UYenoe umcro |MakcmmansHOE YMCro OQHOBPEMEHHbIX
ceccuii. MoxXeT npuHMMaTh 3Ha4YeHns B
npegenax ot 1 4o 4 BKIHOYNTENBHO.

(config-telnet)> session max-count 2
Telnet::Server: the maximum session count set to 2.

Bepcus OnucaHue

2.08 [obGaeneHa komaHga ip telnet session max-count.

3.43.5 ip telnet session timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

YcTaHoBUTL BpewmA CcyuleCTtBoBaHUA HeakTUBHOW ceccun ans telnet-coegmHeHus.
Mo YMOJ4aHUIo TaVIMaYT paBeH 0, YTO 3HAYUT YTO beHKLI,MFI OoTCnexunBaHnA
aKTUBHOCTU BHYTPU CECCUN OTKITHOYEHa.

KomaHga ¢ npednkcomM no ycTaHaBnMBaeT TanmMayT No yMOMYaHuIo.
Ja
[a

Het

I (config-telnet)>  session timeout (timeout)

I (config-telnet)> no session timeout

AprymeHT 3HavyeHue OnucaHue

timeout lenoe uucno |Bpems CyLecTBOBaHUSA HEAKTUBHOW CECCUM.
MoxeT npuHMMaTh 3Ha4YeHUsa B gManasoHe
oT 5 go 2321 CEKYH[, BKITIOYUTENBHO.

(config-telnet)> session timeout 6
Telnet::Server: a session timeout value set to 6 seconds.

Bepcus OnucaHue

2.08 [obaeneHa komaHaa ip telnet session timeout.

Keenetic Il CnpaBo4YHUK kKOMaHA 1 87




Masa 3 OnucaHne KomaHp,

3.44 ip traffic-shape host

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHOBWTL Npeaen CKopoCcTy Nepefayr AaHHbIX ANS YKasaHHOMo YCTPOMCTBa
JAoMalLHel ceTn B 06e CTOpOHbI. [0 yMONYaHuio CKOPOCTb He orpaHnyeHa.

KomaHga ¢ npedukcoM no yaanset HacTpOoKKy 4118 yKasaHHOro ycTporicTea. Ecrin
BbINOMHUTL KOMaHay 6e3 aprymMeHToB, BCE OrpaHuyeHunst ansi BCEX YCTPOUCTB
OyaoyT OTMEHEHbI.

Oa

[a

Oa

]

I (config)> no ip traffic-shape host [ mac, ]

| (config)> ip traffic-shape host mac> rate rates[schedule (schedule;

AprymeHT 3HavyeHue OnucaHue
mac MAC-apgpec |MAC-agpec ycTponcTea gOMaLLHEN CETU.
rate Lenoe 4ucno |3Ha4eHne CKOPOCTM Nepefaym AaHHbIX B

KouTt/c. OrpaHnyeHune gomkHo 6biTh B
auanasoHe ot 64 Kéut/c no 1 ourt/c.

schedule CTpoka HasBaHune pacnncaHus, cornacHo KOTOpomMy
3agaeTcs orpaHuyeHne CKOpocTu.

(config)> ip traffic-shape host f0:de:f1:c8:99:ff rate 800
TrafficControl::Manager: "f0:de:f1:c8:99:ff" host rate limited »
to 800 Kbps.

Bepcus OnucaHue
2.05 [o6GaeneHa komarga ip traffic-shape host.
2.08 [o6GasneH aprymeHT schedule.

3.45 ipv6 firewall

OnucaHue

Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbIN BBOA

BkntounTtb 6paHamayap IPv6. o ymonyaHuio napameTp OTKIHOYEH.
KomaHga ¢ npedmkcom no ygansiet HaCTPOMKY.

Oa

Ja

Het
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CuHoncuc

UcTopusa nameHeHun

3.46 ipv6 local-prefix

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

I (config)>

ipve firewall

I (config)> no ipv6 firewall

Bepcus

OnucaHue

2.06

HobaeneHa komaHga ipv6 firewall.

HactpouTb nokanbHbin npedukc (ULA). ApryMeHT MOXeET ObiTb OYKBEHHbLIM
npedurkcom nnm knodeBbiM cnosomM default, KoTopoe aBTOMaTMYECKM reHepupyeT
MOCTOSAHHbIV YHUKANbHbIA NPedUKC.

Oa
Ha

Het

I (config)>

ipv6 local-prefix (default | (prefix>)

I (config)> no ipv6 local-prefix [default | (prefix; ]

AprymeHT 3HaveHue OnucaHue

default Knwyesoe eHepupoBaTb NOCTOSAHHbINA YHUKAMNbHbIN
CJ/10B0O npecwukc.

prefix Mpepukc JlokanbHbii npedumke (ULA). [LomkHO ObiTb

KOpPEKTHOE 3Ha4eHne npedukca B 6roke
d00: : /8 c gnuHou npecmkca He Bornee 48.

(config)> ipvé local-prefix fdol:db8:43::/48
ULA prefix saved.

Bepcus

OnucaHue

2.00

[o6GaeneHa komaHga ipv6 local-prefix.

3.47 ipvb name-server

OnucaHue

Hactpoutb IP-agpeca cepsepoB DNS. CoxpaHeHHble Takum obpa3om agpeca
Ha3bIBalOTCA CTAaTUYECKNUMMU, B MPOTUBOMONOXHOCTb AVMHAMUYECKUM —
3apervcTpupoBaHHbIM cnyx6amu PPP wnn DHCP.

ipv6é name-server MOXXHO BBOAMTb MHOTOKPaTHO, ecrim TpebyeTcs HacTpouTb
Heckonbko agpecoB DNS-cepsepos.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHga ¢ npedukcom no yoansieT ykasaHHbin agpec cepepa DNS n3
CTaTMYECKOro M aKTMBHOMO CMMCKa, ecrnv KoMmaHaa LAaeTcs ¢ apryMeHTamum, nmbo
o4YMmLIaeT CNMCOK CTaTUYEeCKUX aapecoB, eCN KoMaHaa Aaetcsl 6e3 aprymMeHToB.

[a
Oa
Ja

I (config)>  ipv6 name-server address)

I (config)> no ipv6 name-server [ <address> |

AprymeHT 3HayeHue OnucaHue

address IPv6-agpec |Appec cepBepa UMEH.

(config)> ipv6 name-server 2001:db8::2
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ipvé name-server.

3.48 ipv6 route

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Hob6asuTb B Tabnuuy mapLupyTusauum ctaTudeckMin MapLupyT, KOTOPbIN 3adaet
npaswuno nepepayn IPv6-nakeToB Yepes onpedeneHHbIn W3 UM ceTeBomn
nHTEepdenc.

B kauecTBe ceTn HasHa4YeHNs MOXHO yKka3aThb Krtodesoe cnoso default. B atom
cny4vae OygeT co3gaH MapLUpyT No yMONYaHuHo.

KomaHga ¢ npeduKkcom no ygansieT MapLupyT C yKasaHHbIMU NapameTpamu.
Oa
Oa
Oa

I (config)>  ipv6 route («prefix» | default) <interface,

I (config)> no ipv6 route («prefix» | default) cinterface,

AprymeHT 3HavyeHue OnucaHue

prefix Mpegukc Mpedukc IPV6.

default Knwyesoe Mcnonb3yeTcs npeduke no yMonyaHuio.
CJ1080
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Mpumep

Uctopusa nameHeHumn

AprymeHT 3HavyeHue OnucaHue
interface Nms MonHoe nms nHTepderca nnm NCEBAOHNM.
MHTEepdelica

(config)> ipv6 route
added name server 2001:db8::2, domain (default).

Bepcus OnucaHue

2.00 [o6GaBneHa komaHaa ipv6 route.

3.49 ipv6 subnet

OnucaHue

Mpedoumkec no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxnaeHue B rpynny

CuHoncuc

AprymeHThl

UcTopusa nameHeHum

[ocTtyn K rpynne KomaHa nst HACTPOWKN CerMeHTa nokanbHoun cetu IPv6. Ecnu
CEerMeHT He HalAeH, KoMaHa MbITAeTCs ero co3aaTtb.

Oa
Oa
Ja

(config-subnet)

I (config)>  ipv6 subnet (name»

I (config)> no ipv6 subnet [ <name> ]

AprymeHT 3HaveHue OnucaHue

name Ctpoka Nmsa nnn nceBgoHUM noaceTy.
Bepcus OnucaHue

2.00 [obGaeneHa komaHaa ipv6 subnet.

3.49.1 ipv6 subnet bind

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

MpuBA3aTb NoAceTb K UHTEpPdENCY.

KomaHpa c I'Ipe(*)VIKCOM NO OTMEHAET NPUBAIKY.

Da
Oa

Het
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CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHum

I (config-subnet)>

bind <interface,

I (config-subnet)> no bind [ <interface; ]

AprymeHT 3HaveHue OnucaHue
interface Wmsa MonHoe umsa nHTepdenca Unm NCEBLOHNM.
MHTEppelica

(config-subnet)> bind WifiMaster0/AccessPointl

Interface bound.

Bepcus

OnucaHue

2.00

[obGaeneHa komaHaa ipv6 subnet bind.

3.49.2 ipv6 subnet mode

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHunmn

BbibpaTb pexxmm HacCTpONKM agpecoB Ans XOCTOB B nogceTu. [locTynHbl ABa
BapuaHTa — dhcp u slaac. lNepsbivi BkNtovaeT nokaneHsin DHCPV6-cepeep ¢
Lenbio NpUcBoeHnst agpecos, BTopon BktovaeT SLAAC (aBTOKOHGUIypaLmio

agpecos).
Ja
Oa

Het

I (config-subnet)>

I (config-subnet)> no mode mode»

mode (node»

AprymeHT 3HayeHue ‘Onwcal-wle
mode slaac BkntounTtb SLAAC (aBTOKOHGUMrypaLmio
appecos).
dhcp Bkntountbe DHCPV6-cepBep.

(config-subnet)> mode slaac

Mode changed.

Bepcus

OnucaHue

2.00

[obGaBneHa komaHaa ipv6 subnet mode.
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3.49.3 ipv6 subnet number

OnucaHue MpncBonTb NoaceTn naeHTndMKaTop, KOTOpLIN ByaeT onpeaensite Nyo6nMYHbIN
npedgukc cermeHTa. VigeHTudpmkatop 4omkeH 6biTb YHUKaNbHBIM Cpeay NoAceTEN.

Mpedouke no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

Cunoncue I (config-subnet)>  number )
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
n UYenoe uyucsio |YHUKanbHbIN MAEHTUUKATOP NOACETU.
Mpumep (config-subnet)> number 3
Number changed.
UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obaeneHa komaHga ipv6 subnet number.

3.49.4 ipv6 subnet stateless-dhcp

OnucaHue BkntounTb nokansHbIn DHCPvV6G-cepBep ¢ Lenbio nepegayv nHdopmaumm no
cetu.

Mpedukc no Oa

MeHsieT HacTpouku Oa

MHorokpaTHbI BBog  Hert

Cunoncuc I (config-subnet)>  stateless-dhcp
I (config-subnet)> no stateless-dhcp
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGaBneHa komaHaa ipv6 subnet stateless-dhcp.

3.50 isolate-private

OnucaHue 3anpeTuTb Nepedady AaHHbIX Mexay NobbiMyU HTepdeicamm C YpOBHEM
GesonacHocTu private.
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Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

3.51 known

OnucaHue

Mpedukc no

MeHsieT HacTpoMKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

KomaHpa c I'Ipe(*)VIKCOM No OTMEHSIET AeNCTBNE KOMaHAbI, paspellad nepenaBsartb

JaHHble Mexay nHTepdencamm private.
Oa

Oa

Het

I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private

Applied.
Bepcus OnucaHue
2.00 [obGaBneHa komaHaa isolate-private.

host

[o6aBnTb yCTPONCTBO AOMALLHEN CETW.
Oa
Oa
Oa

I (config)>  known host (name» mac>

I (config)> no known host [ mac ]

AprymeHT 3HaveHue OnucaHue
name CTpoka lMponsBonbHOE NMs XocTa.
mac MAC-agpec |MAC-agpec xocTa.

(config)> known host 123 4C:0F:6E:4B:3C:BA
Core::KnownHosts: new host "123" has been created.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa known host.
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3.52 ndns

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,
BxoxaeHue B rpynny

CunHoncuc

UcTopusa nameHeHunmn

[ocTyn k rpynne koMaHg, ans ynpaenexHusi cnyxoom KeenDNS.
Het
Het
Het

(ndns)

I (config)>  ndns

Bepcus OnucaHue

2.07

[obaBneHa komaHaa ndns.

3.52.1 ndns book-name

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHTbI

3apesepBupoBaTb MM xocta B DNS.

[na nepegayvn 3apesepBMpoBaHHONO UMEHM XOCTa Ha Apyroe yCcTponcTBo Keenetic
ucnoneayetcsa napameTtp transfer-code.

[ns nepegayn umeHu xocta HeobXo4MMO:
1. BbInonHuTe KOMaHAZy ¢ napameTpoM transfer-code Ha nepeaatoLLen CTOPOHeE.

2. BbINOMNHUTB Ty e caMyto KOMaHay C TeMU e cambIMy NapamMeTpamn Ha
NPUHUMAIOLLIEN CTOPOHE.

CTtpok gencteus transfer-code ogHa Hegens.

Het
Oa
Het
I (ndns)>  book-name <name» <domains [ <access» | <transfer-code) ]
AprymeHT 3HayeHue OnucaHue
name CTpoka Nmsa xocTa anst pesepBuMpoBaHus.
domain Crpoka [lomeH BTOPOro ypoBHS.
access auto ABTOMaTMYECKUI TUM AOCTYNa.
cloud Mma xocTa 3apernctpupoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpadumk
TyHHenupyetcs Ha Keenetic II.
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Mpumep

AprymeHT 3HayeHue OnucaHue

direct Mmsa xocTa 3apernctTpMpoBaHo Ha
WAN-agpec Keenetic lll.

transfer-code |lecrranereamHoe|Kog ona nepegadn UMeHN apyromy
4yucro ycTponcTy Keenetic. invHa koga 32
cMMBONa.

(ndns)> book-name testname mykeenetic.kz

done, title = NDSS::ndns/bookName (Public DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
14T10:10:35.999Z, standalone = false:
reason: The name booking was successful.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskBookName, {"name":"testname",
"domain":"mykeenetic.kz","license":"243992935221479"}],

item, hl = false, o = lock-local, d
name is locked (for current
transaction), t = 0:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 0:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),
dst="/148.251.63.154:17047")1, [MsgCack], quorumLeft=2, t = 4:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayJ'),
dst="/46.105.148.81:17047")1, [MsgCack], quorumLeft=1, t = 20:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 20:

item, hl = false, o = finalize, d = local »
changes commited., t = 423:

item, hl = false, o = refreshed, d = address »

updated: 81.200.27.56, t = 444:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('7AeaT4+7pQWVMaq0'), alt=Binary('jZnm20cHFB9fT3pJ'),

~+
1l
(o}

the »

cluster, d = »

lock-reply, d = »
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UcTopusa nameHeHun

dst="/148.251.63.154:17047")1, [MsgCack], t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], quorumLeft=0, t = 444:

item, hl = false, o = lock-reply, d = Done, »

all replies collected., t = 444:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('fS9sK03gWpIKEIl6'), alt=Binary('DvTYDIuPw5nbVayl'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 451:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yPrQwfa/4yn676wk'), alt=Binary('SyptNue2bys/mxi0"'),
dst="/91.218.112.165:16047")]1, [MsgCack], t = 494:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('IZdU2Bj5ZBsxsTGD'), alt=Binary('L7Wc5lWMdYcfDtANqg'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 531:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 532:

item, hl = false, o = complete, d = All »
done., t = 532:

Ndns::Client: Booked "testname.mykeenetic.kz".

Bepcus OnucaHue

2.07 [obaeneHa komaHga ndns book-name.

3.52.2 ndns check-name

OnucaHue
Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

MpoBepuTb 4OCTYNHOCTL UMEHU XOCTa AJ15 pe3epBaLun.
Het
Het

Het

I(ndns)> check-name <name>

AprymeHT 3HaveHue OnucaHue

name CTpoka Mmsa xocTa ans pesepBupoBaHus.
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Mpumep

UcTopusa nameHeHun

3.52.3 ndns drop-name

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

(ndns)> check-name testname

list:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

item:

name:
domain:
available:

testname

mykeenetic.

no

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

testname

mykeenetic.

yes

Ndns::Client: Check completed.

by

kz

ru

com

net

Bepcus

OnucaHue

2.07

JobaBneHa komaHaa ndns check-name.

OTMeHUTb perucTpaumo umeHmn xocta B DNS.

Het

Oa

Het

I(ndns)> drop-name <name» <domain»

AprymeHT 3HaveHue OnucaHue

name CTtpoka Nma xocta ansa yaanenns n3 DNS.
domain Crtpoka [omeH BTOpOro ypoBHS.
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Mpumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")]1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], quorumLeft=1l, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")], [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

commit-reply, d = »
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Uctopusa nameHeHun

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

Bepcus OnucaHue

2.07 [o6asneHa komaHga ndns drop-name.

3.52.4 ndns get-booked

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Mony4nTb akTyanbHy MHOPMAaLIMIO C CEpBEpPA O TEKYLLIEM 3ape3epBUPOBAHHOM
nmeHun xocta B DNS.

Het
Het

Hert
I(ndns)> get-booked

(ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name

name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:

field, name = updated, title = Updated, type »
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= date, variant = date:

field, name = access, title = Access Mode, »

default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.08 [o6asneHa komaHaa ndns get-booked.

3.52.5 ndns get-update

OnucaHue O6HoBUTL pernctpauuio nmenn xocta B DNS Ha cepBepe.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I (ndns)>  get-update[access ]
AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
access auto ABTOMaTUYECKUI TUM AOCTYNa.
cloud Mmsa xocTa 3apernctpmpoBaHo Ha IP-agpec
obnayHoro cepsepa, HTTP-Tpaduk
TyHHenupyetcs Ha Keenetic lll.
direct Mmsa xocTa 3apernctpMpoBaHo Ha
WAN-agpec Keenetic Ill.
Mpumep (ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format
xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

>
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UcTopusa nameHeHun

3.53 ntp

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

Uctopusa nameHeHunmn

menu, Src = »

/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:

= date, variant

field, name = domain, title =

field, name = address, title =

Domain Name:

IP Address:

field, name = updated, title = Updated, type »

= date:
field, name = access, title =

default = unknown:

a
u

field, name = transfer, title

name: testname
domain: mykeenetic.net
ddress: 81.200.27.56
pdated: 2016-09-22T12:07:32.7447
access: direct

transfer: false

Ndns::Client: Get-update completed.

Access Mode, »

= Transfer:

Bepcus

OnucaHue

2.07

[o6GasneHa komaHaa ndns get-update.

HocTtyn k HacTporike NTP-knueHTa.

KomaHga ¢ npedmkcom no copacbkiBaeT HacTponkn NTP-KnneHTa B HAaCTPONKM

Mo YMOSYaHUIO.
Ja
Het

Het

I(conﬁg)> ntp

I(conﬁg)> no ntp

Bepcus

OnucaHue

2.00

[obGaBneHa komaHga ntp.
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3.54 ntp server

OnucaHue

Mpedouke no
MeHsieT HacTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

Mpumep

Uctopusa nameHeHumn

[o6aBunTb B cnvcok HoBbi NTP-cepBep. MoxHo fobaBuTtb He Gonee 8
NTP-cepBepos.

KomaHga ¢ npedmkcom no ygansiet NTP-cepsep 13 cnvucka. Ecnu BeinonHUTh
komaHgy 6e3 aprymeHTa, T0 BeCb cnncok NTP-cepBepoB OyaeT O4YULLIEH.

Oa
Ja
Oa

I (config)>  ntp server <host)

I (config)> no ntp server [ host ]

AprymeHT 3Ha4yeHue OnucaHue

host

Crtpoka Appec NTP-cepBepa.

(config)> ntp server 2.ru.pool.ntp.org
server "2.ru.pool.ntp.org" has been added.

Bepcus OnucaHue

2.00

HobasneHa komaHga ntp server.

3.55 ntp sync-period

OnucaHue

Mpedukc no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

YcTaHoBUTb nepunoa CMHXpOHU3aunn BpeMeHMN. Mo YMOIM4YaHUK NCnorb3yeTca
3HayeHue 1 Hepgens.

KomaHga c npedmKcom no ycTaHaBNMBaeT BPEMSI CUHXPOHM3aALIMM MO YMOIYaHWIO.
Oa
Ja

Het

I (config)>  ntp sync-period (time»

I (config)> no ntp sync-period

AprymeHT 3Ha4yeHue OnucaHue

time Uenoe uucno |Bpema cuHxpoHunsauuun, B MuHyTax. Moxet
NPUHUMaThL 3HavyeHne oT 60 MUHYT go 1

mecsua.
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Mpumep

Uctopusa nameHeHun

(config)> ntp sync-period 365
a synchronization period set to 365 minutes.

Bepcus OnucaHue

2.00 [obGasneHa komaHga ntp sync-period.

3.56 opkg chroot

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

Uctopusa nameHeHunmn

BkntounTb chroot ons opkg. Ecnun BkNoYEHO, KOPHEBOK KaTarnor U3MeHseTCcsa Ha
/opt nepeq BbinonHeHNeM Mboro cueHapus opkg.

KomaHnga ¢ nperkcomMm no OTKNIOYaEeT AaHHbIA PEXUM.
Oa
Oa

Het

I(config)> opkg chroot

I (config)> no opkg chroot

(config)> opkg chroot

Opkg: :Manager: Chroot enabled.
(config)> no opkg chroot

Opkg: :Manager: Chroot disabled.

Bepcus OnucaHue

2.05.C.3 [o6GaeneHa komaHga opkg chroot.

3.57 opkg disk

OnucaHue

Mpedukc no

HacTtpoutb pa3gen gns opkg. OTOT napameTp HeOOX0AMM AMs YCTaHOBKM U
3anycka opkg.

Mocne HacTpowikuK, pasaen OyaeT MOHTUpPOBaTLCS B /opt C MCnonb3oBaHMEM
mount --bind v nocneaytoLwum 3anyckom ckpunTa initre cm. Takke
Pasgen 3.59 Ha cTpaHuue 206.

Ecnu katanor /opt/install He nycT, BCce cogepxalyuecs B HeM apxmBbl * . ipk
n *.tgz pacnakosbiBaloTCs B /opt nepen BbinonHeHnem initrc. MNMocne
YCTaHOBKN apXMBbl yaansoTCs.

KomaHga ¢ npedukcom no oTknoyaeT opkg.

Ja
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

Uctopusa nameHeHunmn

Ja

Het

| (config)>  opkg disk (disks

I (config)> no opkg disk

AprymeHT 3HauyeHue OnucaHue

disk

Ctpoka Metka pasgena unm UUID.

(config)> opkg disk 681ED0631ED02C36
Opkg::Manager: Disk is set to: 681EDO0631ED02(C36.
(config)> no opkg disk

Opkg: :Manager: Disk is unset.

Bepcus OnucaHue

2.05.C.3

[o6GaeneHa komaHga opkg disk.

3.58 opkg dns-override

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

OTtkntounte DNS-npoken npu noakntoveHHoM aucke opkg.

OtkntoueHne DNS noseonseT 3ameHnTb BCTpoeHHbI DNS-npokcn cobCcTBEHHOM
cnyxo6on, Hanpumep BIND unu Dnsmasq.

KomaHga ¢ npedurkcom no OTKMYaEeT AaHHYI0 PyHKUNMIO.
Ja
Ha

Het

I(config)> opkg dns-override

I (config)> no opkg dns-override

(config)> opkg dns-override

Opkg: :Manager: DNS override enabled.
(config)> no opkg dns-override

Opkg: :Manager: DNS override disabled.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHaa opkg dns-override.
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3.59 opkg initrc

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3apatb cTapToBbI CKpUNT. 3HAYEHMe No yMonyaHuo — /opt/etc/initrc.

Korga opkg disk CMOHTMpOBaH 1 NakeTbl yCTAHOBMEHbI, CUCTEMA BbIMOMHUT
cTapToBbI ckpunT. Ecnu path aT1o katanor, cucrema 6yaeT BbINONHATL BCe
coaepXalmecs B HEM CKpUMTbI B andyaBUTHOM MopsiaKe.

KomaHga ¢ npedukcom no cbpacbiBaeT initrc B 3HayeHne No ymonyaHuto.
Ja
Oa

Het

I (config)>  opkg initrc «path,

I (config)> no opkg initrc

AprymeHT 3HayeHue OnucaHue
path Wms ¢anna dann unu Kkatanor co CTapToBbIM
CKpUATOM.

(config)> opkg initrc /opt/etc/init.d/rc.unslung
Opkg::Manager: Configured init script: »
"/opt/etc/init.d/rc.unslung".

(config)> no opkg initrc

Opkg::Manager: Init script reset to default: /opt/etc/initrc.

Bepcus OnucaHue

2.05.C.3 HobasneHa komaHga opkg initrc.

3.60 opkg timezone

OnucaHue

Mpedoukec no

MeHsieT HacTpouku

HacTponTtb nepemeHHyto okpyxeHus TZ n cpann /opt/var/TZ gns opkg. MNo
YMOYaHUI0 YacoBOW MNOSIC HE ONpeaeneH.

3HaueHwne TZ 3aBucut ot C 6mMbnunoTekmn opkg, OT TOrO, Kak TaM MHTEPNPETUPOBAH
Yacosol nosic. OHo MoxeT 6bITb U B POSIX cdopmarte
stdoffset[dst[offset][,start[/time],end[/time]]] vnn B BUOE NMEHU
dhanna 6a3sbl JaHHbIX MHPOPMaLMK 0 30Hax (Mcnonb3yeTcs B glibc n novtn Bo
Bcex GNU-cuctemax).

KomaHga ¢ npednkComM no yCTaHaBNMBAET 3HAYEHME MO YMOMYAHUIO.
Ha
[a
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MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het

I (config)> opkg timezone (auto | (timezone»)

I (config)> no opkg timezone

AprymeHT 3HayeHue OnucaHue

timezone Crpoka YacoBow nosic Ang 3anucu B
nepemMeHHyo OKpyXeHusa TZ n B
/opt/var/TZ.

auto Keyword ABTOMaTN4YECKOE Ha3Ha4YeHne

yacoBoro nosca. Cneuundukaums

reHepupyeTcsi U3 HACTPOEK CUCTEMBI,
cm. Pasgen 3.89.3 Ha cTpaHuue 276.

(config)> opkg timezone auto
Opkg::Manager: Enabled automatic timezone.

(config)> opkg timezone UTC

Opkg: :Manager: Enabled timezone "UTC".

(config)> no opkg timezone

Opkg::Manager: Timezone reset to undefined.

Bepcus

OnucaHue

2.05.C.3

HobasneHa komaHOa opkg timezone.

3.61 ping-check profile

OnucaHue

Mpedukc no

MeHsieT HacTpoOMKuM
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

[ocTyn K rpynne komaHg Anst HAacTponku BbibpaHHoro npodmnsa Ping Check. Ecnn
npodusib He HanaeH, KOMaH4a NblTaeTcsa ero co3naTb.

KomaHga ¢ npecukcom no yganset npocunbs Ping Check.

Ha
Ja
Oa
(config-pchk)

I (config)>  ping-check profile (name)

I (config)> no ping-check profile name»

AprymeHT

3HavyeHue

OnucaHue

name

CTpoka

Nma npodunsa. Cnucok 4OCTYNHbIX AN

BbiGopa npodomnelt MoXHO YBUAETL BBEaS

komaHay ping-check profile ?.
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile.

3.61.1 ping-check profile host

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YkasaTtb agpec nnn nMmqa yganeHHoro Xxocta ana tTeCtupoBaHUA.

Het

Ja

Het

I (config-pchk)>  host chostname)

AprymeHT 3HayeHue OnucaHue

hostname WMa xocta Umsa unun agpec yganeHHoro xocra.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: profile "TEST" uses host 8.8.8.8 for testing.

Bepcus OnucaHue

2.04 HobaeneHa komaHaa ping-check profile host.

3.61.2 ping-check profile max-fails

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

YKkasaTb KOnmM4ecTBO nocnegoBaTernbHbIX Heyaa4dHbIX 3anpocoB K yaaneHHOMY
XOCTY, NO AOCTUXEHUNIKD KOTOPOro MHTEPHET Ha MHTepcbeVlce c4ynTaeTcAa
OTCYTCTBYIOLLNM. Mo YMOJT4aHUIO NCNOoNb3yeTcAa 3Ha4YeHne 5.

KomaHga ¢ nperKCom no ycTaHaBNMMBAET 3HAYEHME MO YMOSTYAHWIO.
Da
Oa

Het

I (config-pchk)>  max-fails «count>

I (config-pchk)> no max-fails

AprymeHT 3HayeHue OnucaHue

count UYenoe uucno |KonnyectBo HeyagayHbIX 3anpocoB. MoxeT
NpUHUMaThL 3Ha4YeHUs B npegenax ot 1 oo
10 BKNIOYUTENBHO.
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Mpumep

Uctopusa nameHeHun

(config-pchk)> max-fails 7
PingCheck::Profile: profile "TEST" uses 7 fail count for »
disabling interface.

Bepcus OnucaHue

2.04 HobasneHa komaHaa ping-check profile max-fails.

3.61.3 ping-check profile min-success

OnucaHue

Mpedukc no
MeHsieT HacTpouKuM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YkasaTb KONM4eCTBO nocrnegoBaTernbHbIX yaadyHbIX 3anpocoB K yaaneHHOMY XOCTY,
MO AOCTWDKEHMIO KOTOPOIO MHTEPHET Ha MHTepdence CHNTaeTCs HanMYeCTBYHOLLIMM.
Mo ymonyaHuio ncnonb3yeTcs 3HayveHue 1.

KomaHga ¢ npedmkComM no yCTaHaBNMBAET 3HAYEHME MO YMONMYAHUIO.
Ja
Ja

Het

I (config-pchk)>  min-success «count»

I (config-pchk)> no min-success

AprymeHT 3HavyeHue OnucaHue

count Lenoe uucno |KonnyecTtBo yaadHbix 3anpocoB. Moxet
NpuHMMaThb 3Ha4YeHns1 B npegenax oT 1 o
10 BKNIOYUTENBHO.

(config-pchk)> min-success 3
PingCheck: :Profile: profile "123" uses 3 success count for »
enabling interface.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHga ping-check profile min-success.

3.61.4 ping-check profile mode

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

YctaHoButb pexum Ping Check. o ymMonyaHuio yCTaHOBMNEHO 3Ha4YeHme icmp.
KomaHga ¢ npednkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOMYAHUIO.

Oa

Oa
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MHorokpaTHbii BBog  Hert

Cuuoncue | (config-pehk)>  mode modie»
I (config-pchk)> no mode
AprymeHThI AprymeHT 3HaveHue OnucaHue
mode icmp TecTMpoBaHWe OOCTYMHOCTM yAaneHHOro
XocTa byaeT oCyLlecTBMATLCA NOCPEACTBOM
otnpasku emy ICMP-echo request (ping).
connect TecTupoBaHue AOCTYMHOCTM yAaneHHoro
xocTa BydeT oCyLecTBAATLCA NOCPEACTBOM
ycTaHoBkn TCP-nogkntoYeHns Ha 3agaHHbIN
nopT.
Mpumep (config-pchk)> mode connect
PingCheck: :Profile: profile "TEST" uses connect mode.
MCTOpMﬂ N3MeHeHUNn Bepcuﬂ OnucaHue

2.04 HobaeneHa komaHaa ping-check profile mode.

3.61.5 ping-check profile port

OnucaHue YkasaTb nopT 4718 NOAKMI0YEHUs K yaaneHHoMy XocTy. HacTpoiika MeeT CMbICH
npu pexumme connect (cM. komaHagy ping-check mode).

Mpedukc no Het
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncue I (config-pchk)>  port <number)
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
number Lenoe uucno |Homep nopta.
Mpumep (config-pchk)> port 860
PingCheck: :Profile: profile "TEST" uses port 80 for testing.
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.04 [obGaeneHa komanaa ping-check profile port.
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3.61.6 ping-check profile power-cycle

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

Uctopusa nameHeHunmn

BkniounTb ynpaeneHne nutaHnem ceteBoro nHrepdenca USB. Mo ymonyaHuio
BKITHOYEHO.

KomaHga ¢ npednkCoM no OTKMOYaeT HAaCTPOWNKY.
[a
[a

Het

I(config-pchk)> power-cycle

I (config-pchk)> no power-cycle

(config-pchk)> power-cycle
PingCheck: :Profile: profile "123" enable usb power cycle.

Bepcus OnucaHue

2.04 [obGaeneHa komaHnga ping-check profile power-cycle.

3.61.7 ping-check profile restart-interface

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkniounTb Nnepesanyck nHtepdgenca npu otcytcTeum MIHtepHeta. Mo ymonyaHuio
HacTpoWnKa OTKIYeHa.

KomaHnga ¢ npenKcoM no OTKNIYaeT HAaCTPOWKY.
Oa
Oa

Het

I (config-pchk)>  restart-interface

I (config-pchk)> no restart-interface

(config-pchk)> restart-interface
PingCheck::Profile: Profile "test" enabled restarting interface.

Bepcus OnucaHue

2.05 [o6asneHa komaHaa ping-check profile restart-interface.
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3.61.8 ping-check profile timeout

OnucaHue YcTaHOBWTbL MakcUMarnbHOe BPeEMS OKAaHUs OTBETA yAaneHHOro XocTa Ha Of4MH
3anpoc B cekyHgax. 1o ymonyaHuto ncnonb3yercs 3HaveHue 1.

KomaHga ¢ npedmnkcomM no yCTaHaBNMBAET 3HAYEHME N0 YMONYaHUIO.
Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuc I (config-pchk)>  timeout (time)
I (config-pchk)> no timeout
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
time UYernoe uucrno |Bpems oxvagaHusa B cekyHaax. Moxet
nNpyvHUMaTb 3HaveHns ot 1 go 10
BKIHOYUTENMBHO.
Mpumep (config-pchk)> timeout 4
PingCheck: :Profile: profile "TEST" timeout is changed to 4 »
seconds.
MCTOleﬂ N3MeHeHUNn Bepcuﬂ OnucaHue
2.04 [o6GaeneHa komaHga ping-check profile timeout.

3.61.9 ping-check profile update-interval

OnucaHue YcTaHOBUTbL NEPUOANYHOCTL BbINOMHEHUsS NpoBepok Ping Check B cekyHaax.
Mpedukc no Het
MeHsieT HacTpoMnKu Ha

MHorokpaTHbii BBog  Hert

CuHoncue I (config-pchk)>  update-interval (time>
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
time Lenoe uucno |lNepnoa oOHOBNEHNs B cekyHaax. MoxeT
npUHUMaThb 3HavyeHus ot 3 go 3600
BKINKOYNTENBHO.
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Mpumep

Uctopusa nameHeHun

3.62 ppe

OnucaHue

Mpedukc no
MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Mpumep

UcTtopusa nameHeHun

(config-pchk)> update-interval 60
PingCheck: :Profile: profile "TEST" interval is changed to 60 »
seconds.

Bepcus OnucaHue

2.04

HobasneHa komaHga ping-check profile update-interval.

BkniounTb MexaHn3m nakeTHom 0b6paboTku. Mo ymonuaHuio HacTponKa BKIOYEHA
n ans HWNAT, v ansg SWNAT.

KomaHga ¢ npedukcom no OTKM4aeT BblbpaHHbIN YCKOPUTENbD.
Oa
Ha

Het

I (config)>  ppe <engine)

I (config)> no ppe [engine]

AprymeHT | 3Ha4eHue |Onuca|-w|e

engine |software MporpaMMHLIN yckopUTEnb.

hardware AnnapaTtHbIN yckopuUTenb.

hardware-ipv6 AnnapaTtHbin yckopuTens ans IPv6. Mo

YMOJTYaHUIO OTKITHOYEH.

(config)> ppe software
Network::Interface::Rtx::Ppe: Software PPE enabled.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga ppe.

2.05 [o6GaBneH aprymeHT engine.

2.07 [o6GaeneH napameTp hardware-ipv6.

3.63 pppoe pass

OnucaHue

BknounTb OyHKLMIO CKBO3HOTO nponyckaHus. MoxHo BeBecTh Ao 10 nokanbHbIX
CeTeBbIX Y3MO0B.

KomaHaa ¢ npeduKcom no OTKMAYaeT OYyHKLMIO.
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Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert
Tun nHtepdpenca Ethernet

CuHoncuc I (config)>  pppoe pass through «from (to,

I (config)> no pppoe pass through

AprymeHTbI AprymeHT 3HayeHue OnucaHue
from Ums HavanbHbIn MHTEpdenc.
MHTepderica
to Ums KoHeuHbI nHTepdelc.
MHTepderica
Mpumep (config)> pppoe pass through Home ISP

PPPoE pass-through enabled.

MCTOpVIFl N3MEeHeHUn Bepcuﬂ OnucaHue

2.00 [oGaBneHa KomaHga pppoe pass.

3.64 printer

OnucaHue [locTyn K rpynne KoMaHz Ansi HacTpoWikM BbiGpaHHOro NpuHTepa. Ecnu npuHTep
He HaiigeH, komaH4a NbiTaeTcsa ero cosaatb.

KomaHga ¢ npecrkcom no yganaeT NnpuHTep M3 CUCTEMBI.
Mpedukc no Oa
MeHsieT HacTpouku Oa
MHorokpaTtHbii BBog [a

BxoxneHue B rpynny (config-printer)

Cunoncuc I (config)>  printer id)
I (config)> no printer <id»
AprymeHTbI AprymeHT 3HaueHne  |OnucaHue

id Crpoka WaoeHTudukatop npuHTepa.

214 Keenetic Il CnpaBoYHNK KOMaHL,




maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.00 [obGaBneHa komaHaa printer.

3.64.1 printer bidirectional

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CuHoncuc

Mpumep

Uctopus nameHeHumn

BkniounTb Ans npyHTepa AByHanpasneHHbI pexnm obmeHa.
KomaHga ¢ npedurKcom no OTKMoYaeT AByHaNpPaBneHHbIA PEXUM.
Ja

Oa

Het

I (config-printer)>  bidirectional

I (config-printer)> no bidirectional

(config-printer)> bidirectional
Bidirectional mode enabled.

Bepcus OnucaHue

2.04 [o6GaeneHa komaHaa printer bidirectional.

3.64.2 printer debug

BkntounTb pexxum oTnagkv ons npuHTepa. Ecnu apryMeHT He ykasaH, ypoBeHb

OnucaHue

Mpedoukec no
MeHsieT HaCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbI

OTNagKu yCTaHaBMMBaETCs paBHbIM 1.

KomaHga ¢ npedmnKcomM no OTKIoYaEeT OTNag0uHbIA PEXMM.
Ja

Ha

Het

I (config-printer)>  debug [ Level (level>]

I (config-printer)> no debug

AprymeHT 3HaveHue OnucaHue

level Uenoe uucno |YposeHb oTnagku. MoxeT npuHumMaTb
3HayeHus oT 1 4o 3 BKNHYNUTENBHO.
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Mpumep

Uctopusa nameHeHun

(config-printer)> debug level 3
Printer: :Manager: a debug level set to 3.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa printer debug.

3.64.3 printer firmware

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopus nameHeHunmn

YcTaHoBUTb (hann NPOLUNBKM NpUHTEPA.

Oa

Oa

Het

I (config-printer)>  firmware «firmware»

I (config-printer)> no firmware

AprymeHT 3HavyeHue OnucaHue

firmware Ctpoka MyTb K hariny NpoLUNBKM.

(config-printer)> firmware storage:sihpl1018.dl
Printer::Manager: A printer firmware set.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga printer firmware.

3.64.4 printer name

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

lMpncBOWTL NPUHTEPY NPOM3BONBLHOE UMS.
Ha

Oa

Het

I (config-printer)>  name (name»

I (config-printer)> no name <name>

AprymeHT 3HayeHue OnucaHue

name CTpoka Mpoun3BonbHOe UMA NpUHTEpa.
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Mpumep (config-printer)> name Canon
Name changed.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa printer name.

3.64.5 printer port

OnucaHue YCcTaHOBUTb MOPT NpUHTEpPa, ecnu T1n npuHTepa direct.
Mpedukc no Het
MeHsieT HacTpouKu [a

MHorokpaTHbii BBog  Hert

CuHoncue I (config-printer)>  port «port,
AprymeHTbI AprymeHT 3HaueHne  |OnucaHune
port Uenoe 4ucno |MopT npuHTEpA.
Mpumep (config-printer)> port 2012
Port changed.
MCTOpVIﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 [obGaeneHa komaHga printer port.

3.64.6 printer type

OnucaHue YcTaHOBUTL TUM NPUHTEpPA.
Mpedukc no Het
MeHsieT HacTpouKu Ha

MHorokpaTHbii BBog  Hert

Cunoncuce I (config-printer)>  type (type»
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
type cifs MpuHTep nogkntoveH yepes CIFS.
direct MpuHTEp NoAKNIYEH HENOCPEeaCTBEHHO K
YCTPOWCTBY.
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Mpumep

Uctopusa nameHeHun

(config-printer)> type direct
Type changed.

Bepcus OnucaHue

2.00 [obGasneHa komaHaa printer type.

3.65 schedule

OnucaHue

Mpedukc no

MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA
BxoxaeHue B rpynny

CuHoncuc

AprymeHTbI

UcTtopusa nameHeHun

[ocTyn Kk rpynne KoMaHg, Ansi HACTPOMKM BbibpaHHOro pacnucanuna. Ecnm
pacnvcaHue He HargeHo, kKoMmaHaa NbITaeTcs ero co3aaTtb.

KomaHaa ¢ npedurkcom no ygansieT pacnucaHue.
Oa
Oa
Oa

(config-sched)

I (config)>  schedule (name»

I (config)> no schedule (name»

AprymeHT 3HayeHue OnucaHue

name Ctpoka HasBaHwne pacnucaHus.
Bepcus OnucaHue

2.06 JobasneHa komaHaa schedule.

3.65.1 schedule action

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc
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3agaTb 0encTBUS, BbINOMHSAEMbIE COMAacHO BbIOpaHHOMY pacnucaHuio.
KomaHga ¢ npednkcomM no OTMEHSET AeNncTBuHE.

Oa

Oa

Oa

I (config-sched)>  action caction» (min» chour> «dow»

I (config-sched)> no action [ «actions» <min> <hours «dow> ]
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

AprymeHT 3HayeHue OnucaHue
action start [encTtBue Havana.
stop [encreune koHua.

min Uenoe uyucno |MUHyTHI.

hour Lenoe uucno |achi.

dow Lenoe uucno |[HW Hegenw, pasgeneHHble 3ansaTbiMu. 0 un
7 03Ha4alT BOCKPECEHbE. * 03HA4YaeT
eXeaHEeBHO.

(config-sched)> action start 0 9 1,2,3,4,5
Core::Schedule: :Manager: Updated schedule "WIFI".

Bepcus

OnucaHue

2.06

[obGaeneHa komaHaa schedule action.

3.65.2 schedule description

OnucaHue

Mpedukc no

MeHsieT HacTPOMKM

MHorokpaTHbIV BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

3apaTb onvcaHue Ansi BbiIGpaHHOro pacnmncaHus.

Komanpa c ﬂpe(bMKCOM NOo CTUpaeT onncaHue.

[a
Het

Het

I (config-sched)>

I (config-sched)> no description

description «description,

AprymeHT

3HaueHue

OnucaHue

description

CTpoka

TekcT onucaHus.

(config-sched)> description "Schedule for on/off Access Point"
Core::Schedule: :Manager: Updated description of schedule "WIFI".

Bepcus

OnucaHue

2.06

HobaeneHa komaHaa schedule description.

3.66 service cifs

OnucaHue

Bkntountb CIFS-cepsep.
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Mpedukc no Oa
MeHsieT HacTpouku Ja

MHorokpaTHbi BBog  Hert

Cunoncuce I (config)> service cifs
I (config)> no service cifs
Mpumep (config)> service cifs
CIFS server enabled.
MCTopMﬂ N3MeHeHUn Bepcuﬂ OHMcaHMe

2.00 [lobaBneHa komaHaa service cifs.

3.67 service cloud-control

OnucaHue Bkntountb cnyx6y Cloud Control. [1nst KoppeKTHOro 3anycka Tpebyetcs
WNHTEpPHeT-COeANHEHNe.

KomaHga ¢ npedkComM no OCTaHaBIMBAET CYXOy.
Mpedoumkec no Oa
MeHsieT HacTpounku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I (config)>  service cloud-control

I (config)> no service cloud-control
Mpumep (config)> service cloud-control

CloudControl::Agent: The cloud control service enabled.
UcTopus usmeHeHut  (Bepcus OnucaHue

2.05 [ob6aeneHa komaHga service cloud-control.

3.68 service dhcp

OnucaHue Bkntounts DHCP-cepsep. Ecnun ansa 3anycka cry6bl He4OCTaTOMHO HAaCTPOEK
(cm. ip dhep pool), cnyxba He BygeT oTBeyaTb No cetu. Kak TONbLKO HacTpoek
CTaHeT 4OoCTaTo4HO, Cryba BKMYMTCA aBTOMaTUYECKM.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja
[a

Het

I (config)>  service dhcp

I (config)> no service dhcp

(config)> service dhcp
service enabled.

Bepcus OnucaHue

2.00

[obGaeneHa komaHga service dhcp.

3.69 service dhcp-relay

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKH
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

BkntounTb petpaHcnaTop-DHCP. Ecnu gns 3anycka cry6bl He4OCTaTO4HO
HacTpoek (cM. ip dhcp relay lan, ip dhcp relay server, ip dhcp relay wan),
cnyxba He Byner oTBeyaTb Mo ceTh. Kak TonbKo HAaCTpPOEK CTaHET AOCTATO4YHO,
cnyx6a BKMOYMUTCA aBTOMaTUYECKM.

KomaHga ¢ npedkComM no OCTaHaBIMBAET CYXOy.
Oa
Oa

Het

I (config)>  service dhcp-relay

I (config)> no service dhcp-relay

(config)> service dhcp-relay
service enabled.

Bepcusa OnucaHue

2.00

HobaeneHa komaHaa service dhcp-relay.

3.70 service dlna

OnucaHue

Bkntountb cnyx6y DLNA. Ecnn ans 3anycka cny6bl He4OCTaTOMHO HacTpoekK
(cm. dina), cnyx6a He ByaeT oTBevaTb Mo ceTn. Kak ToNbKO HAaCTpPOeK CTaHeT
[OCTaToO4HO, Cny06a BKNHOYUTCA aBTOMaTUYECKU.
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KomaHaa ¢ npedukcom no octaHaBnmBaeT Cryxoy.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config)>  service dlna
I (config)> no service dlna
MNpumep (config)> service dlna
DLNA server enabled.
UcTopusa nameHeHun Bepcus OnucaHue

2.00 JobaeneHa komaHaa service dina.

3.71 service dns-proxy

OnucaHue Bkntountb DNS-npokcu. [1nst HaCTponKn napamMeTpoB Cry>XObl, NCNONb3ynTe
rpynny komang Pasgen 3.17 Ha cTpaHuue 75.

Mpecduke no Het
MeHsieT HacTpounku Oa

MHorokpaTtHbii BBog  Hert

Cunoncuc I(config)> service dns-proxy

Mpumep (config)> service dns-proxy
Dns::Manager: DNS proxy enabled.

MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe

2.00 HobaBneHa komaHaa service dns-proxy.

3.72 service dpi

OnucaHue Bkntountb cnyx6y DPI. [No ymonyaHuio CepBMUC OTKITIOYEH.
KomaHga ¢ npedurKcom no ocTaHaBnMBaET Cyxoy.

Mpedukc no Oa

MeHsieT HacTpomnKku Ha

MHorokpaTHbii BBog  Hert
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CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I (config)>  service dpi

I (config)> no service dpi

(config)> service dpi
Dpi::Manager: Enabled.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga service dpi.

3.73 service ftp

OnucaHue

Mpedoumkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Bkntountb FTP-cepBep anst obecnevyeHnsi nonb3oBaTenen JOCTyrnoMm K
nogkritodeHHbIM USB-HocUTensiM, HacTpoeYdHbIM dhannam u cdannam c
OOHOBNEHNSMU MUKPOMPOrpamMmmbl.

KomaHga ¢ npedkComM no OCTaHaBIMBAET CYXOy.
Oa
Oa

Het

I (config)>  service ftp

I (config)> no service ftp

(config)> service ftp
FTP server enabled.

Bepcus OnucaHue

2.00 [obaeneHa komaHaa service ftp.

3.74 service http

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM

MHorokpaTHbIN BBOJ,

Bkntountb HTTP-cepBep, KOTOPLIN NPeaoCTaBnseT Nofb3oBaTento
Web-nHtepdenc gns HacTpoinkm Keenetic lIl.

KomaHaa ¢ npedmKcom no octaHaBnMBaET CyKoy.
Oa
Oa

Het

Keenetic Il CnpaBo4YHUK kKOMaHA

223




Masa 3 OnucaHne KomaHp,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I (config)> service http

I (config)> no service http

(config)> service http
HTTP server enabled.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga service http.

3.75 service igmp-proxy

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

Bkntountb IGMP-npokcn. [ns paboTel cnyx6bl HEOOX0AUMO Hanu4mMe OgHOro
nHTepdenca upstream n xotst 6bl ogHoro nHTepdenca downstream. Ecnv gns
3anycka cny>0bl He4OCTaTOYHO HAcCTpoeK, OHa He byaeT paboTaTtb. Kak Tonbko
HaCTPOEK CTaHEeT JOCTaTOYHO, Cryba BKMOYMTCA aBTOMaTUYECKN.

KomaHaa ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Ha

Het

I (config)>  service igmp-proxy

I (config)> no service igmp-proxy

(config)> service igmp-proxy
IGMP proxy enabled.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa service igmp-proxy.

3.76 service ipsec

OnucaHue

Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIl BBOA

3anyctutb cnyx0y IPsec. Mo ymonyaHuio cnyxba oTknioveHa.
KomaHga ¢ npedukcom no octaHaBnmBaeT Cryxoy.

[a

Oa

Het
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CuHoncuc

Mpumep

UcTopusa nameHeHunmn

I(config)> service ipsec

I (config)> no service ipsec

(config)>service ipsec
IpSec::Manager: Service enabled.

Bepcus OnucaHue

2.06 [obGaBneHa komaHga service ipsec.

3.77 service ntp-client

OnucaHue

Mpedoumkc no

MeHsieT HacTpoOMnKu

MHorokpaTHbIl BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Bkntountb NTP-KNUeHT.

KomaHga ¢ npedkComM no oCTaHaBIMBAET CyXOy.
Oa

Ha

Het

I (config)>  service ntp-client

I (config)> no service ntp-client

(config)> service ntp-client
NTP client enabled.

Bepcus OnucaHue

2.00 [lobaeneHa komaHga service ntp-client.

3.78 service snmp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO,

CuHoncuc

3anyctutb cnyx6y SNMP . Mo ymonuyaHuto cryxba oTkIoveHa.
KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.

Oa

Oa

Het

I (config)>  service snmp

I (config)> no service snmp
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Mpumep

Uctopusa nameHeHun

(config)> service snmp

Snmp: :Manager: SNMP service was enabled.
(config)> no service snmp

Snmp: :Manager: SNMP service was disabled.

Bepcus OnucaHue

2.08 [obGaBneHa komaHaa service snmp.

3.79 service telnet

OnucaHue

Mpedukc no
MeHsieT HacTpoOuKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

BkntounTb cepBep telnet, koTopbIn NpegocTasnseT nonb3oBaTento UHTepdenc
KOMaHAHOW CTPOKM AN HAaCTPOMKM YCTPOUCTBA.

KomaHga ¢ npedukcom no octaHaenmeaeT cnyxoy.
Oa
Ha

Het

I (config)>  service telnet

I (config)> no service telnet

(config)> service tel
Telnet server enabled.

Bepcus OnucaHue

2.00 [obasneHa komaHaa service telnet.

3.80 service torrent

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

BkntounTb BitTorrent-knneHT gns obecnedeHuns nons3osarenen obLLMM 4OCTYNOM
k bonbwmm cdannam (cbunemam, TB-L1oy) nocpeacTBOM NUPUHIOBOTO CETEBOIO
npoTokona.

KomaHga ¢ npedkCoM no OCTaHaBIMBAET CYyXOY.
Oa
Ha

Het

I (config)>  service torrent
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Mpumep

UcTopusa nameHeHun

I (config)> no service torrent

(config)> service torrent
server enabled.

Bepcus OnucaHue

2.00

JobaBneHa komaHaa service torrent.

3.81 service udpxy

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb criyx0y udpxy.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa

Ha

Het

I (config)>  service udpxy

I (config)> no service udpxy

(config)> service udpxy
Udpxy: :Manager: a service enabled.

Bepcus OnucaHue

2.03

HobaBneHa komaHga service udpxy.

3.82 service upnp

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

Bkntountb cnyx6y UPnP.

KomaHaa ¢ npedukcom no octaHaBnmnBaeT cryxoy.
[a

Oa

Het

I (config)>  service upnp

I (config)> no service upnp
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.00

[obGaBneHa komaHda service upnp.

3.83 service vpn-server

OnucaHue

Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA

CunHoncuc

Mpumep

Uctopus nameHeHumn

3.84 show

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIN BBOA,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHum

BkntounTb cepeep VPN.

Komanpa c I'Ipe(bVIKCOM NO OCTaHaBlnnBaeT CJ'Iy)K6y.

Ja
Oa

Het

| (config)>

service vpn-server

I (config)> no service vpn-server

(config)> service vpn-server
Core::Configurator: done.

Bepcus

OnucaHue

2.04

[oGaBneHa komaHga service vpn-server.

JlocTyn K rpynne KoMaHg As1si IPOCMOoTpa AMarHOCTUYECKOW MHpopMaLm o
cucteme. Bce komaHabl 3TON rpynnbl HE M3MEHSIIOT CUCTEMHbLIE HACTPOWKY.

Het
Het
Het

(show)

I (config)>

show

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show.

3.84.1 show access

OnucaHue

MokasaTb Nonb3oBaTenbCKUM OCTYN K katanory Ha USB-ycTpoicTtse.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

Het

Het

Het

I (show)> access «directory»

AprymeHT 3HayeHue OnucaHue

directory Ctpoka MyTb k kKaTanory Ha USB-ycTponicTBe.

(show)> access PENDRIVE:doc

user:
name: admin
assigned: write
effective: write
exists: yes
user:
name: test
assigned: read
effective: read
exists: yes

Bepcus

OnucaHue

2.00

[obasneHa komaHaa show access.

3.84.2 show associations

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,
Tun nHtepdpenca

CuHoncuc

AprymeHTbl

MokasaTb cnMcok 6ecnpOBOAHLIX CTAaHLUMIA, CBA3aHHbIX C TOYKOW gocTtyna. Ecnn
BbINOMHUTL KOMaHAy 6e3 aprymeHTa, TO Ha akpaH OyaeT BbiBE4EH BECb CMMCOK
©ecnpoBOAHbIX CTaHLUMN.

Het
Het
Het

Access Point

I (show)> associations [ <name> ]
AprymeHT 3Ha4yeHue OnucaHue
name CTpoka HassaHue Touku gocTtyna. Cnncok JOCTYMHbIX

Ans Bblbopa To4ek A0CTyna MoOXHO yBUAETb

BBeOs KomaHay associations ?.
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Mpumep

Uctopusa nameHeHun

(show)> associations GuestWiFi

station:
mac: 10:0b:a9:2f:d7:d0
ap: 1
authenticated: 1
txrate: 54
station:
mac: a0:88:b4:40:9c:98
ap: 1
authenticated: 1
txrate: 54
Bepcus OnucaHue
2.00 [lobaeneHa komaHga show associations.

3.84.3 show cifs

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Mokasatb ctatyc CIFS-cepBepa.
Het
Het
Hert
I(shomo> cifs
(show)> cifs
enabled: yes
master: no
automount: yes
permissive: yes
share:

mount: 9430B54530B52EDC:
label: 9430B54530B52EDC

description:
active: no
Bepcus OnucaHue
2.00 [obaeneHa komaHaa show cifs.
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3.84.4 show clock date

OnucaHue
Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lMokasaTb TeKyllee CUCTEMHOE BpPEMS.
Het
Het

Hert
I(shomo> clock date

(show)> clock date

date:
weekday: 4
day: 24
month: 5
year: 2012
hour: 23
min: 50
sec: 6
msec: 275
dst: inactive

tz:
locality: Moscow
stdoffset: 14400
dstoffset: -1

Bepcus OnucaHue

2.00 [obasneHa komaHaa show clock date.

3.84.5 show clock timezone-list

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

MokazaTb CNNCOK LOCTYMHbLIX YACOBbIX MOSICOB.
Het
Het

Het
I(shom0> clock timezone-list

(show)> clock timezone-list

timezones:
tz:
locality: Adak
stdoffset: -36000
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UcTopusa nameHeHun

3.84.6 show crypto ike key

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHThl

Mpumep

dstoffset: -32400
tz:
locality: Aden
stdoffset: 10800
dstoffset: -1
tz:
locality: Almaty
stdoffset: 21600
dstoffset: -1
tz:
locality: Amsterdam
stdoffset: 3600
dstoffset: 7200
tz:
locality: Anadyr
stdoffset: 43200
dstoffset: -1
Bepcus OnucaHue
2.00 JobasneHa komaHaa show clock timezone-list.

MokasaTb MHopmaLnto o BbIbpaHHOM Krtode /KE. Ecriv BbINONMHUTDL KOMaHAy
6e3 aprymeHTa, To BeCb crnmcok /KE kntovelt 0yaoet BbiIBEAEH Ha 3KpaH.

Het
Het

Het

I (show)> crypto ike key [name]

AprymeHT

3HauyeHue

OnucaHue

name

Ctpoka

HasBaHune BbIGpaHHoro /KE kntoya.

(show)> crypto ike key

IpSec:

ike key, name = test:
type: address

id: 10.10.10.10

ike key, name = test2:
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type: any
id: »
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.06 HobasneHa komaHaa show crypto ike key.

3.84.7 show crypto map

OnucaHue

MokasaTb HopMaLnto o BbIbDpaHHOW kpunTokapTte IPsec. Ecniv BbINONHUTD

komaHay 6e3 aprymeHTa, TO BECb CMIMCOK KpunToKapT /Psec GyneT BolBEAeH Ha

3KpaH.
Mpecduke no Het
MeHsieT HacTpouku Het
MHorokpaTHbii BBog  Hert

CuHoncnc I(showy>crypto map [map - name]
AprymeHThbI AprymeHT 3HaueHue Onucanue

map - name CTpoka HasBaHwve BbIOpaHHOM KpUNTOKapPTI.
Mpumep (show)> crypto map test

IpSec:
crypto map, name = test:
config:

remote peer:
crypto _ipsec profile name:
mode:

ipsec.example.com
profl
tunnel

local network:

net: 172
mask: 24

.16.200.0

protocol: IPv4

remote network
net: 172
mask: 24

.16.201.0

protocol: IPv4

status:
primary peer: true

phasel:

name: test

unique id: 572

ike state: ESTABLISHED
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establish time:
rekey time:
reauth time:
local addr:
remote addr:
ike version:
local spi:
remote spi:
local init:
ike cypher:
ike hmac:

ike dh group:

1451301596

0

1451304277
10.10.10.15
10.10.10.20

2
00abebfc9d90f1c2
3cd201ef496df75¢
yes

aes-cbc-256

shal

2

phase2 sa list:

phase2 sa, index = 0:
unique id: 304
request id: 185
sa_state: INSTALLED
mode: TUNNEL
protocol: ESP
encapsulation: yes
local spi: ca59bfcf
remote spi: cde23d83
ipsec_cypher: esp-aes-256
ipsec _hmac: esp-shal-hmac
ipsec_dh group:
in bytes: 7152
in packets: 115
in time: 1451302507
out bytes: 6008
out packets: 98
out time: 1451302507
rekey time: 1451305159
local ts: 172.16.200.0/24
remote ts: 172.16.201.0/24
state: PHASE2 ESTABLISHED
UcTopusa usmeHeHnt  (Bepcus OnucaHue
2.06 [o6GasneHa komaHaa show crypto map.

3.84.8 show dIna

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

Mokasatb ctatyc DLNA-cepBepa.
Het
Het

Het
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CuHoncuc I (show)> dlna
Mpumep (show)> dlna

running: yes
Uctopus nameHeHumn Bepcus OnucaHue

2.00 JobaeneHa komaHaa show dina.

3.84.9 show dot1x

OnucaHue lMNokasaTb cocTosiHue knmeHTa 802.1x Ha uHTepdence. [1ns BO3MOXHOCTH
yrnpaBnenuns coctosHmeMm knmeHTa 802.1x Ha nHTepderice aormkHa ObiTb
HaCTpOeHa aBTopm3aLms Npu nomMoLLm rpynnel komaHg interface authentication.

Mpedoumkec no Het
MeHsieT HacTpouku Het
Tun nHtepdpenca Ethernet

MHorokpaTHbii BBog  Hert

CuHoncue I (show)>  dotlx[interface]
AprymeHThI AprymeHT 3HavyeHue OnucaHue

interface Nms HaseaHue nHtepdelica Ethernet. Cnncok

MHTepgesica |QOCTYNHbIX ANsi Boibopa MHTEpPdENCOB
MOXHO yBUAeTb BBeas komaHay dot1x 2.
Mpumep (config)> show dotlx ISP
dotlx:
id: Switch@/Vlan2
state: CONNECTING

Core::Configurator: done.

UcTopus usmeHeHnit  (Bepcus OnucaHue

2.02 [JobasneHa komaHga show dot1x.

3.84.10 show dpi hosts

OnucaHue lMokasaTb CNMCOK XOCTOB, onpeneneHHbix cnyxbom DPI, nx onepaunoHHyo
CUCTEMY 1 CMINCOK NPUMOXEHNIA Ha HUX.
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Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert

Cunoncuc I(shom0> dpi hosts
Mpumep (show)> dpi hosts
host:
mac: 20:aa:4b:5c:09:0e

class _name: unknown

device name: unknown

flow types:

flow type: skype

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [o6GasneHa komaHaa show dpi hosts.

3.84.11 show drivers

OnucaHue lNokasaTb CMCOK 3arpyXeHHbIX ApanBepoB aapa.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I(shom0> drivers
Mpumep (show)> drivers
module:

name: rt2860v2 sta
size: 546736
used: 0
subs: -

module:
name: rt2860v2 ap
size: 554192

used: 2
subs: -
module:
name: rndis host
size: 5024
used: 0
subs: -
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Uctopusa nameHeHun

module:
name: dwc_otg
size: 68416
used: 0
subs: -
module:
name: 1m
size: 1344
used: 1

subs: dwc otg, [permanent]

Bepcus OnucaHue

2.00 JobaBneHa komaHaa show drivers.

3.84.12 show interface

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb faHHble yKazaHHOro uHTepderica. Ecnu BeINONHUTL KOMaHay 6e3
aprymeHTa, TO Ha 3KkpaH OygeT BbiBejeH BECb CMIUCOK CETEBbIX MHTEPEENCOB.

Het
Het
Het

P

I (show)>  interface <name,

AprymeHT 3HayeHue OnucaHue
name Nms MonHoe ums nnn NncesgoHUM NMHTepdeinca,
MHTEepgesica |MHopMauuo o KoTopoM Tpebyetcs
oTObOpa3snThb.

Mpumep 3.1. MpocMOTp COCTOSAHUA NOPTOB KOMMYyTaTOopa

KomaHga show interface BbiBOAUT pasnuyHyo MHGOPMAaLMIO B 3aBUCUMOCTM OT
TMna uHTepdenca. B yactHocTH, ansg kommyTtaTopa Switch@ oHa noMMmo obLwmx
cBeJeHU NoKasbIBaET TeKylllee COCTosAHME PU3NYECKUX NOPTOB, CKOPOCTb U
aynnekc.

config)> show interface Switch®

index: 0

type: Switch
description:

state: up
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UcTopusa nameHeHun

link: up

port, index = 1:
link: up
speed: 100M

duplex: full
port, index = 2:

link: down
speed:
duplex:
port, index = 3:
link: down
speed:
duplex:
port, index = 4:
link: down
speed:
duplex:
port, index = 5:
link: up
speed: 100M

duplex: full

Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface.

3.84.13 show interface bridge

OnucaHue
Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

Tun nHTepcpenca

CuHoncuc

AprymeHThbl

BbiBoa

238

[NokasaTb COCTOSIHME MHTEepdenca MocTa.
Het
Het
Het

Bridge

I(shom0> interface name> bridge

AprymeHT 3HayeHue OnucaHue

name Wmsa nHTepgerica|lNonHoe NMst UNu NCeBOOHUM
nHTepdenca, uHpopmaLumo o
KOTOpoM TpebyeTcst oTobpasunTh.

AnemMeHT 3HayeHue

members KopHeBon y3en.

interface Nms nHtepdpenca.

link CocTosiHMe coeguHeHust nHtepdenca.
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OnemMeHT 3Ha4yeHue
inherited Mpu3Hak HacnegoBaHus.
Mpumep (show)> interface Bridgel bridge
members:

interface, link = no, inherited = yes:
WifiMaster0/AccessPoint2
interface, link = yes: UsbLte0

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.03 HobasneHa komaHaa show interface bridge.

3.84.14 show interface channels

OnucaHue Moka3aTb gaHHbIe O KaHanax ykasaHHoro 6ecrnpoBofHoro nHTepdeica.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert
Tun nHtepdenca Radio

Cuuoncue I (show)>  interface <name> channels

AprymeHThI AprymeHT 3HaveHue OnucaHue
name Nms lMonHoe nms unn NncesgoHUM NHTepeinca,
MHTEepgerica |MHopmauuo o KoTopom Tpebyercs
oTobpasunThb.
BuiBop 3nemeHT 3HaueHue
channels KopHeBom y3en.
channel, index Howmep 3anucu B cnucke.
number Howmep kaHana.
ext-40-above B03MOXHOCTb pacLuMpeHus KaHana BBepxX.
ext-40-below B03MOXXHOCTb pacLuMpeHust KaHana BHU3.
vhc-80 BosmoxxHOCTb pacumpeHus kaHana go 80 My,
MNpumep (show)> interface WifiMaster® channels
channels:
channel, index = 0:
number: 1
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UcTtopusa nameHeHun

ext-40-above: yes
ext-40-below: no
vht-80: yes

channel, index =
number: 2
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 3
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 4
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 5
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 6
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 7
ext-40-above: yes
ext-40-below: yes
vht-80: yes

channel, index =
number: 8

ext-40-above: yes

ext-40-below: yes

vht-80: yes
Bepcus OnucaHue
2.03 [obaeneHa komaHga show interface channels.
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3.84.15 show interface country-codes

OnucaHue
Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

BbiBOa

Mpumep

[NokasaTb CIMCOK OOCTYMNHLIX KaHanoB Ha paguo-uHTepgence.

Het
Het
Het

Radio

I(shom0> interface (name»> country-codes

AprymeHT 3HayeHue OnucaHue

name Mms unteppesica|lonHoe NMSA UMK NCEBAOHUM

nHTepdenca, nHpopmaumio o

KOTOpoM TpebyeTcsi oTo6pasunTb.

AnemMeHT 3HayeHue
country-codes KopHeBon y3en.
code Kog cTpaHbl.
country HasBaHwue cTpaHbl.

(show)> interface WifiMaster® country-codes

country-codes:
country-code:

code:
country:

country-code:

code:
country:

country-code:

code:
country:

country-code:

code:
country:

country-code:

code:
country:

AL
Albania

DZ
Algeria

AR
Argentina

AM
Armenia

AU
Australia
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.03 HobaeneHa komaHaa show interface country-codes.

3.84.16 show interface mac

OnucaHue MokasaTb Tabnuuy MAC-agpecoB kommyTaTopa.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTtHbii BBog  Hert

Tun nHtepcpenca Switch
CuHoncue I (show)>  interface <name> mac
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
name Nms lMonHoe nms nnn NncesgoHUM NHTepdeinca,
MHTEpgerica |MHopmauuo o KoTopom Tpebyercs
oTobpasunTb.
Mpumep (show)> interface Switch0 mac
Port MAC Aging
1 20:6a:8a:1a:58:e9 1
3 cc:5d:4e:4f:aa:b2 1
3 cc:5d:4e:4f:aa:b2 3
1 01:00:5e:00:00: fc 7
MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OnucaHMe
2.00 [obasneHa komaHaa show interface mac.
3.84.17 show interface rf e2p
OnucaHue MokasaTb Tekylllee CoaepKMMoe BCex sueek KannubpoBOYHbIX AaHHbIX.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  Hert
Tun nHtepcpenca Radio

CuHoncuc I (show)>  interface name> rf e2p
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AprymeHThI AprymeHT

3HavyeHue

OnucaHue

name

msa

MHTEepdelica

MonHoe nms nnn NncesgoHUM NHTepdeinca,

MHpopMaLIMIo O KOTOPOM TpebyeTcs

oTobpasnThb.

MNpumep (show)> interface WifiMaster0 rf e2p

[0x0000]
[0x0008]
[0x0010] :
[0x0018]
[0x0020]
[0x0028]:
[0x0030]
[0x0038]
[0x0040]
[0x0048]
[0x0050]
[0x0058] :
[0x0060]
[0x0068]
[0x0070] :
[0x0078]
[0x0080]
[0x0088] :
[0x0090]
[0x0098]
[Ox00A0] :
[0x00A8]
[0x00B0O]
[0x00B8] :
[0x00C0O]
[0x00C8]
[0x00D0O] :
[0x006D8]
[Ox00EOQ]
[OXOOE8] :
[0x00F0]
[Ox00F8]
[0x0100]
[0x0108]
[0x0110]
[0x0118]:
[0x0120]
[0x0128]
[0x0130]:
[0x0138]
[0x0140]
[0x0148]:
[0x0150]
[0x0158]
[0x0160] :

15392
:042B

0000

10001
: FFFF

43EC

:758E
: FFFF
:88CC
10000
: FFFF

1011

11111
11313

00F1

10000
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: AAAA

AAAA

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

[0x0002]
[0x000A]

[0x001A]
[0x0022]

[0x0032]
[0x003A]
[0x0042]
[0x004A]
[0x0052]

[0x0062]
[0x006A]

[0x007A]
[0x0082]

[0x0092]
[0x009A]

[Ox00AA]
[0x00B2]

[0x00C2]
[0x00CA]

[0x06DA]
[Ox00E2]

[Ox00F2]
[OxO0FA]
[0x0102]
[0x010A]
[0x0112]

[0x0122]
[0x012A]

[0x013A]
[0x0142]

[0x0152]
[0x015A]

10103
15392
[0x0012] :
: FF6A
:FFC1
[0x002A] :
14301
:012D
: FFFF
10000
11111
[0X005A] :
11211
11413
[0x0072] :
10000
: FFFF
[0x008A] :
: FFFF
: FFFF
[0X00A2] :
: FFFF
: FFFF
[0X0OBA] :
: FFFF
: FFFF
[0x06D2] :
: FFFF
16688
[0XOOEA] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x011A] :
: FFFF
: FFFF
[0x0132] :
: FFFF
: FFFF
[0x014A] :
: FFFF
: FFFF
[0x0162] :

5392

04F6

1010

1133

FFFF

FFFF

FFFF

FFFF

6688

FFFF

FFFF

FFFF

FFFF

[0x0004]
[0x000C]

[0x001C]
[0x0024]

[0x0034]
[0x003C]
[0x0044]
[0x004C]
[0x0054]

[0x0064]
[0x006C]

[0x007C]
[0x0084]

[0x0094]
[0x009C]

[0x00AC]
[0x00B4]

[0x00C4]
[0x00CC]

[0x00DC]
[0x00E4]

[0x00F4]
[0x00FC]
[0x0104]
[0x010C]
[0x0114]

[0x0124]
[0x012C]

[0x013C]
[0x0144]

[0x0154]
[0x015C]

1 43EC
11814
[0x0014] :
10213
19201
[0x002C] :
:FF22
: FFFF
: FFOA
10000
11111
[0x005C] :
11212
11414
[0x0074] :
10000
: FFFF
[0x008C] :
: FFFF
: FFFF
[0x00A4] :
: FFFF
: FFFF
[0x00BC] :
: FFFF
: FFFF
[0x60D4] :
: FFFF
: AAAA
[0XBOEC] :
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x011C] :
: FFFF
: FFFF
[0x0134] :
10000
: FFFF
[0x014C] :
: FFFF
: FFFF
[0x0164] :

1814

052B

1010

0000

FFFF

FFFF

FFFF

FFFF

AAAA

FFFF

FFFF

FFFF

FFFF

[0x0006]
[0x000E]
[0x0016]
[0x001E]
[0x0026]
[0x002E]
[0x0036]
[0x003E]
[0x0046]
[0Xx004E]
[0x0056]
[0x005E]
[0x0066]
[0x006E]
[0x0076]
[0Xx007E]
[0x0086]
[0x008E]
[0x0096]
[0x009E]
[0x00A6]
[0X00AE]
[0x00B6]
[0x00BE]
[0x00C6]
[0x00CE]
[0x00D6]
[0xOODE]
[0XO0EG]
[OXOOEE]
[0x00F6]
[OXOOFE]
[0x0106]
[0x010E]
[0x0116]
[0x011E]
[0x0126]
[0x012E]
[0x0136]
[0x013E]
[0x0146]
[0x014E]
[0x0156]
[0x015E]
[0x0166]

: 04F6
18001
10000
: FFFF
: FFFF
: FFFF
10025
: FAD9
10000
: FFFF
11111
11010
11312
12264
:FC62
10000
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
16666
16688
16688
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
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UcTopusa nameHeHun

[0x0168]
[0x0170]
[0x0178]
[0x0180]
[0x0188]
[0x0190] :
[0x0198]
[0x01A0]
[0x01A8]:
[0x01BO]
[0x01B8]
[0x01CO]:
[0x01C8]
[0x01DO]
[6x01D8] :
[0xO1EO]
[0xO1E8]
[OxO1FO] :
[0xO1F8]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF
: FFFF

FFFF

: FFFF

[0x016A]
[0x0172]
[0x017A]
[0x0182]
[0x018A]

[0x019A]
[0x01A2]

[0x01B2]
[0x01BA]

[0x01CA]
[0x01D2]

[0x01E2]
[Ox01EA]

[OxO1FA]

: FFFF
: FFFF
: FFFF
: FFFF
: FFFF
[0x0192] :
: FFFF
: FFFF
[0X01AA] :
: FFFF
: FFFF
[0x01C2] :
: FFFF
: FFFF
[0xO1DA] :
: FFFF
: FFFF
[0x01F2] :
: FFFF

FFFF

FFFF

FFFF

FFFF

FFFF

[6x016C] :FFFF [Ox016E]:FFFF
[6x0174]:FFFF [0x0176]:FFFF
[6x017C]:FFFF [Ox017E]:FFFF
[0x0184]:FFFF [0x0186]:FFFF
[6x018C]:FFFF [Ox018E]:FFFF
[0x0194]:FFFF [0x0196]:FFFF
[6x019C] : FFFF [Ox019E] :FFFF
[0x01A4]:FFFF [0x01A6]:FFFF
[0x01AC] :FFFF [OxO1AE]:FFFF
[0x01B4]:FFFF [0x01B6]:FFFF
[6x01BC]:FFFF [Ox01BE]:FFFF
[6x01C4]:FFFF [0x01C6]:FFFF
[6x01CC]:FFFF [Ox01CE]:FFFF
[6x01D4]:FFFF [0x01D6]:FFFF
[6x01DC] :FFFF [OxO1DE] :FFFF
[0x01E4]:FFFF [Ox01E6]:FFFF
[0x01EC] : FFFF [OxO1EE]:FFFF
[0x01F4]:FFFF [Ox01F6]:FFFF
[0x01FC]:FFFF [OxO1FE]:FFFF

Bepcus

OnucaHue

2.04

[o6GasneHa komaHga show interface rf e2p.

3.84.18 show interface stat

OnucaHue lNokasaTb CTaTUCTUKY NO MHTEPIENCY.
Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Cunoncue I(shom0> interface (name> stat
AprymeHThI AprymeHT 3HaueHne |OnucaHue
name Wmsa MonHoe umsa nHTepdenca Unm NCEBOOHNM.
WHTEppelica
Mpumep (show)> interface Home stat
rxpackets: 564475
rxbytes: 68729310
rxerrors: 0
rxdropped: 0
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Uctopusa nameHeHun

txpackets: 796849

txbytes: 870960214

txerrors: 0

txdropped: 0

Bepcus

OnucaHue

2.00

[obaeneHa komaHga show interface stat.

3.84.19 show interface wps pin

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIli BBOA,
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

BbiBog

Mpumep

UcTopusa nameHeHum

Mokasate WPS PIN Toukm goctyna.

Het

Het

Het

WiFi

I (show)>  interface <name> wps pin

AprymeHT 3HayeHue OnucaHue

name Ums [MonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEepderica

AnemeHT 3HayeHue

pin Homep PIN.

(show)> interface WifiMaster0/AccessPoint0® wps pin

pin: 60180360

Bepcus

OnucaHue

2.00

[o6asneHa komaHaa show interface wps pin.

3.84.20 show interface wps status

OnucaHue

Mpedukec no

MokasaTtb ctatyc WPS Toukun goctyna.

Het
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MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Tun nntepcpenca WiFi

Cunoncuc I(shom0> interface name» wps status

AprymeHTbI AprymeHT 3HaveHue OnucaHue
name Ums [MonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTEeppelica
BuiBoa 3nemeHT 3HaueHue
wps KopHeBon y3en.
configured HactpoeH nn WPS ansa gaHHoOM Touku gocTyna.
auto-self-pin CocTtosiHMe pexuma auto-self-pin.
status disabled
enabled
active
direction send
receive
mode pbc
self-pin
peer
left Bpems 0o 3akpblTus ceccum B CeKyHAax.
MNpumep (show)> interface WifiMaster0/AccessPoint0@ wps status
wps:

configured: yes
auto-self-pin: yes
status: active
direction: send
mode: self-pin
left: infinite

UcTopus usmeHeHut  (Bepcus OnucaHue

2.00 [obaeneHa komaHga show interface wps status.
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3.84.21 show ip arp

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopus nameHeHunmn

OtobpaxaeT cogepxnmoe kewa ARP.

Het
Het

Het

I (show)>  iparp

(show)> ip arp

IP MAC Interface
192.168.75.209 9c:b7:0d:91:e7:31  Home
82.135.72.150 00:0e:0c:09:db:60 ISP
192.168.75.106 88:53:2e:5e€:07:1d  Home
192.168.75.201 7c:61:93:eb:6c:77 Home
192.168.75.203 00:19:d2:48:d6:dc  Home
10.10.30.34 a0:88:b4:40:9¢c:98 GuestWiFi
192.168.75.203 7Cc:61:93:ee:88:67 Home
192.168.75.211 00:26:c7:4a:e0:16  Home
82.138.72.163 34:51:¢9:¢c6:53:cf ISP
192.168.75.200 60:d8:19:cb:1b:36  Home
192.168.75.204 4c:0f:6e:4b:3c:ba  Home
82.138.72.129 00:30:48:89:b5:9f ISP
Bepcus OnucaHue

2.00 [obGasneHa komaHga show ip arp.

3.84.22 show ip dhcp bindings

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

AprymeHTbI

MokaszaTk ctatyc DHCP-server. Ecnv BbINONHWUTL KOMaHay 6e3 aprymeHTa, To Ha

3KpaH 6y,u,eT BbIBEEH BECb CNNCOK BblAeneHHbIX |IP ans Bcex nynos.

Het
Het

Het

I (show)>  ip dhcp bindings [ «pool; ]

AprymeHT

3HavyeHue

OnucaHue

pool

CTpoka

Nma nyna.
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Mpumep

Uctopusa nameHeHun

(show)> ip dhcp bindings _WEBADMIN

lease:
ip: 192.168.15.211
mac: 00:26:c7:4a:e0:16
expires: 289
hostname: lenovo
lease:
ip: 192.168.15.208
mac: 00:19:d2:48:d6:dc
expires: 258
hostname: evo
Bepcus OnucaHue
2.00 HobasneHa komaHaa show ip dhep bindings.

3.84.23 show ip dhcp pool

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

MokasaTtb nHcdopmaumo 06 onpegeneHHom nyne. Ecnu BbINONHUTL KOMaHAy 6e3
aprymeHTa, TO Ha 9KpaH byaeT BbiBegeHa MHpopmaumsi 060 BCex nynax cMcTeMbl.

Het
Het
Het
I(shom0> ip dhcp pool [ (pool> ]
AprymeHT 3HavyeHue OnucaHue
pool CTpoka Wmsa nyna.
(show)> ip dhcp pool 123

pool, name = 123:

interface, binding =

network: 0.0.0.0/0
begin: 0.0.0.0

end: 0.0.0.0
router, default = yes:
lease, default = yes:

state: down

auto:

0.0.0.0
25200

debug: no
Bepcus OnucaHue
2.03 [o6asneHa komaHga show ip dhep pool.
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3.84.24 show ip ftp

OnucaHue lMokasaTb gOMaLLHWeE KaTanoru nonb3oBatenen, nmetowmx Ter ftp.
Mpedouke no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog Het

CuHoncuc I(Sh0M0> ip ftp

Mpumep (show)> ip ftp

enabled: yes
permissive: yes

user:
name: admin
root: E:/
path: /tmp/mnt/E//

user:
name: torrent
root:
path:

Core::Configurator: done.

VlCTopVIﬂ N3MEeHeHUn Bepcuﬂ OnucaHue

2.08 [o6aeneHa komaHga show ip ftp.

3.84.25 show ip name-server

OnucaHue MokaszaTb cnucok Tekywmx agpecoB DNS-cepBepoB B nopsigke yObiBaHUS
npvopurera.

Mpedukc no Het

MeHsieT HacTponku Het

MHorokpaTHbii BBog  Hert

CuHoncuc I(shom0> ip name-server
Mpumep (show)> ip name-server
server:
address: 82.131.72.251
domain:
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Uctopusa nameHeHun

global: no

server:

address:
domain:
global: no

server:

address:
domain:

global: yes

82.131.72.15

82.132.76.130
zydata.ru

Bepcus

OnucaHue

2.00

[o6GasneHa komaHga show ip name-server.

3.84.26 show ip nat

MokasaTb Tabnuuy TpaHCNALUMKN CeTeBbIX apecoB.

OnucaHue

Mpedoumkec no Het
MeHsieT HacTpouku Het
MHorokpaTtHbii BBog  Hert
Cunoncuc I(shom0> ip nat [tcp]
AprymeHTbI AprymeHT 3HaueHne |OnucaHue
tcp Knwyesoe Tonbko 3anucu ¢ Tunom TCP 6yayT
c/10BO BbIBEAEHbI HA 3KPaH.
Mpumep (show)> ip nat
Type | In | Source Port Destination Port Packets
| Out |
udp 10.1.30.34 6482 111.221.77.159 40005 1
111.221.77.159 40005 82.138.7.164 6482 1
udp 220.27.130.179 6896 82.138.7.164 28197 1
192.168.15.204 28197 220.27.130.179 6896 1
tcp 10.1.30.33 57474 78.141.179.15 12350 12
78.141.179.15 12350 82.138.7.164 57474 11
udp 10.1.30.34 6482 84.201.228.162 44423 11
84.201.228.162 44423 82.138.7.164 6482 16
tcp 10.1.30.34 46655 96.55.147.21 443 2
96.55.147.21 443  82.138.7.164 46655 0
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Uctopusa nameHeHun

udp 10.1.30.34

213.199.179.158 40006 82.138.7.164

6482 213.199.179.158 40006 1

6482 1

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa show ip nat.

3.84.27 show ip route

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

MokaszaTb TekyLlylo Tabnuuy MapLipyTM3auum.

Het
Het
Het
I (show)>  ip route[sort «criterias«direction]
AprymeHT 3HavyeHue OnucaHue
direction ascending |3anucu Tabnuubl MapLipyTM3aumm oygoyT
YNOpsiA0Y€eHbl NO BO3pacTaHuHo.
descending |3anucu Tabnuubl mapLipyTusaumm byoyT
YNopsifoY€eHbI NO yObIBAHMIO.
criteria interface |CopTupoBka 3anvcen OyaeT ocyllecTBneHa
no UMeHn nHtepdenca.
gateway CopTupoBka 3anucen 6ygeTt ocyLLeCcTBIeHa
no agpecy Lunw3a.
destination|CopTupoBka 3anucen bygeT ocyLlecTBreHa
no agpecy HasHa4yeHusl.

(show)> ip route sort destination ascending

Destination Gateway Interface Metric
0.0.0.0/0 82.138.7.129 ISP 0
10.1.30.0/24 0.0.0.0 GuestWiFi 0
82.138.7.27/32 0.0.0.0 PPTPO 0
82.138.7.32/32 0.0.0.0 PPTPO 0
82.138.7.128/26 0.0.0.0 ISP 0
82.138.7.132/32 82.138.7.129 ISP 0
82.138.7.141/32 82.138.7.129 ISP 0
89.179.183.128/26 82.138.7.138 ISP 0
192.168.15.0/24 0.0.0.0 Home 0
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UcTopusi usmeHeHnit  |Bepcusi onucaHue

2.00 [obGaeneHa komaHga show ip route.
3.84.28 show ipsec
OnucaHue MokasaTb uHopmaumio o coctosiHum IPsec/IKE cnyxbbl strongSwan.
Mpedukc no Het
MeHsieT HacTpouKu Het
MHorokpaTHbIi BBog  Hert

CuHoncuc

Mpumep

I(shom0> ipsec
(show)> ipsec
ipsec statusall:

Status of IKE charon daemon (strongSwan 5.3.4, Linux 2.6.36, »
mips):
uptime: 6 days, since Dec 22 10:23:36 2015
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: »
0/0/0/0, scheduled: 10
loaded plugins: charon aes des shal sha2 md5 random nonce »
openssl xcbc cmac hmac attr kernel-netlink socket-default stroke »
updown eap-mschapv2 eap-dynamic xauth-generic xauth-eap »
error-notify systime-fix
Listening IP addresses:
192.168.1.1
10.10.10.15
Connections:
test: %any...ipsec.example.org IKEv2, dpddelay=10s
test: local: [ipsec.example.org] uses pre-shared key »
authentication
test: remote: [ipsec.example.com] uses pre-shared key »
authentication
test: child: 172.16.200.0/24 === 172.16.201.0/24 TUNNEL, »
dpdaction=restart
Security Associations (1 up, 0 connecting):
test[572]: ESTABLISHED 24 minutes ago, »
10.10.10.15[ipsec.example.org]...10.10.10.20[ipsec.example.com]
test[572]: IKEv2 SPIs: 00abebfc9d90flc2 i* »
3cd201ef496df75¢c r, pre-shared key reauthentication in 20 minutes
test[572]: IKE proposal: »
AES CBC=256/HMAC_SHA1l 96/PRF HMAC SHA1/MODP_1024/#
test{304}: INSTALLED, TUNNEL, reqid 185, ESP in UDP SPIs: »
cab9bfcf i cde23d83 o
test{304}: AES CBC 256/HMAC SHA1l 96, 10055 bytes i (164 »
pkts, 0s ago), 10786 bytes o (139 pkts, 0s ago), rekeying in 34 »
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minutes
test{304}: 172.16.200.0/24 === 172.16.201.0/24
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06

[o6GasneHa komaHaa show ipsec.

3.84.29 show ipv6 addresses

OnucaHue lMokasaTb cnncok Tekywux IPv6-agpecos.
Mpedoumkec no Het
MeHsieT HacTpouku Het

MHorokpaTtHbii BBog  Hert

Cunoncuc I(shomo> ipv6 addresses
Mpumep (show)> ipv6 addresses
address:
address: 2001:db8::1
interface: ISP
valid-lifetime: infinite
address:
address: 2001:db8::ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd3c:4268:1559:0:ceb5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
address:
address: fd01l:db8:43:0:ce5d:4eff:fedf:aab2
interface: Home
valid-lifetime: infinite
MCTOpVIFl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00

[obGaeneHa komaHga show ipv6 addresses.

3.84.30 show ipv6 prefixes

OnucaHue MokasaTtb cnucok Tekywmx IPv6-npedukcos.
Mpedukc no Het
MeHsieT HacTpoukm Het
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MHorokpaTHbii BBog  Hert

CunHoncuc

Mpumep

UcTopusa nameHeHum

I(shom0> ipv6 prefixes
(show)> ipv6 prefixes

prefix:

prefix:

interface:
valid-lifetime:
preferred-lifetime:

prefix:

prefix:

2001:db8:
ISP
infinite
infinite

:/64

fd3c:4268:1559::/48

interface:

valid-lifetime:
preferred-lifetime:

infinite
infinite

prefix:
prefix: fd0l:db8:43::/48
interface:
valid-lifetime: infinite
preferred-lifetime: infinite
Bepcus OnucaHue
2.00 HobaeneHa komaHaa show ipv6 prefixes.

3.84.31 show ipv6 routes

OnucaHue
Mpedukc no

MeHsieT HacTpouKu

MokasaTb cnucok Tekywmux IPv6-mapLupyTos.

Het

Het

MHorokpaTHbii BBog  Hert

CuHoncuc

Mpumep

I(shom0> ipv6 routes

(show)> ipv6 routes

route :
destination:
gateway:
interface:

route :
destination:
gateway:
interface:

route :
destination:

2001:db8: :/64

Hone
fd3c:4268:1559::/64
Hone

fd01l:db8:43::/64
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Uctopusa nameHeHun

gateway:
interface: Home

Bepcus

OnucaHue

2.00

[obGasneHa komaHaa show ipv6 routes.

3.84.32 show last-change

OnucaHue

Mpedukc no

MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

lNokasaTb KTO U Korga nocrneaHnin pas BHOCUIT U3MEHEHUS B HACTPOMKM.

Het
Het

Het

I (show)>

last-change

(show)> last-change

date: Thu, 12 Jul 2012 10:01:47 GMT

agent: cli
Bepcus OnucaHue
2.00 HobasneHa komaHaa show last-change.

3.84.33 show log

MokaszaTb cogepXXMMoe CMCTEMHOTO XXypHara (3anvMcu, KoTopble COXpPaHUITUCh B
umknunyeckom bydepe), a Takke HOBbIE 3anncu No Mepe Kx noctynnexHus. KomaHaa
paboTaeT B )OHOBOM peXnUMe, TO ECTb A0 NPUHYAUTENBbHON OCTaHOBKU
nonb3oBaTenem no Haxatuio [Ctrl]+[C].

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Het

Het

Het

I (show)>  log [ wmax-1lines>][once]

AprymeHT 3HauyeHue OnucaHue

max-lines Uenoe uucno |Konnyectso Bo3BpaLLaeMbIX CTPOK JIOroB.

once Knwyesoe MokasaTb TekyLmii nor u Beiitn B CLI.
c/oBo
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Mpumep (show)> log
Time Message
I [Jul 12 12:08:39] radvd[228]: attempting to reread config file
I [Jul 12 12:08:39] radvd[228]: resuming normal operation
I [Jul 12 12:08:40] wmond: WifiMaster0/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
occurred MIC different in key handshaking.
I [Jul 12 12:08:40] radvd[228]: attempting to reread config file
I [Jul 12 12:08:40] radvd[228]: resuming normal operation
I [Jul 12 12:08:41] wmond: WifiMaster0/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
occurred MIC different in key handshaking.
I [Jul 12 12:08:41] radvd[228]: attempting to reread config file
I [Jul 12 12:08:41] radvd[228]: resuming normal operation
I [Jul 12 12:08:44] wmond: WifiMaster0/AccessPoint0: »
STA(d8:b3:77:36:05:cl)
pairwise key handshaking timeout.
I [Jul 12 12:08:44] wmond: WifiMaster0/AccessPoint0: »
STA(d8:b3:77:36:05:c1) had
deauthenticated.
UcTopusa usmeHeHnt  (Bepcus OnuncaHune
2.00 [o6GasneHa komaHga show log.
3.84.34 show ndns

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

Mokasatb napameTpbl KeenDNS, nony4yeHHbIe M3 NocregHero 3anpoca Ha cepeep
(cm. komangpbl ndns get-booked 1 ndns get-update).

Het
Het

Het

I (show)>

ndns

(show)> ndns

name: testname
booked: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: yes
access: direct

ttp:
direct: yes
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Uctopusa nameHeHun

interface: GigabitEthernetl
address: 41.189.34.56

Bepcus OnucaHue

2.07 [obaeneHa komaHga show ndns.

3.84.35 show netffilter

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

UcTopusa nameHeHun

MokasaTb MHopmMaLmio o0 paboTe ceTeBoro skpaHa. Heobxogmumo ans
obecnedeHus yganeHHon TexnoaaepxKu.

Het
Het

Het

I (show)>  netfilter

Bepcus OnucaHue

2.00 JobasneHa komaHga show netfilter.

3.84.36 show ntp status

OnucaHue

Mpedoumkc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHum

lNokasaTb cnuctemMHble HacTponkn NTP.
Het
Het

Het
I(show)> ntp status

(show)> ntp status

status:
elapsed: 168141
server: 2.pool.ntp.org
synchronized: yes

Bepcus OnucaHue

2.00 [obGaeneHa komaHga show ntp status.
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3.84.37 show ping-check

OnucaHue

Mpedukc no

MeHsieT HacTpourku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHun

Mokasatb uHpopmaumto o npocune Ping Check. Mpn ncnonb3oBaHUM KOMaHAbI
0e3 aprymeHTa BbIBOAATCA AaHHble 060 BCeX Npodunnsx.

Het
Het

Het

I(shom0> ping-check [ (profile name> ]

AprymeHT 3HaveHue OnucaHue

profile name Crpoka HasBaHue npocuns.

(show)> ping-check

pingcheck:
profile: TEST
host: 8.8.8.8
port: 80
max-fails: 7
timeout: 1

mode: connect

interface: ISP
fail count: 0
status: pass

pingcheck:
profile: TEST1
mode: icmp
pingcheck:
profile: TEST2
mode: icmp
Bepcus OnucaHue
2.04 [obGasneHa komaHaa show ping-check.

3.84.38 show printers

OnucaHue

Mpedukc no

MeHsieT HacTpouku

lMokasaTb CNMCOK NPUHTEPOB B CUCTEME.
Het

Het
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MHorokpaTHbIl BBOA

CunHoncuc

Mpumep

UcTopusa nameHeHum

Het
I(shom0> printers

(show)> printers

printers:
printer: Canon MF8300C Series

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa show printers.

3.84.39 show running-config

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

Mpumep

lMokasaTb TeKyLLuMe HaCTPOMKN, KOTOPbIE COAEPXUT dhann
system:running-config TOYHO Tak e, KaK 3TO AenaeT KoMaHga more

Het
Het

Het
I(shom0> running-config

(show)> running-config
I $$$ Model: ZyXEL Keenetic
I $$$ Version: 2.0
I $$$ Agent:
I $$$ Last change: Fri, 13 Jul 2012 07:23:56 GMT
system
set net.ipv4.ip forward 1
set net.ipv4.netfilter.ip conntrack max 4096
set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200
set net.ipvé4.netfilter.ip conntrack udp timeout 60
set net.ipv4.tcp fin timeout 30
set net.ipv4.tcp keepalive time 120
set net.ipv6.conf.all.forwarding 1
hostname Keenetic
clock timezone Moscow
domainname WORKGROUP
|
ntp server 0.pool.ntp.org
ntp server 1l.pool.ntp.org
ntp server 2.pool.ntp.org
ntp server 3.pool.ntp.org
access-list WEBADMIN GuestWiFi

deny tcp 0.0.0.0 0.0.0.0 10.1.30.1 255.255.255.255
!
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access-list WEBADMIN ISP
permit tcp 0.0.0.0 0.0.0.0 192.168.15.200 255.255.255.255 »
port eq 3389
permit icmp 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
|
isolate-private
dyndns profile ABCD
|
dyndns profile WEBADMIN
type dyndns
|
interface SwitchO
up
!
interface Switch0/0
switchport mode access
switchport access vlan 1
|
interface Switch0/1
switchport mode access
switchport access vlan 1
|
interface Bridge0
name Home
description "Home network"
inherit Switch0/Vlanl
include AccessPoint
security-level private
ip address 192.168.15.43 255.255.255.0
up
!
interface WiMax0
description Yota
security-level public
ip address auto
ip global 400
up
!
interface PPTPO
description "Office VPN"
peer crypton.zydata.ru
lcp echo 30 3
ipcp default-route
ipcp name-servers
ccp
security-level public
authentication identity "00441"
authentication password 123456
authentication mschap
authentication mschap-v2
encryption mppe
ip tcp adjust-mss pmtu
connect via ISP
up
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ip route 82.138.7.141 ISP auto

ip route 82.138.7.132 ISP auto

ip route 82.138.7.27 PPTPO auto

ip dhcp pool WEBADMIN
range 192.168.15.200 192.168.15.219
bind Home

ip dhcp pool WEBADMIN GUEST AP
range 10.1.30.33 10.1.30.52
bind GuestWiFi

ip dhcp host A 00:01:02:03:04:
ip dhcp host B 00:01:02:03:04:

05 1.1.1.1
06 1.1.1.2

ip nat Home

ip nat GuestWiFi

ipv6 subnet Default
bind Home
number 0
mode slaac

ipv6 local-prefix default

no ppe

upnp lan Home

torrent

rpc-port 8090
peer-port 51413

user admin
password md5 2320924ba6e5clfec3957e587a21535b
tag cli
tag cifs
tag http
tag ftp

user test
password md5 baadfb946f5d516379cfd75e31e409d9
tag readonly

service
service
service
service
service
service
service
service

cifs

dhcp
dns-proxy
ftp

cifs

http
telnet
ntp-client
upnp

share 9430B54530B52EDC 9430B54530B52EDC:
automount
permissive
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaeneHa komaHaa show running-config.

3.84.40 show self-test

[MokasaTb COBOKYMHYIO MHpOPMaLIMIO O CUCTEMHOW akTUBHOCTU. Heobxoanumo
ans obecneyeHnss yoaneHHON TEXNOAAEPXKKM.

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

UcTopusa nameHeHum

Het
Het

Het

I (show)>  self-test

Bepcus OnucaHue

2.00 [obGaeneHa komaHaa show self-test.

3.84.41 show site-survey

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOA
Tun nHTepcpenca

CuHoncuc

AprymeHTbI

Mpumep

MokasaTb JOCTYNHble GecnpoBoOaHbIE CETU.

Het
Het
Het

Radio

I (show)>  site-survey (name»

AprymeHT 3HauyeHue OnucaHue
name Nms MonHoe ums nHTepderca nnm NCeBAOHNM.
nHTepgerica |CnMcok JOCTYMNHbLIX Ans Bbibopa

NHTEpPdENCoB MOXHO YBMOETb BBEASA
KomaHgy site-survey ?.

(show)> site-survey WifiStation0

ESSID MAC Ch  Rate Q
ZyXEL Keenetic 00:23:f8:5b:d3:f5 11 300Mbit/s 100
NDM Systems, Inc. 00:23:f8:5b:d3:f4 11 300Mbit/s 100
NATS 40:4a:03:b4:5d:18 4 54Mbit/s 34
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WcTopus nameHeunn  |Bepcus

OnucaHue

2.00 HobaeneHa komaHaa show site-survey.

3.84.42 show skydns profiles

OnucaHue BobiBecTu cnucok npocpunen SkyDNS.
Mpedukc no Het
MeHsieT HacTpouKu Het

MHorokpaTHbIi BBog  Hert

Cunoncnc I(shom0> skydns profiles
Mpumep (show)> skydns profiles
profile:
name: Main
token: 821766297
profile:
name: Kids
token: 840106815

SkyDns::Client: Profile list is loaded.

UcTopus nameHeHun Bepcus

OnucaHue

2.01 [o6GaeneHa komanga show skydns profiles.

3.84.43 show skydns userinfo

OnucaHue
Mpedomkc no Het
MeHsieT HacTpoWnku Het

MHorokpaTHbii BBog  Hert

Mokasatb MHpopmaumto o nonb3oeartene SkyDNS.

Cunoncuc I (show)>  skydns userinfo
Mpumep (config)> skydns userinfo
plan:
name: Premium
code: PREMIUM
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Uctopusa nameHeHun

SkyDns::Client: SkyDNS info is loaded.
Bepcus OnucaHue
2.01 [o6asneHa komaHaa show skydns userinfo.

3.84.44 show system

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

Uctopus nameHeHumn

MokasaTb obLlee COCTOSHUE CUCTEMBI.

OCHOBHbIe cBeieHUA O COCTOSAHUN CUCTEMbI

©® 3arpyska ueHTparnbHoro npoueccopa, B NpoLeHTax.

® VHdopmauns 0 3aHATON M UMEKLLENCS B HAaNMuYum NaMmsTu, B kKunobanTax.
© VHdopmauua 06 ucnonb3osaHum anna nogkadku, B kunobantax.

® Bpewms paboTbl CMCTEMbI C MOMEHTA 3anycka, B CEKyHAax.

Het
Het

Het

I (show)>  system

(config

)> show system

hostname: Undefined
domainname: WORKGROUP

cpuload: 0 @
memory: 13984/28976 ©
swap: 0/0 ©

uptime: 153787 O

Bepcus

OnucaHue

2.00

[obGasneHa komaHga show system.

3.84.45 show tags

OnucaHue
Mpedukc no
MeHsieT HacTpouku

MHorokpaTHbI BBOA

MNokasaTtb OO0CTYMNHbIE NOJ1b30BATESIbCKMNE TETU.

Het
Het

Het
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CuHoncuc

Mpumep

UcTopusa nameHeHun

I (show)>

tags

(show)> tags

tag: cli
tag: readonly
tag: printers
tag: cifs
tag: http
tag: ftp
tag: torrent
Bepcus OnucaHue
2.00 [o6GasneHa komaHaa show tags.

3.84.46 show upnp redirect

OnucaHue

Mpedoumkc no
MeHsieT HacTpoOMnKu
MHorokpaTHbIli BBOA,
Tun nHtepcpenca

CuHoncuc

AprymeHThbl

Mpumep

MokasaTtb npaBuna TpaHcnsumm noptoB UPnP. Ecnu BLINOMHUTL KOMaHay 6e3
aprymeHTa, TO BECb CMMCOK NpaBwi TpaHcnsaummn byaeT BbiBe4EH Ha 3KPaH.

Het

Het

Het

IP

I(shom0> upnp redirect [( (protocols cinterfaces <port») | <index> ]

AprymeHT 3HayeHue ‘Onwcauue

protocol tcp Ha akpaH 6yayT BbiBedeHb! npasuna TCP.
udp Ha akpaH 6ygyT BbiBegeHbl npasuna UDP.

interface Umsa Ha skpaH GyayT BbiBeAeHbI NpaBuna ¢
MHTep@esica |ykasaHHbIM UHTEpdENCOM.

port lenoe uucno |Ha sakpaH GyayT BbiBeAEHbI NpaBuna ¢

yKasaHHbIM NOPTOM.
index lenoe uucno |Ha akpaH OygeT BbiBE4EHO NpaBumo ¢

YKa3aHHbIM NMopAaAKOBbIM HOMEPOM.

(show)> upnp redirect

entry:

index: 1
interface: ISP
protocol: udp
rt: 11175

po

udp ISP 11175
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Uctopusa nameHeHun

to-address: 192.168.15.206
to-port: 11175
description: Skype UDP at 192.168.12.286:11175 (2024)
packets: 0
bytes: 0
Bepcus OnucaHue
2.00 [o6GasneHa komanaa show upnp redirect.

3.84.47 show usb

OnucaHue

Mpedukc no

MeHsieT HacTpourku

Het

Het

MHorokpaTtHbii BBog  Hert

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.84.48 show version

OnucaHue

Mpedukc no

I (show)>

usb

(show)> usb

MokasaTtb cnncok USB-ycTponcTs.

device:
name: 12F6-312F:
label: PENDRIVE
subsystem: storage
device:
name: 69f2894d-56al-4632-9521-dbdc8ab5c53d:
label: EXT3
subsystem: storage
device:
name: 4FCC-A585:
label: FAT32
subsystem: storage
device:
name: 226F114CO88FC43D:
label: NTFS
subsystem: storage
Bepcus OnucaHue
2.00 [obasneHa komaHaa show usb.

Het

MokazaTb BepCU0 MUKPONPOrpammbl.
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MeHsieT HacTPONKHM
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Het

Het
I(shomo> version

(show)> version

release: v2.00(BFW.3)B7
date: 20 Jun 2012
arch: mips
manufacturer: ZyXEL Communications Corp.
vendor: ZyXEL
series: Keenetic series
model: Keenetic
hw_revision: A
device: Keenetic
class: Internet Center

Bepcus OnucaHue

2.00 [obaBneHa komaHaa show version.

3.84.49 show voip

OnucaHue
Mpedukc no
MeHsieT HacTpounku
MHorokpaTHbIW BBOA

CunHoncuc

Mpumep

MokasaTtb coctosiHne VOIP B cucteme.
Het
Het
Het

I(shom0> voip

(show)> voip

line:
index: 0
code: 0
status: IDLE
hook: on
line:
index: 1
code: 0
status: IDLE
hook: on
uptime: 0
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Uctopusa nameHeHun

Core::Configurator: done.

Bepcus

OnucaHue

2.04

HobaeneHa komaHaa show voip.

3.84.50 show voip param

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

MokasaTtb cocTtosiHue napameTtpoB VolP. Ecnu komaHgy BBeCcTM 6€3 aprymeHTa,
Ha aKpaH OyaeT BbiBEAEHO COCTOsIHME BCcex napameTpoB VolIP.

Het

Het

Het

I(shom0> voip param [name]

AprymeHT 3HayeHue OnucaHue

name Ctpoka MonHoe unu YyactTu4Hoe nms

napameTtpa.

(show)> voip param hoo

SIP:
Coder:

CallFeature:

Hardware:

Parameter, name =
Parameter, name =
Parameter, name =
Parameter, name =
Parameter, name =
Parameter, name =

Misc:

Core::Configurator: done.

hookfmax0: 2000
hookfmaxl: 2000
hookfmin@: 90
hookfminl: 90
hookrmin@: 2000
hookrminl: 2000

Bepcus

OnucaHue

2.04

[obGaeneHa komaHga show voip param.
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3.84.51 show vpn-server

OnucaHue
Mpedukc no
MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

3.85 skydns

OnucaHue
Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA
BxoxpaeHue B rpynny

CuHoncuc

lNokasaTtb Tekywme nogknoyeHus Kk cepsepy VPN.

Het
Het

Hert
I(shomo> vpn-server

(show)> vpn-server

tunnel:

clientaddress: 172.16.1.33
username: printer

uptime: 94
statistic:
rxpackets: 1627
rxbytes: 276543
rxerrors: 0
rxdropped: 0
txpackets: 1504
txbytes: 652230
txerrors: 0
txdropped: 0
Core::Configurator: done.
Bepcus OnucaHue
2.04 [o6GaeneHa komaHga show vpn-server.

JocTyn Kk rpynne KomaHg, Ans HacTponkn napametpos SkyDNS.

Het
Het
Het

(skydns)

I(conﬁg)> skydns
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.01 HobaBneHa komaHaa skydns.

3.85.1 skydns assign

OnucaHue HasHaunTb TokeH ansa xocta (MAC-agpeca).
Mpedukc no Oa
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBOAg [a

Cunoncuc I (skydns)>  assign ( mac» «token» | ctoken»)
I (skydns)> no assign [ mac> ]
AprymeHTbI AprymeHT 3HaueHne |Onucanue
mac MAC-apgpec |MAC-agpec, KOTOPOMY Ha3Ha4YaeTCsl TOKEH.
token Uenoe uucno |\oeHTUdUKaALMOHHBIA HOMEP Npoduss
douneTpauun.
MCTOpVIFl N3MeHeHUMn Bepcuﬂ OnucaHue
2.01 HobasneHa komaHaa skydns assign.

3.85.2 skydns check-availability

OnucaHue MpoBepuTb AoCcTYNHOCTL cnyx6bl SkyDNS.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt

CuHoncuc I (skydns)>  check-availability
Mpumep (skydns)> check-availability
available
UcTopus usmeHeHut  (Bepcus OnuncaHune
2.06 Hobaenena komaHaa skydns check-availability.

270 Keenetic Il CnpaBoYHNK KOMaHL,




maBa 3 OnucaHne KomaHp,

3.85.3 skydns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Bkntountb cnyx6y SkyDNS.

KomaHga ¢ npedukcom no octaHaenveaeT cnyxoy.
Oa

Oa

Het

I (skydns)>  enable

I (skydns)> no enable

(skydns)> enable
SkyDns::Client: SkyDNS is enabled.

Bepcus OnucaHue

2.01

HobaBneHa komaHaa skydns enable.

3.85.4 skydns login

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Ykasatb NnoruH ang yyetHown 3anvcu SkyDNS.

KomaHga ¢ npedmkcom no cOpacbkiBaeT BCE HACTPOMKM YYETHON 3anmncu.
Oa

Oa

Het

I (skydns)>  login (<logins [ <password> ]

I (skydns)> no login

AprymeHT 3HavyeHue OnucaHue
login Ctpoka JloruH yyetHom 3anncu SkyDNS.
password CTpoka Maponb y4eTtHon 3anucn SkyDNS.

(skydns)> login test_user 1234

Bepcus OnucaHue

2.01 HobaeneHa komaHga skydns login.
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3.85.5 skydns password

OnucaHue YkasaTb naponb ans yvyetHon 3anucu SkyDNS.
Mpedukc no Oa
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

CuHoncuc I (skydns)>  password (password»

I (skydns)> no password

AprymeHThI AprymeHT 3Ha4yeHue OnucaHue

password Crpoka Maponb y4eTtHom 3anucu SkyDNS.
Mpumep (skydns)> password 7654
MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.01 [ob6aeneHa komaHga skydns password.

3.86 snmp community

OnucaHue 3apaTtb HoBoe uMsa ans SNMP coobuecTtBa. o ymonyaHuio, Ncnonb3yeTcs
cTaHgapTHoe ums public.

KomaHga ¢ npedukcom no Bo3BpallaeT 3Ha4YeHNe Nno yMornyaHuio.
Mpedukc no Oa
MeHsieT HacTpouKu [a

MHorokpaTHbI BBog  Hert

Cunoncnc I (config)>  snmp community <community>

I (config)> no snmp community
AprymeHTbI AprymeHT 3HaueHne |Onucanue

community CTpoka Hosoe Ha3BaHue coobLiecTra.
Mpumep (config)> snmp community Co_ test

Snmp: :Manager: SNMP community set to "Co test".
(config)> no snmp community
Snmp: :Manager: SNMP community reset to "public".
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UcTopusa nameHeHum

Bepcus OnucaHue

2.08 HobaBneHa koMaHga snmp community.

3.87 snmp contact

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

MpuceounTb KoHTakTHoEe MMt SNMP areHTy. Mo ymonyaHuio nMmsi He onpegeneHo.

KomaHga ¢ npedukcom no yaansiet HaCTpOKKy.
Oa
Oa

Het

I (config)>  snmp contact <contact,

I (config)> no snmp contact

AprymeHT 3HayeHue OnucaHue

contact CTpoka KoHTakTHas nHdpopmauns SNMP.

(config)> snmp contact Cont_test

Snmp: :Manager: SNMP contact info set to "Cont test".
(config)> no snmp contact

Snmp: :Manager: SNMP community info reset.

Bepcus OnucaHue

2.08 [obGaBneHa komaHaa snmp contact.

3.88 snmp location

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Ykasatb pacnonoxeHne SNMP areHTa. [1o ymonyaHuio pacnonoxeHue He

onpegeneHo.

KomaHaa ¢ npedukcom no yaansiet HaCTpOKKY.
Oa

Oa

Het

I (config)>  snmp location <location,

I (config)> no snmp location

Keenetic Il CnpaBo4YHUK kKOMaHA

273




Masa 3 OnucaHne KomaHp,

AprymeHThI AprymeHT 3HavyeHue OnucaHue
location Crpoka PacnonoxeHne SNMP yctponcTea.
Mpumep (config)> snmp location Odintsovo

Snmp: :Manager: SNMP device location set to "Odintsovo".
(config)> no snmp location
Snmp: :Manager: SNMP device location reset.

MCTOpMﬂ N3MeHeHun Bepcuﬂ OnucaHue

2.08 [obGasneHa komaHga snmp location.

3.89 system

OnucaHue JocTyn k rpynne koMang 4ns HacTPOWKK rrnobarnbHbIX NapamMeTpoB.
Mpedukc no Het
MeHsieT HacTpouku Het

MHorokpaTHbi BBog  HeTt
BxoxpeHue B rpynny  (system)

CuHoncuc I (config)>  system

UcTopus usmeHeHnt  (Bepcus OnucaHue

2.00 [obGasneHa komaHaa system.

3.89.1 system button

OnucaHue HacTpouTb KHOMKM Ha Kopryce YCTPOMCTBa Ha BbINOMHEHUE ONpeaeneHHbIX
aencteui. Habop 06paboTunkoB 3aBMCUT OT annapaTHOW KOHUrypaumm m
YCTaHOBMEHHbIX MOAYNEN.

KomaHga ¢ npedmkCoM No OTMEHSIET HACTPOWKY.
Mpedukc no Oa
MeHsieT HacTpouku Ja
MHorokpaTHbi BBog  Hert

Cunoncuc I (system)>  button <button> on caction» do <handlers

I (system)> no button button>
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AprymeHThI AprymeHT 3HavyeHue OnucaHue
button RESET KHonka cbpoca.
WLAN KHonka WLAN.
action click OOMHOYHBIN KITUK.
double-click [1BONHON KNKK.
hold HaxaTtb 1 yaepxueaTb B
TeueHue 3 cekyHn. KHonky
RESET yaepxwuBaertcs B
TeueHue 10 cekyHa.
handler FactoryReset C6poc cnctembl B 3aBOACKME
3Ha4YeHVs N0 YMOIYAHWIO.
Reboot lMepesarpyska cucTeMbl.
WifiToggle BkntoueHue/BbikntoyveHne Wi-Fi.
WifiGuestApToggle BkntoyeHune/BbiknoyYeHne
rocteBoro Wi-Fi.
WpsStartGuestAp 3anyctnte WPS ons rocteson
Wi-Fi (roctesas Wi-Fi gonxHa
ObITb BKIHOYEHA).
WpsStartMainAp 3anyctute WPS (Tonbko gns
2,4 TTu).
UnmountAll BesonacHoe nssneveHune Bcex
OWNCKOB.
DlnaDirectoryRescan [Mounck HoBbIX Meananneepos.
DlnaDirectoryFullRescan |llonHoe ckaHnpoBaHue.
TorrentAltSpeedToggle Pexum yepenaxu B
BitTorrent-knueHTe (HeobxoamMm
YCTaHOBIEHHbIN KOMMNOHEHT
BitTorrent-knueHT
Transmission).
TorrentClientStateToggle |BkntoueHue/BbIKITIOYEHNE
BitTorrent-knueHTa (Heobxoamm
YCTaHOBIEHHbIN KOMMOHEHT
BitTorrent-knueHT
Transmission).
OpkgRunScript 3anycTntb CKpUNT Ha
opkg-pasgene, B katanore
/etc/ndm/button.d/
(Heobxogum yCcTaHOBMNEHHbIN
koMnoHeHT OPKG).
MNpumep (system)> button WLAN on double-click do WifiGuestApToggle

Peripheral: :Manager: "WLAN/double-click" handler set.

UcTopusa nameHeHun Bepcus

OnucaHue

2.03

[o6GasneHa komaHaa system button.
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‘2.06 ‘,Elo6aBneH o6pabotumk OpkgRunScript.

3.89.2 system clock date

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBO,

CunHoncuc

AprymeHTbI

Mpumep

Uctopus nameHeHunmn

YCTaHOBUTb CUCTEMHbLIE narty n BpemMs.

Het

[a

Het

I (system)> clock date (date-and-time)

AprymeHT 3HayeHue OnucaHue

date-and-time |[CTpoka Tekywasn nata u Bpems B opmate DD MM
YYYY HH:MM:SS.

(system)> clock date 18 07 2012 09:52:33
System date and time has been changed.

Bepcus OnucaHue

2.00 [obGaeneHa komaHga system clock date.

3.89.3 system clock timezone

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

YCTaHOBMWTb YaCcOBOW MOSAAC CUCTEMBI.

KomaHga ¢ npedurkcoM no ycTaHaBnMMBaET YacoBOW Nosic No ymon4yaxuio (GMT).
Oa

[a

Het

I (system)>  clock timezone <locality,

I (system)> no clock timezone (locality,

AprymeHT 3HaveHue OnucaHue
locality Crpoka HasBaHue ropoga, 0603HavaroLWwero 4YacoBom
nosic.

(system)> clock timezone Dublin
the system timezone is set to "Dublin".
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MCTOpVIﬂ N3MeHeHUn Bepcuﬂ OnucaHue

2.00 HobaeneHa komaHaa system clock timezone.

3.89.4 system configuration factory-reset

OnucaHue BoccTaHoBWTL 3aBOACKME HACTPOWKKN ANS BCEX PEXUMOB.
Mpedukc no Het
MeHsieT HacTpouKu Ha

MHorokpaTtHbii BBog  Hert

Cunoncuc I(system)> configuration factory-reset

Mpumep (system)> configuration factory-reset
Core::Configuration: the system configuration reset to factory »
defaults.

UcTopusa usmeHeHnt  (Bepcus OnuncaHne
2.00 [o6GaeneHa komaHga system configuration factory-reset.

3.89.5 system configuration save

OnucaHue CoxpaHuTb CUCTEMHbIE HACTPOWIKU.
Mpecduke no Het
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog  Hert

Cunoncuc I(system)> configuration save

Mpumep (system)> configuration save
Saving configuration.

MCTOpMﬂ M3MeHeHV“)’| Bepcuﬂ OHMcaHMe

2.05.B1 HobaBneHa komaHaa system configuration save.

3.89.6 system debug

OnucaHue Bkntountb 0TnagKy CUCTeMbl. Mo YMOJYaHUIO NapamMeTp OTKIHYEH.

KomaHaa ¢ npedmKcoM no OTKMYaeT HAaCTPOWKY.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHunmn

Ja

[a

Het

I (system)>  debug

I (system)> no debug

(system)> debug
Core: :Debug: System debug enabled.

Bepcus OnucaHue

2.03 [obGaBneHa komaHga system debug.

3.89.7 system domainname

OnucaHue

Mpedoumkec no

MeHsieT HacTpourku

MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHunmn

MpncBoUTb cUCTEME JOMEHHOE NMSI.

KomaHga ¢ npecukcom no ygandet 4OMEHHOE UMS.
Oa

[a

Het

I (system)>  domainname <domain»

I (system)> no domainname

AprymeHT 3HayeHue OnucaHue

domain Crtpoka [lomeHHOe nmsi.

(system)> domainname zydata
Domainname saved.

Bepcus OnucaHue

2.00 [obGaBneHa komaHga system domainname.

3.89.8 system hostname

OnucaHue

YcTaHOBWTL CUCTEMHOE UM XOCTa. VIMs XocTa Ucnorb3yeTcst NS uaeHTudukaumm
y3na B ceTu. 3To Heobxoaumo Ans obecneveHmns paboTbl HEKOTOPbIX BCTPOEHHbIX
cnyx6, Takmnx kak CIFS.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

KomaHnpa c ﬂpe(*)MKCOM Nno yCTtaHaBIiMBaeT 3Ha4eHue no ymosryaHui, 3aBucqdLllee
OT Ha3BaHNA ModeNnn yCTpOVICTBa.

[a
Oa

Het

I (system)>  hostname <hostnames

I (system)> no hostname

AprymeHT 3HayeHue OnucaHue

hostname CTpoka Nms xocTa cuctemslt.

(system)> hostname zyxel
Hostname saved.

Bepcus OnucaHue

2.00 HobaBneHa komaHaa system hostname.

3.89.9 system led shutdown

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbI

Mpumep

BbikntounTb CBETOAMOABI HA YCTPOMCTBE.

KomaHaa ¢ npedmnkcomM no BKIOYaeT CBETOAMOAbI.
[a

Oa

Het

I (system)>  led shutdown (mode>

I (system)> no led shutdown

AprymeHT 3HayeHue |Onuca|-me

mode all ‘BbIKJ'HOl-IMTb BCe cBeToamoabl.

(system)> led shutdown all
Peripheral::Manager: LED shutdown mode set to "all".

(system)> led no shutdown
Peripheral::Manager: LED shutdown mode reset.
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UcTopusa nameHeHum

Bepcus

OnucaHue

2.08

HobaeneHa komaHaa system led shutdown.

3.89.10 system log clear

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHun

OunCTUTL CUCTEMHBIN XXypHan.

Het
Het

Het

I (system)>

log clear

(system)> log clear
Syslog: the system log has been cleared.

Bepcus

OnucaHue

2.00

Hob6aeneHa komaHga system log clear.

3.89.11 system log reduction

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

BkntounTb cokpalleHne NOBTOPHbLIX COOBLLEHNIA B CUCTEMHOM KypHare. Mo
YMOJTYaHMIO NMapaMeTp BKITHOYEH.

KomaHga ¢ npedurKComM no OTKMOYaeT HaCTPOWIKY.

Ha
Oa

Het

I (system)>

log reduction

I (system)> no log reduction

(system)> log reduction
Core::Configurator: done.

Bepcus

OnucaHue

2.04

HobaBneHa komaHaa system log reduction.
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3.89.12 system log server

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHun

[lo6aBnTb yaaneHHbIn cepBep AN XpaHeHUs CUCTEMHOIO XXypHara.

Oa
Ja
[a

I (system)>

log server address» [: (port]

I (system)> no log server [ <address, [: «port)] ]

AprymeHT 3HayeHue OnucaHue

address IP-agpec Afpec yganeHHoro cepsepa gns
XpaHEeHUs1 CUCTEMHOTO XypHana.

port Lenoe uucro Homep nopta yganeHHoro cepsepa.

(system)> log server 192.168.1.1:8080
Syslog: server 192.168.1.1:8080 added.

Bepcus

OnucaHue

2.00

HobaeneHa komaHga system log server.

3.89.13 system log suppress

OnucaHue

Mpedukc no

MeHsieT HacTPOMKH
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

[o6aBnTb NpaBuno NnogasneHnsa coobLLeHNN.

Oa
Ja
Ja

I (system)>

I (system)> no log suppress [ <ident> ]

log suppress <ident»

AprymeHT

3Ha4yeHue

OnucaHue

ident

Crpoka

WpoeHTudukaTop npouecca,
COO0OLLEHMS KOTOPOTO HYXXHO
NnogaBuTb.

(system)> log suppress kernel
Syslog: added suppression "kernel".
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UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa system log suppress.

3.89.14 system mode

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

BuibpaTtb pexxum pabotel Keenetic Ill.

Het

Ja

Het

I (system)>  mode (mode»

AprymeHT 3HayeHue OnucaHue
mode router OCHOBHOW pexuMm.
client Pexwum ceTeBoro agantepa gn4g
noaknoyeHns yctponcts Ethernet k
cetn Wi-Fi.
repeater Pexum ycunuTens ons paclumpeHums

cetn Wi-Fi c nomolLsto
©ecnpoBOAHOro coeguMHEHMS.

ap Pexum Tovkn goctyna gns
paclumpeHus cetn Wi-Fi ¢ nomoubto
nposoaHoro Ethernet coeanHeHuns.

(system)> mode repeater
Core::Mode: The system switched to "repeater" mode, reboot the »
device to apply the settings.

Bepcus OnucaHue

2.05 HobaeneHa komaHga system mode.

3.89.15 system mount

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM

MHorokpaTHbIW BBOA,

Mogkntountb USB-ycTponcTteo. [nsa otobpaxkeHns NoAKNIOYEHHbIX YCTPOWUCTB
ncnonb3ynTte komaHgy show usb.

KomaHaa ¢ npedmnKcomM no OTKMYaeT YCTPOUCTBO.
Oa
Het

Het
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CuHoncuc

AprymeHThl

Mpumep

Uctopusa nameHeHunmn

I (system)>  mount (filesystem

I (system)> no mount (filesystem

AprymeHT 3HaveHue OnucaHue

filesystem CTpoka HassaHwve cdarinoBou cuctemsl Ans
NOAKNIYEHUS/OTKNIOYEHUS.

(system)> mount 9430B54530B52EDC:
Filesystem mounted

Bepcus OnucaHue

2.00 [oGasneHa komaHga system mount.

3.89.16 system reboot

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBO

CuHoncuc

AprymeHThl

BbINoNHUTL nepes3arpys3ky CuMCtemMbl. Ecnn yKasaH napameTp, nepesarpys3ka
BbIMOJIHUTCA 3anj1iaHMpoBaHO 4Yepes 3aaHHbIN MHTEepBals B CeKyHaax.
Vcnonb3oBaHne KOMaHAbl npu y>xe yCtTaHOBJ1IEHHOM Taﬂmepe 3aMEHAET CTapoe
3Ha4veHne Taﬁlmepa HOBbIM.

VMcnonb3oBaHve 3annaHMpoBaHHOWM nepesarpy3ku yaobHo B TOM crniydae, Korga
OCYLLECTBISETCS yaaneHHoe yrnpaBreHne yCTPONCTBOM, 1 NOMb30BaTento
HensBecTeH adhheKT OT NPMMEHEHUS KaknX-NMBo KomaHz. V13 onaceHus noTepsitb
KOHTPOMb Haf YCTPOWCTBOM MOSb30BaTellb MOXET BKMOYNTL 3anaHMpOBaHHYO
nepesarpysky, KoTopas cpaboTaeT Yepes 3agaHHbl MHTepBan BpemeHn. Cucrtema
BEPHETCH B NepBOHayanbHOe COCTOSIHWE, B KOTOPOM OHa CHoBa Byader AocTynHa
Mo ceTw.

KomaHga ¢ npednkCoM no OTMEHSIET 3anfaHMpOBaHHYIO Nepesarpysky.
[a
Het

Het

I (system)>  reboot [ interval ]

I (system)> no reboot

AprymeHT 3HauyeHue OnucaHue

interval UYenoe uucno |NHTepBan, Yepes KOTOPbIA BbIMOMTHUTCSA
3annaHupoBaHHas nepesarpyska. Ecnu He
yKasaH, nepesarpy3ska BbINOfHUTCS

HemMea IeHHO.
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Mpumep (system)> reboot 20
Rebooting in 20 seconds.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.00 [o6GasneHa komaHaa system reboot.

3.89.17 system set

OnucaHue YCTaHOBUTb 3Ha4Y€HME yYKasaHHOIO CUCTEMHOTIO NapamMeTpa U COXPaHUTb
N3MEHEHUS B TEKYLLIMX HacTpOWiKax.

KomaHga ¢ npedmkcom no Bo3BpallaeT napaMeTpy 3Ha4YeHune, kotopoe Obino
YCTaHOBIEHO MO YMOMYaHMUI0, 40 NEPBOr0 U3MEHEHUSI.

Mpedukc no Oa
MeHsieT HacTpouKuM Ha

MHorokpaTtHbii BBOAg [a

Cunoncuc I (system)>  set <names <values
I (system)> no set (name>
AprymeHTbI AprymeHT 3HaueHne |Onucanue
name Ctpoka VaeHTugpukaTop CMCTEMHOIO NnapamMeTpa.
value CTpoka HoBoe 3Ha4eHne cucteMHoro napameTpa.
Mpumep (config)> system

(system
(system
(system
(system)> set »

)
)> set net.ipv4.ip_forward 1

)

)

)
net.ipv4.netfilter.ip_conntrack_tcp_timeout_established 1200

)

)

)

)

>

>

> set net.ipv4.tcp_fin_timeout 30

> set net.ipv4.tcp_keepalive_time 120
>

(system)> set net.ipv4.netfilter.ip_conntrack_udp_timeout 60
(system)> set net.ipv4.netfilter.ip_conntrack_max 4096
(system)> exit
(config)> show running-config
system
set net.ipv4.ip forward 1

set net.ipv4.tcp fin timeout 30

set net.ipv4.tcp keepalive time 120

set net.ipv4.netfilter.ip conntrack tcp timeout established »
1200

set net.ipv4.netfilter.ip conntrack udp_ timeout 60

set net.ipv4.netfilter.ip conntrack max 4096
|

(config)>
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UcTopusa nameHeHum

Bepcus OnucaHue

2.00 HobaBneHa koMaHaa system set.

3.89.18 system swap

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3.90 tools

OnucaHue

Mpedumkec no

MeHsieT HacTPOMKHM
MHorokpaTHbIl BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

YkasaTtb (hann nogkadku. Ecnu cbann He HangeH, koMmaHaa NbiTaeTcs ero co3naThb.
KomaHga ¢ npedwmkcom no yaanset dpann nogkadku.

Oa

Oa

Het

I (system)>  swap area» <size»

I (system)> no swap

AprymeHT 3HayeHue OnucaHue
area Crpoka Nma canna nogkayku.
size Lenoe uucno |Pa3mep charina nogkayku, B kKunobamtax.

(system)> swap 9430B54530B52EDC: swaparea 200
swap is being initialized in background.
enabled swap area 9430B54530B52EDC:swaparea.

Bepcus OnucaHue

2.00 [o6GaeneHa komaHaa system swap.

[ocTyn K rpynne KkoMaHg, Anst TECTMPOBaHMS CUCTEMHOM cpeabl.
Het
Het
Het

(tools)

I (config)>  tools

Bepcus OnucaHue

2.00 [obaeneHa komaHaa tools.
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3.90.1 tools arping

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopus nameHeHumn

[encTtBrne koMaHAbl aHaNorM4yHo Komange tools ping, HO B OTNMYME OT HEE
paboTtaeTt Ha BTopoM ypoBHe mogenu OS| u ncnonbsyet npotokon ARP.

Het
Het
Het
(tools)> arping(address> source-interface (source-interface[count
«count>][wait-time wait-time> ]
AprymeHT 3HayeHue OnucaHue
address IP-agpec OnpawwnBaembin IP-agpec.
source-interface|lms Mmsa nHTepdenca-ncToyHnKa 3anpocos.
uHTEpPenica
count UYenoe uucno |Konmyectso 3anpocos. Ecnu He ykasaHo,
KomaHga byaet pabotaTtb 40 NpepbiBaHUs
nonb30BaTeNeM.
wait-time Uenoe uucno |MakcumanbHoe BpeMsi OXMOaHUs OTBETA,
yKasblBaeTCsl B MUSNIUCEKYHAAX.

(tools)> arping 192.168.15.51 source-interface Home count 4 »
wait-time 3000

Starting the ARP ping to "192.168.15.51"...

ARPING 192.168.15.51 from 192.168.15.1 bro.

Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.884 ms.
Unicast reply from 192.168.15.51 [9c:b7:0d:ce:51:6a] 1.831 ms.
Sent 4 probes, received 2 responses.

Process terminated.

Bepcus OnucaHue

2.00 [loGaeneHa komaHaa tools arping.

3.90.2 tools ping

OnucaHue

OtnpaBuTtb 3anpockl Echo-Request npotokona ICMP yka3aHHOMY y3ny ceTu 1
3adukcupoBaTb noctynatowue oteeTbl Echo-Reply. Bpemsa mexay otnpaskon
3anpoca u nonyyeHmem otseta Round Trip Time (RTT) no3sonsieT onpenensatb
ABYCTOPOHHWE 3aA4epXKun N0 MapLUpyTy M 4acTOTy NOTepU NakeToB, TO eCTb
KOCBEHHO onpeaensTb 3arpy>XeHHOCTb Ha KaHanax nepegayv AaHHbIX 1
MPOMEXYTOUHbIX YCTPOWCTBAX.

MonHoe otcytcTBMe ICMP-0TBETOB MOXET TakKe 03HavaTb, YTO yAanEHHbIN y3en
(Mnn kakon-NMBO N3 NPOMEXYTOYHbIX MapLpyTM3aTtopos) bnokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.
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maBa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

Het
Het

Het

I (tools)>  ping chost [ count ccounts ][ size (packetsize]

AprymeHT 3HayeHue OnucaHue
host Crpoka JOomeHHoe nmsa nnm IP-agpec xocra.
count UYenoe uucno |Konnyectso 3anpocos ICMP Echo. Ecnin He

yKasaHo, komaHnga byaet pabotatb 4o
npepbiBaHKs Nonb3oBaTenem.

packetsize Uenoe uucno |Pasmep nons gaHHeix ICMP Echo-Request
B 6anTax. No ymonyaHuto — 56, 4To BMECTe
¢ 8-6aMTOBBLIM 3arofiOBKOM 3aaeT pa3mep
ICMP-naketa — 64 Gawnra.

(tools)> ping 192.168.1.33 count 3 size 100

Sending ICMP ECHO request to 192.168.1.33

PING 192.168.1.33 (192.168.1.33) 72 (100) bytes of data.

100 bytes from 192.168.1.33: icmp reg=1, ttl=128, time=2.35 ms.
100 bytes from 192.168.1.33: icmp reg=2, ttl=128, time=1.07 ms.
100 bytes from 192.168.1.33: icmp reg=3, ttl=128, time=1.06 ms.
--- 192.168.1.33 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.65 ms.

Round-trip min/avg/max = 1.06/1.49/2.35 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHaa tools ping.

3.90.3 tools ping6

OnucaHue

Mpedukc no

MeHsieT HacTpouKu

OtnpaeuTb 3anpockl Echo-Request npotokona ICMPV6 ykazaHHOMY y3ny ceTu
n 3adhukcmpoBaTb nocTynatowme oteeTol Echo-Reply. Bpema mexay otnpaskomn
3anpoca u nony4veHmem oreeta Round Trip Time (RTT) no3BonseT onpeaensito
OBYCTOPOHHME 3a4€ep>KKN MO MapLUPYTY U YacToTy NOTEPU MNaKeToB, TO eCTb
KOCBEHHO onpeAensaTb 3arpyeHHOCTb Ha KaHanax nepegayv gaHHbIX U
NMPOMEXYTOYHbIX YCTPONCTBAX.

MonHoe otcyTtcTBMNEe ICMPV6-0TBETOB MOXET TaKXKe 03Ha4YaTb, YTO yAaNEHHbIN
y3en (Unu Kakon-nmbo 13 NPOMEXYTOYHbIX MapLupyTusaTopos) 6nokupyet ICMP
Echo-Reply nnu urHopupyet ICMP Echo-Request.

Het

Het
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Masa 3 OnucaHne KomaHp,

MHorokpaTHbIl BBOA

CunHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

Het

I (tools)>  ping6 chost> [ count «count, ][ size (packetsizes ]

AprymeHT 3Ha4yeHue OnucaHue
host Crpoka [omeHHoe ums nnu IPv6-agpec xocTa.
count Yenoe uucno |Konunyectso 3anpocos ICMPv6 Echo. Ecnu

He yKa3aHOo, KOMaHA4a 6yueT pa6OTaTb 0o
npepbiBaHNA Nonb3oBaTenem.

packetsize Lenoe uucno |Pasmep nonsi aaHHbix ICMPV6 Echo-Request
B 6anTax. Mo ymonyaHuio — 56, 4To BMecTe
¢ 8-6anToBbLIM 3arorioBKOM 3aaeT pa3mep
ICMPv6-naketa — 64 6awrta.

(tools)> ping6 fd4b:f12b:5d59:0:1108:4407:b772:20cd count 3 size »
100

Sending ICMPv6 ECHO request to »

fd4b: f12b:5d59:0:1108:4407:b772:20cd

PING fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd) 52 (60) bytes of data.
60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=1, ttl=64, »
time=7.18 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=2, ttl=64, »
time=8.42 ms.

60 bytes from fd4b:f12b:5d59:0:1108:4407:b772:20cd »
(fd4b:f12b:5d59:0:1108:4407:b772:20cd): icmp req=3, ttl=64, »
time=1.51 ms.

--- fd4b:f12b:5d59:0:1108:4407:b772:20cd ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss,

0 duplicate(s), time 2002.61 ms.

Round-trip min/avg/max = 1.51/5.70/8.42 ms.

Process terminated.

Bepcus OnucaHue

2.00 HobaeneHa komaHga tools ping6.

3.90.4 tools pppoe-discovery

OnucaHue
Mpedukc no
MeHsieT HacTpouKu

MHorokpaTHbIN BBOA

CkaHupoBaTtb gocTynHble cepeepbl PPPOE.
Het
Het

Het
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maBa 3 OnucaHne KomaHp,

CuHoncuc

AprymeHTbl

Mpumep

UcTopusa nameHeHum

(tools)> pppoe-discovery interface «source-interface>[retry-count
«count>][wait-time (seconds) ]

AprymeHT 3HayeHue OnucaHue

source-interface Wmsi nHtepgesica|lNonHoe nmsa nHTepderica nnm
NCEeBOOHMM.

count Lenoe uucno KonuyecTtBo NomnbITOK.

seconds Lenoe 4ucno lMepuoa npoBepku B cekyHaax.
MoxeT npuHumaTh 3HadeHus ot 1 oo
10.

(tools)> pppoe-discovery interface ISP retry-count 5 wait-time 9
Discovering PPPoE access concentrators on eth2.2...

AC name : accel-ppp

HW address: aa:09:a0:11:64:44
Service:

AC name : accel-ppp

HW address: de:06:21:02:b3:e2
Service:

process terminated

Bepcus OnucaHue

2.00 HobaeneHa komaHaa tools pppoe-discovery.

3.90.5 tools traceroute

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbIi BBOA

CuHoncuc

AprymeHThl

MokasaTb MapLUpyT K CETEBOMY XOCT.
Het
Het

Het

(tools)>  traceroute <host> [count <count’] [interval cintervaly]
[wait-time wait-time)] [packet-size (packet-sizes]
[max-ttlwmax-tt 1] [port (ports][source-address (source-address»]
[source-interface (source-interfaces] [type (types] [tos (t0s)]

AprymeHT 3HayeHue OnucaHue
host Crpoka Mms ueneBoro xocTa.
count Llenoe 4ucno KonuuecTtBo NpoBepOYHbIX NAKETOB

3a oavH npoxogd. o ymonyaHuio
3HayeHne — 3. 3HayeHne JOMKHO
ObITb B AnanasoHe [1;10].
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AprymeHT 3HayeHue OnucaHue

interval Llenoe uucno Bpewmsi B cekyHaax Mexay oTnpaBkon
nakeToB. 3Ha4YeHNEe No YMONMYaHUIo
— 0. 3Ha4yeHune JomnXkHo ObIThb B
Aunana3soHe [0;15].

wait-time Lllenoe uucno Bpemsa oxungaHusa peakumm Ha

NMPOBEPOYHbIV NaKeT (B CEKyHAAX).
3HadeHune no ymonyaHmio — 1.
3HaveHne AomkHo ObIThb B
AwanasoHe [1, 15].

packet-size

Lenoe uucno

Pa3smep naketa cornacHo npoTokony
type.

Ons Tuna tcp pa3mep naketa no
YMOSM4YaHUIo cocTaBnsaeT 52.
[vana3soH 3HaveHun [52].

[ns TnoB udp n icmp pasmep
nakeTa nNo YMOSTYaHWIO COCTaBNSAET
60. dnana3soH 3HaveHnn [28;65535].

max-ttl

Llenoe uucno

MakcmmarnbsHoe Konm4ecTso
NPOXOAO0B (3Ha4YeHne
MaKCUMarbHOro CPOKa >KU3HW)
TpaccupoBKn. 3HaYeHne no
ymonyanuto — 30. 3HaveHune
OOImKHO BbITb B AnanasoHe [1;255].

port

Lenoe uucno

MopT HasHa4eHus.

[nsa Tvna tcp no ymonyaHuto
ncnons3yetca nopt 80.

[ng Tuna udp no ymonyaHuio
ncnonb3yetca nopt 33434.

[ns Tvna icmp no ymonyaHuio
ucnone3yerca nopt 1.

source-address Ctpoka Anpec ucxoasuero nHtepderica.
source-interface Ctpoka UHTepdeinc ang ncnonb3osaHus B
KayecTBe nHTepdenca-McTouHmKa B
NCXOOALLMX NakeTax.
type tcp TCP npotokon.
udp UDP npotokon. NcnonbayeTcsa no
YMOSTYaHUIO.
icmp ICMP npotokon.
tos Llenoe 4ucno Tun O6enyxnBaHus. 3Ha4YeHne Nno

yMmonyaHuto — 0. 3HayeHne JOMKHO
ObITb B AnanasoHe [0;255]

290

Keenetic Il CnpaBoYHNK KOMaHL,
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Mpumep

UcTopusa nameHeHun

3.91 torrent

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopus nameHeHunmn

(tools)> traceroute ya.ru count 5 interval 5

starting traceroute to ya.ru...
traceroute to ya.ru (213.180.193.3), 30 hops maximum, 60 byte
packets.

1 192.168.111.1 (192.168.111.1) ©0.958 ms 0.885 ms 2.946 ms
11.275 ms 10.934 ms

2 testl.ru (193.0.111.3) 9.125 ms 7.263 ms 5.352 ms 2.146
ms 12.224 ms

3 test2.ru (193.0.111.2) 11.610 ms 9.378 ms 7.236 ms 15.399
ms 6.327 ms

4 178.108.133.57 (178.108.133.57) 4.325 ms 20.235 ms 10.831
ms 8.463 ms 7.232 ms

5 iki-crs.comcor.ru (62.117.100.134) 5.153 ms 10.526 ms »
5.738 ms 3.137 ms 13.886 ms

6 213.79.127.21 (213.79.127.21) 30.260 ms 2.883 ms * 27.922 »
ms 3.487 ms

7*****

8 fol2-c4-ae8.yndx.net (87.250.239.80) 9.815 ms 8.340 ms »
fol5-c2-ae7.yndx.net (87.250.239.84) 5.451 ms 3.637 ms 5.221 ms
9 * fol5-c2-ael5.yndx.net (87.250.239.24) 2.990 ms * 19.063 »
ms *

10 * * * www.yandex.ru (213.180.193.3) 2.017 ms *
process terminated

\J

\J

\J

\J

\J

Bepcus OnucaHue

2.00 [obaeneHa komaHga tools traceroute.

[ocTtyn Kk rpynne KomaHa gnst HAacTponkn napameTpos BitTorrent.
Het
Het
Het

(config-torrent)

I(conﬁg)> torrent

Bepcus OnucaHue

2.00 [obaeneHa komaHaa torrent.

3.91.1 torrent directory

OnucaHue

YkaszaTb nanky ons sarpy>xxaembix annos. Ecnu nanka He HangeHa, koMaHaa
nbiTaeTcs ee co3naTb.
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Masa 3 OnucaHne KomaHp,

KomaHga ¢ npedukcom no yaansiet HacTPOKKY.
Mpedukc no Oa
MeHsieT HacTpoMnKku Ja

MHorokpaTHbii BBog  Hert

Cunoncuc I (config-torrent)>  directory «directory;
I (config-torrent)> no directory
AprymeHThI AprymeHT 3HayeHue OnucaHue
directory Crpoka MyTb K Nanke ¢ ykasaHnem ¢arinoson
cuctembl. Pannosble cuctembl — temp:,
system:, flash:, sys:, proc:, usb:.
Mpumep (config-torrent)> directory TEST_FAT:transmission
Core::Configurator: done.
MCTOpVIiI M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [obGaeneHa komaHaa torrent directory.

3.91.2 torrent peer-port

OnucaHue Ykaszatb nopT Ansa yganeHHoro ysna. o ymonyaHuio ucnonssyetcsa nopt 51413.
Mpedukec no Het
MeHsieT HacTpouku Oa

MHorokpaTtHbii BBog  Hert

CuHoncue I (config-torrent)>  peer-port «port>
AprymeHThI AprymeHT 3HaueHne |Onucanue
port UYenoe uucsno |Bxogawmn TCP nopT npocnyLwmBaHus.
MoxeT npuHumaTth 3HaveHusa ot 1024 go
65535.
Mpumep (config-torrent)> peer-port 1122
Core::Configurator: done.
MCTOpVISl M3MeHeHMﬁ Bepcuﬂ OHMcaHMe

2.00 [loGaBneHa komaHga torrent peer-port.
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maBa 3 OnucaHne KomaHp,

3.91.3 torrent rpc-port

OnucaHue

Mpedukc no

MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbI

Mpumep

UcTtopusa nameHeHun

3.92 udpxy

OnucaHue

Mpedukec no

MeHsieT HacTpoOMnKu
MHorokpaTHbIl BBOA,
BxoxnaeHue B rpynny

CunHoncuc

UcTopusa nameHeHum

HasHauntb nopt RPC. No ymonyaHuio ucnonb3yetcs 3HadeHne 8090.

Het

Ja

Het

I (config-torrent)>  rpc-port (port> [public]

AprymeHT 3HayeHue OnucaHue
port Yenoe uucno |Homep RPC nopta. MoxeTt npuHumaTh
3HayeHus ot 1024 fo 65535.
public Knwyesoe Ooctyn k ynpaeneHuto BitTorrent-knneHTom
c/i0BO nocpeacTBoM NyONUYHBIX MHTEPdECOB.

(config-torrent)> rpc-port 1133
Core::Configurator: done.

Bepcus OnucaHue

2.00 [o6GasneHa komaHaa torrent rpc-port.

JocTyn Kk rpynne KoMmaHg, Ans HAaCTPOWKN NapamMeTpoB udpxy.
Het
Het
Het

(udpxy)

I (config)>  udpxy

Bepcus OnucaHue

2.03 HobaBneHa komaHaa udpxy.

3.92.1 udpxy buffer-size

OnucaHue

YctaHoBUTh pasmep bydepa udpxy. No ymonyaHuio UCNOMNb3yeTcs 3HaYeHne
2048.

Keenetic Il CnpaBo4YHUK kKOMaHA

293




Masa 3 OnucaHne KomaHp,

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

KomaHga ¢ npedukcom no cGpackiBaeT pasmep 6ydepa B 3Ha4YeHMe Mo

YMOJ1HaHUIO.

[a
Oa

Het

| (udpxy)>

buffer-size (size;

I (udpxy)> no buffer-size

AprymeHT

3HavyeHue

OnucaHue

size

Uenoe uucno

Pasmep Oydepa B 6antax. Moxet
npuHUMaThL 3HavyeHus oT 1 go 1048576.

(udpxy)> buffer-size 500
Udpxy: :Manager: a buffer size set to 500 bytes.

Bepcus

OnucaHue

2.04

HobaeneHa komaHga udpxy buffer-size.

3.92.2 udpxy buffer-timeout

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

YCTaHOBUTb TanmayT As1 XpaHeHUs AaHHbIX B Oydepe udpxy. Mo ymonyaHumto
ncnosnb3yeTcd 3HadeHue 1.

Komanpa c I'Ipe(bVIKCOM no yCtaHaBnmBaeT TaﬂmayT no yMmon4aHuio.

Da
Oa

Het

| (udpxy)>

I (udpxy)> no buffer-timeout

buffer-timeout (timeout>

AprymeHT

3HavyeHue

OnucaHue

timeout

Lenoe u4ucno

3HaueHve TanmayTa B cekyHaax. Moxer
NPUHUMaTL 3Ha4yeHus oT -1 0o 60. -1 —
HeorpaHWyeHHbIN TamayT.

(udpxy)> buffer-timeout 10
Udpxy::Manager: a hold data timeout set to 10 sec.

294

Keenetic Il CnpaBoYHNK KOMaHL,



maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaeneHa komaHaa udpxy buffer-timeout.

3.92.3 udpxy interface

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

CesasaTtb udpxy ¢ ykazaHHbIM UHTepdencom. No ymonyaHuio npuesiaka He
HaCTPOEHa M UCMONb3yeTCA TEKyLLee NOAKNIOYEHNE K MHTEPHETY.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUe Mo yMOYaHuio.
Da
Oa

Het

I (udpxy)>  interface cinterfaces

I (udpxy)> no interface

AprymeHT 3HayeHue OnucaHue

interface Ums lMonHoe umsa nHTepdenca unm NCeBaoHNM.
nHTepperica |Cnucok OCTYNHbLIX ANng Bblibopa
NHTEepEeNCoB MOXHO YBUAETL BBEAS
komangy interface ?.

(udpxy)> interface ISP
Udpxy: :Manager: bound to Switch0/Vlan2.

Bepcus OnucaHue

2.02 [o6GasneHa komaHaa udpxy interface.

3.92.4 udpxy port

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbI BBOA

CunHoncuc

YctaHoBuTb nopT ana HTTP-3anpocos. 1o ymonyaHuio ncnonb3yeTca 3HaYeHne
4022.

KomaHaa ¢ npedukcom no Bo3BpallaeT 3Ha4YeHUE Mo yMOYaHuio.
Ja
Oa

Het

I (udpxy)>  port port>
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AprymeHTbI

Mpumep

UcTopusa nameHeHum

I (udpxy)> no port

AprymeHT 3HayeHue OnucaHue
port UYenoe uucno |Homep nopta. MoxeT npuHMMaTh 3Ha4YeHus
ot 0 go 65535.

(udpxy)> port 2323
Udpxy: :Manager: a port set to 2323.

Bepcus OnucaHue

2.03 [obasneHa komaHga udpxy port.

3.92.5 udpxy renew-interval

OnucaHue

Mpedomkec no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHum

YCcTaHOBUTL Nepunog BO30OHOBNEHNSA MOANMUCKN HA MyrbTUKacT-KaHan. Mo
YMOMYaHUIO UCNOMb3yeTcs 3HavyeHne 0, TO eCTb nognncka He BO30OHOBNSAETCS.

KomaHga ¢ npedurKcom no Bo3BpallaeT 3Ha4YeHUe Nno ymoryaHmio.
Oa
Oa

Het

I (udpxy)>  renew-interval <renew-interval

I (udpxy)> no renew-interval

AprymeHT 3HayeHue OnucaHue

renew-interval |lenoe u4ucso |[Neprnon BO30GHOBNEHMS NOAMUCKN B
cekyHaax. MoxeT npyHMMaTh 3Ha4YeHus oT
0 go 3600.

(udpxy)> renew-interval 120
Udpxy: :Manager: a renew subscription interval value set to 120 »
sec.

Bepcus OnucaHue

2.03 [obasneHa komaHaa udpxy renew-interval.

3.92.6 udpxy timeout

OnucaHue

YCTaHOBUTb TanmayT coeguHeHus. o ymonyaHuio UCnomnb3yeTcst 3HaYeHune 5.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

KomaHpa c I'Ipe(*)VIKCOM Nno BO3BpallaeT 3Ha4YeHne no yMmosi4aHuio.

[a
Oa

Het

I (udpxy)>  timeout (timeout)

I (udpxy)> no timeout

AprymeHT 3HayeHue

OnucaHue

timeout Llenoe 4ucno

3HaveHne TanmayTta B cekyHaax. Moxet
NpUHUMaThb 3HadeHus ot 5 ao 60.

(udpxy)> timeout 10

Udpxy: :Manager: a stream timeout set to 10 sec.

Bepcus OnucaHue

2.03 [obGasneHa komaHaa udpxy timeout.

3.93 upnp forward

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO
Tun nHtepdcpenca

CunHoncuc

AprymeHTbI

[o6aBnTb NnepeHanpasnstoLlee npasuno UPnP.

KomaHpa ¢ ﬂped)MKCOM no yaandet npaBuio U3 cnnucka.

[a
Da
Oa
IP

I (config)>  upnp forward «protocoly [ interface ] address> (ports

I (config)> no upnp forward [ <index) | («protocols <address» (ports)]

AprymeHTr 3HayeHue ‘Onwcal-wle
protocol tcp [obaButb/yaanutb NpaBuno s npomokosna
TCP.
udp Ho6aBuTb/yaanuTe NpaBuIo AN Npomokosna
UDP.
interface nms Byner nobaeneHo npaBuno Ans ykasaHHoOro
MHTEpgesica |MHTepderica.
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UcTopusa nameHeHun

AprymeHT 3HavyeHue OnucaHue

address IP-appec Bynert nobasneHo/yganeHo npasumo ans
ykasaHHoro IP-agpeca.

port Uenoe uucno |byger pobasneHo/yganeHo npaBuro ans
yKa3aHHOro nopra.

index Yernoe uucsno |byaet yoaneHo npasBuno ¢ ykazaHHbIM
NOpPSIAKOBBIM HOMEPOM.

Bepcus OnucaHue

2.00 [obasneHa komaHaa upnp forward.

3.94 upnp lan

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBO,

Tun nHtepdpenca

CunHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

3.95 upnp redirect

OnucaHue

YkasaTtb LAN-nHTepderic Ha koTopom 3anyLieHa cryxba UPnP.

KomaHga ¢ npedmkCoM No OTMEHSIET HACTPOWKY.

[a
[a
Het

P

| (config)>

upnp lan cinterface,

I (config)> no upnp lan

AprymeHT 3HavyeHue OnucaHue
interface Ums MonHoe umsa uHTepdenca unm NCeBaoHNM.
MHTepgeiica |Cnncok AOCTYNHbIX Ansi Bbibopa

NUHTepdEencoB MOXHO yBUAETL BBEAA
KomaHZy upnp lan ?.

(config)> upnp lan PPTPO
using LAN interface: PPTPO.

Bepcus

OnucaHue

2.00

[obGasneHa komaHga upnp lan.

[o6aBuTb npasuno TpaHcnauum UPnP noprta.
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maBa 3 OnucaHne KomaHp,

KomaHga c I'Iped)VIKCOM no yaandet npasuso 13 Crnnucka. Ecnu BbINOMHWTL KOMaHOy
oes aprymeHTa, 1o BeCb CMUCOK npaBui 6yp,eT OYULLEH.

Mpedukc no Oa
MeHsieT HacTpoMnKku Ja
MHorokpaTHbii BBog [a
Tun nHtepcpenca IP

Cunoncuc (config)>  upnp redirect (protocols cinterfaces <port» <to-address [

to-port]

(config)> no upnp redirect [and forward |[<index; | (<«protocol port»)

1l

AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle
protocol tcp [ob6aBuTb/yganuTb NpaBuio 4ns NpoTokona
TCP.
udp [obaBuTb/yganuTs NpaBmio Ansa npoTokona
UDP.
interface ms Bynert nobaeneHo npaBuno Ans ykasaHHoro
MHTepPesica |NHTepdenca.
port Lenoe uucno |bynet nobaeneHo/yganeHo npasuno ong
yKasaHHOro nopra.
to-address IP-appec Bynert nobasneHo/yganeHo npasumo ans
yKa3aHHOro agpeca Ha3Ha4YeHus.
to-port Yenoe uucno |byoer pobasneHo/yganeHo npaBumo ans
yKa3aHHOro nopra Ha3Ha4YeHus.
and forward Knwyesoe Cnunckn npasun NepechbIinkn u
c/oBo nepeHanpasneHns 6yayT yaaneHsol.
index UYenoe uucno |byaer ynaneHo npasBuno ¢ ykazaHHbIM

nopAaKoBbIM HOMEpPOM.

MCTOpMﬂ M3MeHeHUn Bepcuﬂ OnucaHue

2.00 [obGaBneHa komaHga upnp redirect.

3.96 user

OnucaHue HocTtyn k rpynne komaHg Ans HaCTPOWKM NapamMeTpoB y4ETHON 3anucu
nonb3oBarens. Ecnv yyeTHas 3anvncb He HavaeHa, komaHaa NbiTaeTcs ee co3aaTtb.

MpumeyaHwe: YueTHasi 3anncb ¢ 3ape3epBUPOBaHHLIM MMEHEM admin He
MOXeT ObITb yaaneHa. Kpome Toro, y nonb3oBatens admin
Henb3sa yaanuTb NpaBo AOCTYNa K KOMaHOHOW CTPOKE.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbIW BBOA,
BxoxpaeHue B rpynny

CuHoncuc

AprymeHTbl

UcTopusa nameHeHum

KomaHga ¢ npedukcom no ygansieT y4eTHyo 3annch nornb3oBaTerns.
[a
Oa
Ja

(config-user)

I (config)>  user (name»

I (config)> no user (name>

AprymeHT 3HavyeHue OnucaHue

name CTpoka Nwmsa nonb3oBarens.
Bepcus OnucaHue

2.00 [obaBneHa komaHda user.

3.96.1 user password

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

Ykasatb napornb nons3osatens. [aponb xpaHutcs B suge MD5S-xewwa,
BbIYMCINEHHOIO U3 CTPOKU «user: realm:password». realm 310 Ha3BaHWe Mogenu
ycTponcTea U3 panna startup-config. txt.

KomaHaa npyHMMaeT aprymMmeHT B BUAE OTKPLITON CTPOKWU UMK 3HAYEeHUS
xew-pyHKUUKN. CoxpaHeHHbIN Naporb UCNonb3yeTcs ANS ayTeHTudukaumm
nonb3oBaTens.

KomaHaa ¢ npedukcomM no cOpacbkiBaeT 3HAYEHNe Napons Takum o6pasom, 4YTo
nonb3oBaTenb TepsieT AOCTYN K ycTponcTey. [Ana nonb3osatens admin npedukc
no cOpackiBaeT 3Ha4YEHNe Naposs Ha 3aBOACKNE HAaCTPOMKn — 1234,

Oa

Oa

Het

I (config-user)>  password ( md5 <hashs | password> )

I (config-user)> no password

AprymeHT 3HavyeHue OnucaHue
hash CTtpoka 3HayeHne MD5-xewwa.
password Ctpoka 3HayeHne naporns B OTKPbITOM BUAE, U3

KOTOPOro aBToMaTtn4eCKkn BbIYNCIAETCA
3Ha4YeHune xelula.
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maBa 3 OnucaHne KomaHp,

Mpumep

Uctopusa nameHeHun

3.96.2 user tag

OnucaHue

Mpedomkec no
MeHsieT HacTPOMKHM
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

(config-user)> password 1111

690.903618:

(config-user)>

event, class

= Event::User, raise time

action: changed

name: test

realm: ZyXEL Keenetic 4G
password, type = md5: »
6b749df384a736c29e48e0be225876e3
password, type = nt: »
€84d037613721532e6b6d84d215854b6
tag: cli
tag: http

password set has been changed for user "test".

= »

Bepcus

OnucaHue

2.00

[obGasneHa komaHaa user password.

MpuncBONTL YYETHOM 3aNnCK creunanbHy METKY, Hanndmne KOTOpon NpoBepsieTca
B MOMEHT aBTOpU3aLMmn NONb3oBaTenNs 1 BbINOMHEHNN UM FHOObIX AEACTBU B
cucteme. Habop JonycTMMbIX 3HAYEHUI METKM 3aBUCUT OT OYHKLIMOHAmbHbIX
BO3MOXXHOCTEN cucTEMBI. [TOMNHbINA CNMCOK NpuBeaeH B Tabnuue Huxe.

OpfHOM y4eTHOM 3anmMc MOXHO Ha3HaYMTb HECKOMbKO pa3HbIX METOK, BBOASA

KOMaHZy MHOrokpaTtHo. Kaxayo MeTKy MOXHO paccMaTpuBaTth Kak

npepnocraeneHne unun orpaHnvyeHne onpegeneHHblx npas.

Komanpa c I'Ipe(bVIKCOM no yaandet 3agaHHYK METKY.

MpumedaHwue:

Oa
[a
Ja

I (config-user)>

YyeTHOM 3anncu admin Henb3s NpUcBoUTL MeTKY readonly u
yoanuTbe meTky cli.

tag (tag»

I (config-user)> no tag (tag»

AprymeHT 3HauyeHue OnucaHue
tag cli JocTyn K nHTEpdency komaHaHOW CTPOKN.
http Hoctyn k Web-uHTtepdeicy.
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Masa 3 OnucaHne KomaHp,

Mpumep

UcTopusa nameHeHun

3.97 voip

OnucaHue
Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,
BxoxnaeHue B rpynny

CuHoncuc

UcTopus nameHeHunmn

AprymeHT

3HavyeHue OnucaHue

ftp MogkntodeHue k BcTpoeHHoMy FTP-cepeepy.

cifs MogkntoyeHme k cnyxbe dannos u
npuHTepos Windows.

torrent Bxopf B HTepderic ynpaBneHus KNmeHTomM
darinoobmeHHbIX ceTen BitTorrent.

readonly 3anperT BbINOMHEHNS KOMaH, MEHSIIOLLMX
HaCTPOWIKN.

vpn MogkntoveHwne k BctpoeHHomy VPN-cepsepy.

(config-user)> tag http
user "test" tagged with "http".

(config-user)>

567.225033:

event, class = Event::User, raise time = »

action: changed
name: test
realm: ZyXEL Keenetic 4G
password, type = md5: »

6b749d1384a736c29e48e0be225876e3

password, type = nt: »

€84d037613721532e6b6d84d215854b6

tag: cli
tag: http
Bepcus OnucaHue
2.00 [obGasneHa komaHaa user tag.

[ocTtyn Kk rpynne komaHa ons HACTPONKKM napameTpos IP-tenedoHunn.

Het
Het
Het

(config-voip)

I(conﬁg)> voip

Bepcus

OnucaHue

2.04

[obGaBneHa komaHga voip.
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maBa 3 OnucaHne KomaHp,

3.97.1 voip coder

OnucaHue HacTpouTb npuopuTeThl KOAEKOB. [10 ymonyaHMio NCNonb3yTca cnegytoLme
3Ha4YeHus:
Kogek Mpuopwutet
g711a 0
g729ab 1
g711u 2
Mpeduke no Het
MeHsieT HacTpoOMnKu Oa

MHorokpaTHbii BBog [a

Cuuoncue I (config-voip)>  coder («coders line <line> priority «priority,
AprymeHThI AprymeHT 3Ha4yeHue OnucaHue
coder g71la Kogek g711a.
g711u Kogek g711u.
g711.1a Kogek g711.1a.
g711.1u Kogek g711.1u.
9722 Kopek g722.
g722.1 Kogek g722.1.
g723 Konek g723.
9726 Kogek g726.
g729ab Kogek g729ab.
line 0 [MepBaga TenegoHHasa NUHUA.
1 Btopaga tenecoHHasa nuHus.
priority 0 HawuBbicLunin npnopuTer.
1 OOGbIYHbIN NPUOPUTET.
2 Camblin HA3KUI NPUOPUTET.
Mpumep (config-voip)> coder g723 line 1 priority 1
Telephony: :VoiceApp: coder priority saved.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.04 [obGaBneHa komaHga voip coder.
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Masa 3 OnucaHne KomaHp,

3.97.2 voip dials

HasHaunTb Homep GbicTporo Habopa.

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

KomaHga ¢ npedukcom no yaansieT HaCTPORKY.

Ja
[a
Oa

I (config-voip)>

dials line (line) index (index» (where»

I (config-voip)> no dials line (line» index «index>

AprymeHT 3HaveHue OnucaHue
line 0 MepBas TenedoHHas NUHKS.
1 Btopaa tenecoHHasa nuHus.
index 2 Homep BbicTporo Habopa Ha3HavaeTcs Ha
KHOMKY 2.
3 Homep 6bicTporo Habopa Ha3HavaeTcs Ha
KHOrMKY 3.
4 Homep GbicTporo Habopa Ha3Ha4vaeTcs Ha
KHOMKY 4.
5 Homep 6bicTporo Habopa Ha3HayaeTcs Ha
KHOrKY 5.
6 Homep 6bicTporo Habopa Ha3Ha4aeTcs Ha
KHOMKY 6.
7 Homep 6bicTporo Habopa Ha3Ha4yaeTcs Ha
KHOMKY 7.
8 Homep GbicTporo Habopa HasHa4vaeTcst Ha
KHOMKY 8.
9 Homep BbicTporo Habopa Ha3HavaeTcs Ha
KHOMKY 9.
where Crpoka SIP URI B hopmate
sip:<number>@<host>[:<port>]

(config-voip)> dials line 0 index 2 sip:365884425@forward.com
Telephony: :VoiceApp: speed dial number assigned to key 2.

Bepcus

OnucaHue

2.04

[obGaeneHa komaHga voip dials.
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maBa 3 OnucaHne KomaHp,

3.97.3 voip interface

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

Cesasatb VoIP ¢ ykaszaHHbIM nHTepderncom. Mo ymonyaHuio npmBsaska He
HaCTpOEHa 1 UCMONb3yeTCH TEKyLLee NOAKMIOYEHNE K UHTEPHETY.

KomaHga ¢ npedmkcom no Bo3BpaLLaeT 3Ha4eHe No yMOn4aHuio.
[a
[a

Het

I (config-voip)>  interface <interface’

I (config-voip)> no interface

AprymeHT 3HaveHue OnucaHue

interface Nms MonHoe umsa nHTepdenca nnm NCEBLOHNM.
nHTepperica |Cnmcok 4OCTYNHbLIX Ang Bblibopa
NHTEP(EencoB MOXHO yBUAETb BBEAS
komaHgy interface ?.

(config-voip)> interface ISP
Telephony: :VoiceApp: interface is set to Switch0/Vlan2.

Bepcus OnucaHue

2.04 [oGaBneHa komaHaa voip interface.

3.97.4 voip param

OnucaHue

Mpedukc no
MeHsieT HacCTPOMKHM
MHorokpaTHbIN BBOA

CuHoncuc

AprymeHTbl

HacTtpouTtb napametpsl VoIP.

KomaHga ¢ npemkcom no Bo3BpaLlaeT 3Ha4YeHMe MO YMOMYaHuIo.
Oa

Oa

Het

I (config-voip)>  param <name» <value»

I (config-voip)> no param name»

AprymeHT name SBNSETCS KIOYEBbIM CITOBOM, KOTOPOE YKa3bIBa€ET, Kakoe 3HaYeHne
value JomkHO criegoBaTh 3a HUM. B MNpunoxkeHnn A npvBeaeH CNMCOK BCex
Ha3BaHW NapamMeTPOB, KOTOPblE MOTYT ObITb HACTPOEHbI, C COOTBETCTBYHOLLMMM
UM 3HAYEHUAMU aprymeHToB value.
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Masa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

AprymeHT 3HavyeHue OnucaHue

name Ctpoka HasBaHwve napametpa.
value CTpoka 3HaueHne napamertpa.
Bepcus OnucaHue

2.04 [obGaBneHa komaHga voip param.

3.98 vpn-server

OnucaHue

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHun

[octyn Kk rpynne KkomaHg, 4ns HacTponkn napametpos cepeepa VPN.
Het
Het
Het

(vpn-server)

I (config)>  vpn-server

Bepcus OnucaHue

2.04 [obGasneHa komaHga vpn-server.

3.98.1 vpn-server interface

OnucaHue

Mpedukc no
MeHsieT HacTpouKu
MHorokpaTHbI BBOA

CuHoncuc

AprymeHTbl

306

Cesazatb cepBep VPN ¢ ykazaHHbIM UHTEpdENCoM.
KomaHga ¢ npedmkCcom no paspbiBaeT CBA3b.

Oa

Oa

Het

I (vpn-server)>  interface <interface,

I (vpn-server)> no interface

AprymeHT 3HaveHue OnucaHue

interface Wmsa MonHoe umsa nHTepdenca nnm NCEBOOHNM.
nHTepperica |Cnmcok OCTYNHbLIX Ang Bblibopa
NHTEpencoB MOXHO yBUAETb BBEAS

komangy interface ?.
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maBa 3 OnucaHne KomaHp,

Mpumep (vpn-server)> interface Switch0/Vlanl
Core::Configurator: done.

UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.04 [o6GaeneHa komaHga vpn-server interface.

3.98.2 vpn-server Icp echo

OnucaHue Onpegenutb npasuna TectupoBannst PPTP-noakntovenni cpegcteamm LCP echo.
KomaHga ¢ npedukcom no otkntodaet LCP echo.

Mpedouke no Oa

MeHsieT HacTpouKu Oa

MHorokpaTHbI BBog Het

Cunoncuc I (vpn-server)>  1lcp echo <intervals> «count; [adaptive]
I (vpn-server)> no lcp echo
AprymeHThI AprymeHT 3HaveHue OnucaHue
interval Lenoe uucno |NHTepean mexay otnpaBkamu LCP echo, B
cekyHgax. Ecnu B TeyeHue ykasaHHOro
WHTepBana BpeMeHM OT yaareHHON CTOPOHbI
He 6bin nonyyeH LCP 3anpoc, en byaet
OTMpaBIieH TaKoW 3anpoc C OXngaHnem
oTtBeTa LCP reply.
count lenoe 4ucno |Konuyectso oTnpaBneHHbIX Nogpsa
3anpocoB LCP echo Ha koTopble He Bbin
nony4eH oreeT LCP reply. Ecnu count
3anpocoB LCP echo octanuck 6e3 oTBeTa,
coeguHeHue Byaget pasopBaHo.
adaptive KnwyeBoe Pppd 6ynet otnpaenaTts 3anpoc LCP echo
CJ10B0 TOMbKO B TOM Cryyae, ecnv OT yaaneHHoro
y3na HeT Tpadumka.
Mpumep (vpn-server)> lcp echo 5 3
LCP echo parameters updated.
UcTopusa usmeHeHnt  (Bepcus OnucaHue

2.06 [o6GaeneHa komaHga vpn-server lcp echo.
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Masa 3 OnucaHne KomaHp,

3.98.3 vpn-server mppe

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOA

CuHoncuc

AprymeHThl

Mpumep

UcTopusa nameHeHunmn

YcTaHoBUTb pexxum Ans wudposanna MPPE. o ymon4aHuio MCNonb3yeTes KoYy
AnunHon 40 6uT.

KomaHga ¢ npeduKcom no OTKMYaET BbIOPaHHbIN PEXUM.
Oa
Oa
Oa

I (vpn-server)>  mppe mode»

I (vpn-server)> no mppe «node»

AprymeHT 3HavyeHue OnucaHue
mode 40 OnuHa kntoya wndposaHns 40 6uT.
128 OnuHa kntova wudgposaHus 128 6urT.

(vpn-server)> mppe 40
VpnServer: :Manager: Set encryption 40.

Bepcus OnucaHue

2.05 [loGaBneHa komaHga vpn-server mppe.

3.98.4 vpn-server mppe-optional

OnucaHue

Mpedoumkec no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

Mpumep

BkniounTs WwingposaHne MPPE.

KomaHga ¢ npenkcomMm no oTKn4aeT WndposaHme.
Oa

Oa

Het

I (vpn-server)>  mppe-optional

I (vpn-server)> no mppe-optional

(vpn-server)> mppe-optional
Core::Configurator: done.
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maBa 3 OnucaHne KomaHp,

UcTopusa nameHeHum

Bepcus OnucaHue

2.04 HobaBneHa koMaHaa vpn-server mppe-optional.

3.98.5 vpn-server mru

OnucaHue

Mpedumkc no
MeHsieT HacTpOMnKu
MHorokpaTHbIi BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopua nameHeHum

YcraHoBuTb 3HavyeHne MRU kotopoe 6ynet nepenaHo PPTP-cepsepy. Mo
yMon4yaHuio nucnorne3syercs 3HadeHve 1350.

KomaHga ¢ npedmnKkcomM no yCTaHaBNMBAET 3HAYEHME MO YMOSTYAHUIO.
Oa
Ja

Het

I (vpn-server)>  mruvalue»

I (vpn-server)> no mru

AprymeHT 3HayeHue OnucaHue

value Lenoe uucno |3HauveHne MRU. MoxXeT NnpuHMMaThb
3HaveHus ot 128 go 1500 BKNHOYUTENBHO.

(vpn-server)> mru 200
VpnServer::Manager: mru set to 200.

Bepcus OnucaHue

2.04 [obGaBneHa kKOMaHaa vpn-server mru.

3.98.6 vpn-server mtu

OnucaHue

Mpedoumkc no
MeHsieT HacTpouku
MHorokpaTHbIW BBOA,

CuHoncuc

YctaHoBuTh 3HavyeHne MTU, kotopoe byaeT nepegaHo PPTP-cepeepy. Mo
yMOn4yaHuio ncnonbe3syercs 3HadeHve 1350.

KomaHnaa ¢ npedmKkcoM nNo ycTaHaBnMBaEeT 3HAYEHME MO YMONMYaHMIO.
Oa
Oa

Het

I (vpn-server)>  mtu «values

I (vpn-server)> no mtu
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Masa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

AprymeHT 3HayeHue OnucaHue

value Uenoe uucno |3HavyeHne MTU. MoxeT npuHUMaTb 3Ha4YEeHUS

ot 128 go 1500 BKNOYMUTESNBHO.

(vpn-server)> mtu 200
VpnServer: :Manager: mtu set to 200.

Bepcus OnucaHue

2.04 [obaeneHa komaHga vpn-server mtu.

3.98.7 vpn-server multi-login

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOJ,

CuHoncuc

Mpumep

UcTopus nameHeHunmn

Paspewntb nogkntoyeHne k cepepy VPN Heckonbkux nonb3oBaTtenen ¢ 0gHoro
aKKkayHTa.

KomaHaa ¢ npedrKComM no OTKMYaET 3Ty BO3MOXHOCTb.
Ja
Oa

Het

I (vpn-server)>  multi-login

I (vpn-server)> no multi-login

(vpn-server)> multi-login
VpnServer::Manager: multi login enabled.

Bepcus OnucaHue

2.04 [o6GaBneHa komaHga vpn-server multi-login.

3.98.8 vpn-server pool-range

OnucaHue

Mpedukc no
MeHsieT HacTPOMKHM
MHorokpaTHbIli BBOA,

CuHoncuc

HasHaunTb nyn agpecoB AN KNMEHTOB, nogkntodatowmxcs k cepsepy VPN.
KomaHga ¢ npedukcom no ygandet nyn.

Oa

Ja

Het

I (vpn-server)>  pool-range <begins [(size)]
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maBa 3 OnucaHne KomaHp,

AprymeHTbI

Mpumep

UcTopusa nameHeHun

I (vpn-server)> no pool-range

AprymeHT 3HayeHue OnucaHue

begin IP-agpec HavanbHbI agpec nyna.

size UYenoe uucno |Pasmep nyna. Ecnu 3HayeHne He ykasaHo,
ncnone3yercsa pasmep nyna 10.

(vpn-server)> pool-range 192.168.1.22 7
Core::Configurator: done.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa vpn-server pool-range.

3.98.9 vpn-server static-ip

OnucaHue

Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbIN BBOA,

CuHoncuc

AprymeHTbI

Mpumep

UcTopusa nameHeHun

HasHauuTb IP-agpec nonb3oBaTtento. [Nonb3oBaTenb B cMcTeMe AOMKEH UMETb
METKY vpn.

KomaHga ¢ npedukcom no ygansieT npuBsiaKy.
[a
Oa
[a

I (vpn-server)>  static-ip <name> (address»

I (vpn-server)> no static-ip name>

AprymeHT 3HayeHue OnucaHue
name CTpoka JloruH.
address IP-agpec HasHavaembin IP-agpec.

(vpn-server)> static-ip admin 192.168.1.22
Core::Configurator: done.

Bepcus OnucaHue

2.04 [obGasneHa komaHaa vpn-server static-ip.

3.99 yandexdns

OnucaHue

[ocTyn B rpynny koMaHa ans HacTpoviku npocdunen Yandex.DNS.
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Masa 3 OnucaHne KomaHp,

Mpedukc no

MeHsieT HacTpouku
MHorokpaTHbI BBOJ,
BxoxaeHue B rpynny

CuHoncuc

UcTopusa nameHeHun

Het
Het

Het

(yandexdns)

| (config)>

yandexdns

Bepcus

OnucaHue

2.01

HobaeneHa komaHga yandexdns.

3.99.1 yandexdns assign

OnucaHue

Mpedukc no
MeHsieT HacTPOMKM
MHorokpaTHbI BBOA

CunHoncuc

AprymeHTbI

UcTopusa nameHeHum

3.99.2 yandexdns check-availability

OnucaHue

HasHaunTb Tunbl gns xocToB. 1o ymonyaHuio 4ns BCex XOCTOB NCMONb3YEeTCs
Tmn safe. default MoXeT ObITb HA3HAYEH TONBLKO OQHOMY XOCTY.

Komanpga c ﬂpe(bMKCOM Nno BO3BpaLlaeT 3Ha4eHne no yMmon4aHuio.

Ja
Oa
Ja

I (yandexdns)>

assign [ chost> ] (type»

I (yandexdns)> no assign [ chost) ]

AprymeHT 3HauyeHue OnucaHue
host MAC-agpec | XOCT, K KOTOPOMY NPUMEHSIETCA TN
dunsTpaumn. Ecnu He ykasaH, Tvn
NPUMEHSETCH KO BCEM XOCTaM.
type default duneTpauusa He UCNOMb3yeTCs.
safe 3awuTta oT BPEAOHOCHbIX 1 MOLLEHHNYECKMX
CaunToB.
family 3akpbIT AOCTYN K BPEOOHOCHbBIM Y
MOLLUEHHNYECKUM carTaM, a Takke K
pecypcam ans B3pocrbiX.
Bepcus OnucaHue
2.01 HobaeneHa komaHaa yandexdns assign.

MpoBepuTb 4OCTYNHOCTL CNyx0bl Yandex.DNS.
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Mpedukc no
MeHsieT HacTpouku
MHorokpaTHbI BBOJ,

CuHoncuc

Mpumep

UcTopusa nameHeHun

Het
Het

Het
I (yandexdns)>  check-availability

(yandexdns)> check-availability

available
Bepcus OnucaHue
2.06 HobaeneHa komaHga yandexdns check-availability.

3.99.3 yandexdns enable

OnucaHue

Mpedukc no

MeHsieT HacTpouku

MHorokpaTHbIi BBOA

CuHoncuc

Mpumep

UcTopusa nameHeHum

3anyctutb cnyx0y Yandex.DNS.

KomaHaa ¢ npedukcom no octaHaenveaeT Cnyxoy.
Oa

Ha

Het

I (yandexdns)>  enable

I (yandexdns)> no enable

(yandexdns)> enable
YandexDns: :Client: Yandex DNS is enabled.

Bepcus OnucaHue

2.01 HobaeneHa komaHaa yandexdns enable.
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[JononHutenbHasa nHcpopmauus

4.1 HTTP Core Interface

Keenetic Ill npepoctaensetr HTTP XML API. APl goctyneH 4Yepes uHtepgenc /ci , Kotopbli
npuHumaeT POST-3anpockl B dpopmate XML un Bosspaiaetr XML KIMEHTCKOMY NPUAOXKEHNIO,
npoLueLemMy Npoueaypy asTopmsaumn.

Mocne cbpoca Keenetic Il Ha 3aBogckue HAaCTPONKM aBTOpM3auns He TpebyeTcs.

Mpumep 4.1. BbizoB XML API

BoeinonHutb koMaHay «show interface» ona WAN-nHTepdeinca c umeHem ISP. 3TOT uHTEpdenc
NPUCYTCTBYET B 3aBOACKMX HacTponkax Keenetic lll.

POST /ci HTTP/1.1

Host: 192.168.1.1

Connection: keep-alive

Content-Length: 177

Origin: http://192.168.1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
Content-Type: application/xml

Referer: http://192.168.1.1/

<packet ref="/">
<request id="1" ref="former.ifaces[load]">
<command name="show interface">
<name>ISP</name>
</command>
</request>
</packet>

YCTpoMCTBO BO3BpALL@ET TekyLlee COCTOsIHNE uHTepdenca ISP:

HTTP/1.0 200 OK

Server: Ag [47]

Set-Cookie: authorized=*; path=/
Content-type: text/xml
Content-Length: 760

<packet>
<response id="1">
<interface name="ISP">
<mac>ec:43:f6:d3:22:d9</mac>
<id>Switch@/Vlan2</id>
<index>2</index>
<type>VLAN</type>
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<description>Broadband connection</description>
<link>down</1link>
<connected>no</connected>
<state>up</state>
<mtu>1500</mtu>
<tx-queue>1000</tx-queue>
<global>yes</global>
<defaultgw>no</defaultgw>
<priority>700</priority>
<security-level>public</security-level>
<auth-type>none</auth-type>
</interface>
<message code="268370345" ident="Network::Interface: :Base"
source="">done</message>
</response>
</packet>

OneMeHT <request> JomKeH BCerga npucyTCTBOBATb B 3aMpoce OT KIMEHTCKOro NPUNoXeHUs
K YCTPOWCTBY. YCTPOWCTBO BCerfga oreevaeT coobLlueHnem <response>. ATpubyT id moxet
NCnonb30BaThbCs AN YCTAaHOBNEHNS COOTBETCTBUS MEXAY HUMMW.

PucyHok 4.1. dopmat 3anpoca
<request id="identifier">

<!-- request content -->
</request>

PucyHok 4.2. ®opmaTt oTBeTa
<response id="identifier">

<!-- response content -->
</response>

CyuiecTByeT oBa OCHOBHbIX Tvna 3anpocoB XML:

BbinonHeHue komaHabl  BbINONHUTL onpeaeneHHyo KomaHay Ha ycTporcTee. [locTynHble
KOMaHAbl onncaHbl B pasgene Maea 3 Ha cTpaHuue 27

3anpoc HaCTpoOeK |-|OJ'Iy‘-II/ITb napamMmeTpbl, HACTPOEHHbIE MO onpep,eneHHon KOMaHge.

4.1.1 BbinonHeHne KOMaHAbI

316

Sanpoc command No3BOMSAET BbIMNOMHUTL onpeneneHHyrn KoMaHagy Ha yCTpOVICTBe.

PucyHok 4.3. BbinonHeHne KOMaHAbI

<request id="identifier">
<command name="command">
<no/>
<argument>value</argument>

</command>
</request>
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command MonHoe nmsa koMaHabl, pasgeneHHoe npobenamu. [locTynHble KOMaHabI
nepevncrieHsl B pasgene maea 3 Ha cTpaHuue 27.

argument Wwms aprymeHTa. ApryMeHTbl Kaaon KOMaHabl nepedncrneHbl B pasgene
maBa 3 Ha cTpaHuue 27. HekoTopble koMaHabl He TPebyoT kaknx-nnbo

apryMeHTOB.
value 3HadeHne aprymeHTa.
no Heobsa3aTenbHbIN ar1ieMEHT, KOTOPbI MCMNONb3yeTest ANs OTpULaHns 4eNCTBUS

komaHgpbl. OH JeNCTBYET Tak Xe, kak npedmke no, cMm. Pasagen 2.3 Ha cTpaHuue 23.

4.1.2 3anpoc HacTpoeK

3anpoc config ncnonb3yeTcsa Ans NnonyYyeHns HaCTPOEHHbIX NapameTpoB. Beb-nHtepderic
ncnonb3yeT Takoun 3anpoc Ans 3anonHeHns HTML-dopm.

PucyHok 4.4. 3anpoc HacTpoek

<request id="identifier">
<config name="command" />
</request>

4.1.3 lNaKkeTHbIN 3anpoc
Heckonbko 3anpocoB MOXHO 06‘be,EI,I/|HF|Tb B NMakeTbl ANnda onTuMmn3aumnm npon3BoanNTeribHOCTU.

PucyHok 4.5. NakeTHbIX 3anpoc

<packet>
<request id="1">
<!-- request content -->
</request>
<request id="2">
<!-- request content -->
</request>
</packet>

OTBeTHble aNeMeHTbI NPUXOAAT B BuAe NakeToB. MoeHTudmkaTopbl oTBETa UCMONb3YOTCA A
YCTaHOBMEHMs1 COOTBETCTBUSI MEXY OTBETaMu 1 3anpocamiu. Ecnu HeT oTBeTa, BO3BpalLlaeTcs
MyCTOWN 3NEeMEHT <response/>.

PucyHok 4.6. lNakeTHbIN oTBeT

<packet>
<response id="1">
<!-- response content -->
</response>
<response id="2"/>
<!l-- no response for id=2 -->
</packet>
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Moccapwit

Address and Control Field
Compression

Address Resolution Protocol

Challenge-Handshake
Authentication Protocol

Command Line Interface

Common Internet File System

Compression Control
Protocol

Dead Peer Detection

Deep Packet Inspection

moccapum

LCP HacTpoWika, obecne4mBatoLlas cxatue nonen Address n Control
KaHarnbHOro YpoBHSI.

NPOTOKON onpeaeneHns agpeca, NPOTOKON KaHaNbHOrO YPOBHS,
npeaHasHa4veHHbli ans onpegenexds MAC-agpeca no n3BecTHoOMy
IP-agpecy. Hambonbluee pacnpocTpaHeHne STOT MPOTOKOI NOMyYnn
Gnarogaps noBceMecTHOCTU ceTen IP, nocTpoeHHbIx noBepx Ethernet,
nockonbky npaktnyecku B 100% cnyyaeB npy TakoM COMETaHUU
ncnonb3ayetcst ARP. NpeobpasoBaHne agpecoB BbIMOMHSAETCA NyTEM Moucka
B Tabnuue, Tak HasbiBaemon ARP-Tabnuue. OHa cogepXXuT CTpoku ans
Kaxxgoro y3na cetu. B aByx ctonbuax cogepxarcs IP- n Ethernet-agpeca.
Ecnu TpebyeTcs npeobpasoBath IP-agpec B Ethernet-agpec, To nwertcs
3anuchk ¢ cooTeeTcTByoWwmuM IP-agpecom.

LUMPOKO pacrnpOCTPaHEHHLIN anropuTM NPOBEPKM NOAMMHHOCTMH,
npegycMaTpuBaloLLnin nepegavy He camoro napons nonb3oBartens, a
KOCBEHHbIX cBeageHunn o Hém. CHAP sBnsieTca 6onee 6e3onacHbIiM
mMeToaoM, Yem Password Authentication Protocol.

UHTepdenc KOMaHOHOW CTPOKN, pa3HOBMOHOCTL TEKCTOBOrO MHTEpdenca
Mexay 4YenoBeKOM M KOMMbIOTEPOM, B KOTOPOM UHCTPYKLUKU KOMMNBIOTEPY
0aloTcs B OCHOBHOM NyTEM BBOAA C KNaBMaTypbl TEKCTOBbIX CTPOK (KOMaHL).
Takke M3BECTEH MO HAa3BaHWEM KOHCOSb.

3TO NPOTOKON, KOTOPbIN NO3BONSET NPOrpaMMam BbIMOSHATL 3anpockl K
dannam u cnyxbam Ha yaaneHHbIX koMmnbloTepax B ceTu VIHTepHeT. CIFS
ncnonb3yeT Mofenb NporpaMMupoBaHns KnmeHT/cepBep. KnveHTtckas
nporpamma nocbINaeT 3anpoc K NporpaMMHOMY cepBepy (kak NpaBuno, Ha
OPYroMm KoMnbloTepe) Ans Aoctyna k dany unm oTnpaensieT coodLleHne
B Nporpammy, koTopasi pabotaeT Ha cepBepe. CepBep BbINOMHSET
3anpaluvBaeMoe AEeNCTBUE U OTNPABISIET OTBET.

ncnonb3yetca Oanda yctaHOBKU U HaCTpOI7IKI/I anropuTMoB CXaTua AaHHbIX
Ha PPP.

9TO MEeTOo, VICFIOJ'Ib3yeMbIIZ ceTeBbIM yCTpOIZCTBaMI/I Anda npoBepKn
CyLleCTBOBaHUA N OOCTYNHOCTU OPYrnxX CETEBbIX yCTpOVICTB.

TEXHOMOISI HAKOMITEHWS CTAaTUCTUYECKUX AaHHBIX, MPOBEPKN 1 (OUAbTpaLmm
CeTeBbIX MAKEeTOB MO UX cogepxumomy. B otnnune ot 6paHgmayapos,
Deep Packet Inspection aHanuampyeT He TONMbKO 3arofioBKM NakeToB, HO
1 MoNHoe cogepxmnmoe Tpaduka Ha ypoBHsix mogenu OSI co BToporo u
Bbiwe. Deep Packet Inspection cnocobHo obHapyxuBaTb 1 6riokmpoBaTb
BMpYCbl, PUNLTPOBaTh MHGPOPMALIMIO, HE YAOBMETBOPSIOLLYIO 3a4aHHbIM
KpUTEpUsM.
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DHCP

DHCP-server

Deep Packet Inspection 4yacto ncnonb3syetcs nposangepamMmu Ans KOHTPons
Tpadmka, a MHorga u ans GrMoKMPOBKM HEKOTOPbIX MPUITOXKEHWI, TaKMX Kak
BitTorrent. C nomouubto Deep Packet Inspection MoxxHo onpeaenuTb, kakoe
NPUIOXeHe CreHepupoBaro Unu noryyaeT AaHHble, U Ha OCHOBaHWUN
3TOro NpeanpuHSaTbL Kakoe-nmbo gencreme. Nomnmo 6rnokuposaHus, Deep
Packet Inspection moxeT cobupaTtb NoApoGHYI0 CTaTUCTUKY COeQUHEHUS
Ka)kaoro nonb3oBaTtens no otaenbHocTu. Takke, npu nomolm quality of
service Deep Packet Inspection MoxeT ynpaBnsTb CKOPOCTbIO Nepeaayn
OTAENbHbIX NAKETOB, NMOAHSAB €€ UMW, HaNpPOTMB, YMEHbLLUB.

NPOTOKON ANHaAMMYECKOM KOH(Urypaumm y3na, aTo CETEBOW NPOTOKOS,
NO3BOSIAOLLNI KOMMbIOTEPAM aBTOMaTU4eCcku nonyyats IP-agpec n gpyrue
napameTpbl, Heobxoanmble ans padoTel B cetn TCP/IP. [laHHbI NpoTOKON
paboTaeT N0 MoAdenu «KNMeHT-cepBepy. [ns aBTomaTtn4eckon
KOHUrypauum KOMMNbIOTEP-KITMEHT Ha dTane KoHUrypaumm ceTeBoro
ycTponcTBa obpallaercs Kk Tak HasbiBaemoMy cepepy DHCP, n nonyyaet
OT HEro HyXHble napameTpbl. CeTeBor agMUHUCTPaTOP MOXET 3adaTb
AmnanasoH agpecoB, pacnpeaensemMbiX CEPBEPOM CPEAN KOMMbIOTEPOB.
OT0 No3BonsieT nsbexarb PyYHOM HACTPONKM KOMMBbIOTEPOB CETU U
YMeHbLUAEeT KonnyecTBo owmnbok. MpoTtokon DHCP ncnonb3yetcs B
6onbmHcTBe ceten TCP/IP.

DHCP-cepsep ynpasnseT nynom IP-agpecos 1 nHgopmarmen o
KOHMrypaLmmn KNMeHTCKUX NapameTpoB, TakMX KakK LLUM3 N0 YMOMYaHuto,
JOMEHHOE NMSI, CepBep UMEH, APYrMX CepBEPOB, TakNX Kak cepBep BpeMeHu
n Tak ganee. lNony4nB KOPPEKTHbLIN 3anpoc, CepBep BblOAET KOMMbIOTEPY
IP-agpec, apeHay (NpomexyToK BpeMeHu, B TedeHume kotoporo IP-agpec
OencTBuUTENeH) U Apyrue HacTpoeyHble napameTpsbl IP, Takme kak macka
NOACETM U1 LUMNI03 N0 YMOnyaHuo. B 3aBucMMOCTM OT peanusauum,
DHCP-cepBep MOXET UMETb TPU MeToAa HasHaveHus |P-agpecos:

* OQuHamuyeckoe pacrnpederneHue: CeTeBo agMUHUCTpaTOP HasHa4vaeT
onpeaerneHHbli anana3soH IP-agpeco ans DHCP, 1 kaxabiv KNMEHTCKNUIA
KOMMbIOTEP B NTOKaNbHOWM CETWM HAacTpoeH 3anpawmBaTth |IP-agpeca ot
DHCP-cepBepa npu nimumanmsauum cetu. MNpouecc 3anpoca u
npenocTaBneHns NCNonb3yeT NPUHUMM apeHabl Ha ONpeaeneHHbI CPoK,
nossonaa DHCP-cepBepy Bo3BpallaTh (M 3aTeM nepepacnpenensits)
IP-agpeca, koTopble He OOHOBNSAIOTCS.

* asmomamud4eckoe pacripedeneHue; DHCP-cepBep Ha NOCTOsIHHOE
Mcnonb3oBaHMe BblOENsIET NPOM3BONbHbIV cBOGOAHbIN IP-agpec 13
onpenenéHHoro agMmMHUCTPaToOPOM AnanasoHa. AToT crnocob aHanornyeH
AnHamuveckoMy pacnpegeneHuto, Ho DHCP-cepeep xpaHuT Tabnuuy
npoLwsibIX HasHadeHun IP-agpeca, Tak YTO OH CKOpee BCEro HasHaunT
KIMEHTY TOoT Xe IP-agpec, 4To 1 paHbLue.

* cmamuyeckoe pacrnipedeneHue: Cepep DHCP Bbigenset IP-agpeca
Ha ocHoBe Tabnuubl ¢ napamv MAC/IP-agpecos, KOTopble 3anonHAKTCS
BPY4HYIO (BO3MOXHO, CETEBLIM agMuHucTpatopom). IP-agpeca dyayt
BblAENATLCA TONbKO ANdA KNMeHToB, Yb MAC-agpeca ykasaHbl B 3TOM
Tabnuue. 3Ta hyHKUMA (KoTopasi nogaepXnBaeTcs He BCEMU cepBepamm
DHCP) Takke HasbiBaeTca Ctatnyeckum HasHadeHnem DHCP
(DD-WRT), dpmkcupoBaHHbIM agpecom (no gokymeHTauun dhepd),
pesepBupoBaHuem agpeca (Netgear), PesepsupoBanne DHCP nnum

320
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Moccapwit

Diffie-Hellman

DLNA

Domain Name System

Encapsulating Security
Payload

Fully Qualified Domain Name

Generic Routing
Encapsulation

Hash Message
Authentication Code

MpoeMnoTeHTHOCTb

Internet Control Message
Protocol

Internet Group Management
Protocol

Cratnyeckmnn DHCP (Cisco/Linksys) n Pesepsuposanue IP unu MAC/IP
npuBsiska (NPOM3BOAUTENSIMM PA3NUYHBIX APYrMX MapLUpyTU3aToOpOB).

370 YacTb /IKE npoTokona, no3songawLas aosym n 6onee ctopoHam
NONyYNTb OBLLUIA CEKPETHBIN KINKOY, UCMONb3YS HE3ALULLIEHHbIN OT
npocnyLwmnBaHns KaHan casu. MNMonydyeHHbIn IPsec knoy ncnonbayeTcs
Ang wndposaHna gansHenwero obmMmeHa ¢ NOMOLLbIO anropuTmMoB
CMMMETPUYHOrO WnpoBaHuS.

CTaHZapT, NO3BOMSIOLLMIA COBMECTMMbLIM YCTPOMCTBaM NepeaaBaTh U
NPUHMMATB MO AOMaLLHEN CETU Pa3NNYHbIN MeAMa-KOHTEHT (M306paxeHus,
MYy3bIKY, BAAEO), @ TaKKe oTobpaxaTb ero B pexxmme peasnibHoro BpeMeHW.
OT0 TexHonorns ans coeguHeHNst AOMaLlHUX KOMMbOTEPOB, MOOUIMBbHBIX
TenedoHOB, HOYTOYKOB 1 ObITOBOW 3MEKTPOHUKM B €OUHYIO LIMAOPOBYIO
ceTb. YCTponcTBa, KoTopble nogaepkueatot cneumdpumkaumo DLNA, no
)KeraHuo nonb3oBaTensi MOryT HacTpamBaTbCsl U 00beaNHATLCS B
JOMaLLHIO CETb B aBTOMaTUYECKOM PEXUME.

cvMcTemMa JOMEHHbIX MMEH, KOMMbIOTEPHAs pacnpegenéHHas cuctema ans
nonyyeHnst nHopmaumm o JoMeHax. Yawe Bcero ncnonb3yercs ang
nony4veHus IP-agpeca no nMmeHn xocta (KOMMNbKOTEPA UIM YCTPOWCTBRA),
nonyyYeHns MHPOpPMaLmMmM 0 MapLIpyTM3aunm NoyThbl, 06CNY>KMBAKOLLMX
y3nax Ansi NpoTOKOMOB B AOMEHE.

3TO YacTb Habopa npoTtokonoB /Psec . B IPSec oH obecnevnBaet
NOONMMHHOCTb NMPOUCXOXAEHUA, LeNMMOCTHOCTb U 3alUnTy
KOH(MAEHLMANBbHOCTN NaKeToB.

MMs1 JIOMEHA, He MMEetoLLEE HEOHO3HAYHOCTEN B onpefeneHun. Bknroyaet
B cebs nMeHa Bcex poauTenbCcKux 4OMEHOB uepapxun Domain Name
System.

MPOTOKON TYHHENVPOBAHMWS CETEBbIX MNAKETOB, pa3paboTaHHbIV KOMNaHMEN
Cisco Systems. Ero ocHoBHOe HazHa4yeHne — MHKancynsiLus nakeTos
ceTeBoro ypoBHs ceteBon mogenu OSI B IP nakeThbl.

OOVH U3 MEXaHM3MOB NMPOBEPKN LLEENOCTHOCTU MHCPOPMaLMK, MO3BOSISHOLLMIA
rapaHTUpoBaTb TO, YTO [JaHHble, NepeaBaeMble UK XpaHsLMecs B
HeHaaéxHon cpeae, He ObINn N3MeHeHbl NMOCTOPOHHUMU NNLLAMMN.

CBOWCTBO MatemaTu4eckoro oobekTa, KOTOpPOE NpoABNAEeTCAd B TOM, YTO
NOBTOPHOE AencTBne Hag 0ObEKTOM He U3MEHSIET ero.

MPOTOKON MEXCETEBbIX YNPABMSAOLLMX COOOLLEHNIN, CETEBON MPOTOKON,
BxogAwmn B ctek npotokornos TCP/IP. B ocHoBHoM ICMP mncnonb3yetcs
Onsa nepegaym coobLeHni 06 owmnbKax 1 ApYrmx UCKMIOYNTENBHbIX
CUTyauusiX, BO3HUKLUMX NPV Nepedaye AaHHbIX, Hanpumep, 3anpalumMBaemas
ycnyra HegoCTyMHa, Uin XOCT, UM MapLUpyTU3aTop He OTBEYalOT. Takke
Ha ICMP BoanaraloTcst HEKOTOpble CEPBUCHbIE hyHKLNN.

9TO UHTEPHET-NPOTOKOIT, KOTOPbIN 06ECNEYMBAET BO3MOXHOCTb KOMMLIOTEPY
CO06LWWTb O CBOEN NPUHAANEXHOCTM K IpyMnne pacchlfiku Ha coceaHue
MapLupyTusaTopbl. [pynnoBasi paccbiiika rno3BonsieT OgHOMY KOMMbITEPY
MO MHTEPHETY pacchifiaTb KOHTEHT APYrMM KOMMblOTEpam,
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Moccapui

Internet Key Exchange

Internet Protocol

Internet Protocol Control
Protocol

Internet Protocol Security

IPinIP

IPv6CP

Link Control Protocol

3aUHTEPECOBAHHbLIM B NOMYy4YeHWM paccbiikv. [pynnoBasi paccbinika MoXeT
ObITb NCMONBb30BaHa B TaKUX Crlyyasix, Kak 0OHOBNEHWE agpeCHbIX KHUT
nornb3oBaTenen MobunbHbIX KOMMNBKTEPOB, PACcChifka UHGPOPMALIMOHHBIX
OtonneTeHel No KomMnaHuu, 1 "saupHoe BelllaHne" LMPOKOMOSOCHbIX
nporpamMm NOTOKOBOrO MynsTUMeana Ans ayamTopum, KoTopas
"HacTpounack" Ha nony4yeHue rpynnoBon PaccbIKu.

3TO CTaHZapTHbIN npoTokon IPsec, ncnonb3yembix Ans obecneyeHnst
©e30MacHOCTM B3anmMogencTems B BUPTYaribHbIX YacTHbIX ceTsx. Llenb IKE
- CO34aHue 3alMLLEHHOro ayTeHTUMMLMPOBAHHOIO KaHana CBA3Mn C
NMoMoLLIbIO anroputma obmeHa krntodamu Diffie—Hellman gns cosnanusi
00LLEero CEKpeTHOro Kto4a ¢ AanbHenwmm wudpoBaHmem IPsec cBs3w.

OCHOBHOW KOMMYHMKaLMOHHbIN NPOTOKON B ceT NHTepHeT. B coBpemeHHON
cetu NHTepHeT ncnonbayetcs IP yeTBEpTON Bepcum, Takke U3BECTHbIN
kak IPv4. Ero npeemHunk — Liectas Bepcus npoTtokona, |Pv6.

NMPOTOKON YNpPaBneHUss CETEBbIM YPOBHEM N5 YCTAHOBKM, HACTPONKM U
paspbiBa |IP nogkntoveHus nosepx Point-to-Point Protocol (PPP)
coegunHenus. IPCP ncnonb3yeT TOT e MexaHn3M oOMeHa naketamu, YTo
n LCP. ObmeH naketamu IPCP He npoucxoauT go Tex nop, noka PPP He
Ha4yHET basy corrnacoBaHUs NPOTOKOMA CETEBOrO YPOBHS. Jllobble nakeTbl
IPCP, nony4yeHHble 40 TOro, Kak HaYHETCA aTa dasa, AOMKHbI ObITb
OTOPOLLEHBI.

Habop NPOTOKOMNOB A58 0becneyeHmns 3anThbl AaHHbIX, NepeaaBaeMblX
no mexceteBomy npoTokony Internet Protocol . [o3BoNsieT OCyLLEeCTBNATb
nogTBEPXXAEHME NOANMHHOCTY (ayTEHTMMKALMIO), NPOBEPKY LIENTIOCTHOCTU
n/unun wndposaHue IP-nakeToB. IPsec Takke BkIto4aeT B cebsi MPOTOKONbI
ONn4 3awmwéHHoro obmeHa kntoyamm B cetu VIHTepHeT. B oCHOBHOM,
NpUMEHSAETCH ANsi OpraHn3aLumn vpn-CoeanHEHNI.

310 NpoTtokon |IP-TyHHenMpoBaHuWs, KOTOPbIA MHKancynupyet oauH IP-naket
B Apyrov |IP-naker.

OTBEYaET 3a HACTPOWKY, BKITIOYEHNE 1 OTKNIOYEHWE Moadynern NpoTokona
IPv6 Ha 06oux koHuax Point-to-Point (PPP) coeguHeHus. IPv6CP
Ncnonb3yeT TOT e MeXaHn3m obmMeHa naketamm 4To 1 npoTokon Link
Control Protocol. ObmeH naketamu IPv6CP He npoucxoauT 4o Tex nop,
noka PPP He HauHET (pasy cornacoBaHus NpOTOKOMNa CETEBOrO YPOBHSI.
JTiobble nakeTbl IPV6CP, nonyyeHHble 4o TOro, kak Ha4yHéTcs aTta dasa,
OOMKHbI OblTb OTOPOLLEHbI.

npoToKon ynpaeneHus coeguHeHunem, LCP aBnsetcs yacTbio npoTokona
Point-to-Point Protocol . Mpu yctaHoBneHun coeanHeHnst PPP nepepatollee
N MpYHUMaLOLLIEE YCTPOMCTBO 0OMeHMBatoTcs naketamum LCP onst ytouHeHust
cneunduryeckon nHdopMaLmm, kotopasa notpebyeTcsa npu nepenave
[JaHHbIX.

Maketbl LCP pendatca Ha Tpu knacca:

* [NakeTbl A4Na opraHM3auun kaHana ceasun. Micnonbaytotes Ans
opraHusaummn n Bbibopa KoHUrypauuv kaHana
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Microsoft Point-to-Point
Encryption

Maximum Receive Unit

Maximum segment size

Maximum transmission unit

Network Access Control List

Network Time Protocol

Open Package

Password Authentication
Protocol

Perfect Forward Secrecy

! https://www.openwrt.org/

* [lakeTbl anga 3aBeplieHnd OencTBus kaHana. MCHOJ‘Ib3yIOTC$| and
3aBepLieHnA OEencTBMs KaHana cBA3n

« [akeTbl 4N noaaepxaHns pabotTocnocobHOCTM kKaHana. Micnonbaytotes
ANa noaaepXaHus U oTnaaku kaHana

NPOTOKON WNPPOBaAHNS AAHHBIX, UCMONb3yEMbI MOBEPX COEANHEHNI
Point-to-Point Protocol . UcnonbayeT anroputm RSA RC4. MPPE
nogaepxmeaet 40-, 56- n 128-OUTHbIE KUK, KOTOPbIE MEHSIIOTCS B
TEeYeHMe Ceccum (4acToTa CMeHbI KItoven ycTaHaBNMBaETCS B Npouecce
XaHaLerika coeguHenns PPP, ecTb BO3MOXHOCTb reHEpUpOBaTh Mo HOBOMY
Kntody Ha kaxabli naket). MPPE obecneuynBaeT 6e30nacHOCTb nepefaym
OaHHbIX Ansg nogknodeHns PPTP mexay VPN-knueHtom n VPN-cepsepoM.

onpegensieT MakcuMarbHbI pa3mep (B banTax) 6roka, KoTopbIi MOXET
ObITb NPUHST HA KaHaNbHOM YPOBHE KOMMYHWUKALMOHHOIO NpoTOoKona.

ABnseTca napameTpom npotokona TCP u onpegenseT MakCUManbHbIN
pa3mep bnoka aaHHbIx B banTtax ansa cermeHta TCP. Takum obpasom atot
napameTp He yunTbiBaeT AnumHy 3aronoskos TCP u IP.

MaKcuMarbHbI pa3mep 6rnoka (B 6antax), KOTOpbI MOXET ObITb NepeaaH
Ha KaHanbHOM ypoBHe ceTeBor mogenu OSI. 3HayeHne MTU moxeT ObITb
onpepeneHo ctaHgapTom (Hanpumep ans Ethernet), nnéo moxer
BbIOMPaTLCSt B MOMEHT YCTaHOBKU coeanHeHUs (0ObIYHO B criyvae npsimbix
NOAKMIOYEHNI TOYKa-TouKa). Yem Bbllle 3HayeHne MTU, TeM MeHbLue
3arorioBKOB NepefaéTcs No CETU — a 3HAYMT, BblLLE MPOMyCKHas
CMOCOOHOCTb.

npasuna, 3agaHHbole ans IP-nHTepgencos, KOTopble JOCTYMHbI Ha
MapLUpyTU3aTope, Kakgoe CO CMMCKOM XOCTOB UINW CETEN, pa3peLuaroLlee
Unu 3anpeLyarolee ncnosnb3oBaHve cepuca. Cnncky KOHTpons gocTtyna
MOTYT YNpaBnAaTb Kak BXOASALLMM, TakK U UCXOASALNM TpadUKoMm.

CeTEeBOW NPOTOKON ANA CUHXPOHU3aLMN BHYTPEHHUX YacoB KOMMbloTEPa
C MCMNONb30BaHNEM ceTen ¢ nepemeHHon nateHTHocTbio. NTP ncnonbsyer
ans ceoew pabotsl npotokon UDP. Hanbonee wnpokoe npumeHeHne
npotokon NTP HaxoauT Ans peanusaumm cepBepoB TOYHOIO BPEMEHM.

YMpoLLEHHas cuctema ynpasrneHusi naketamu. lNMpegHasHadeHa ons
BCTpaMBaeMbIX CUCTEM Ha OCHOBE Linux u ncnonb3yercsi B AaHHOM
KayecTBe B OpenWrt1 u Entware? npoektax. [NakeTbl Opkg ucnonbsytoT
pacwmpeHus .ipk .

3TO NPOTOKON NPOBEPKM NOANMHHOCTM, KOTOPbLIV Ucnonb3yet napons. PAP
ncnone3yetcsa coegnHeHnem Point-to-Point Protocol pns nposepku
nonb3oBaTenen nepeq npegocTaBneHMemM nv 4oCTyna K yaaneHHom ceTu.
PAP nepepaet He 3awmndpoBaHHble naponu B popmate ASCII no cetu u,
cregoBaTenbHo, cuMTaeTcs HebesonacHbIM.

CoBepLueHHast NpsiMasi CEKPETHOCTb, CBOMCTBO HEKOTOPbIX MPOTOKOMOB
cornacoBaHus kntoda (Key-agreement), KOTOpoe rapaHTUpyeT, YTo

2 https://github.com/Entware-ng/Entware-ng
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Ping Check

Point-to-Point Protocol

Preamble

Protocol-Field-Compression

CECCUOHHDbIE K14, NoNy4vYeHHble nNpu noMoLim Ha6opa Kriouen
A0oJIroBpeMEHHOrO MNnoJjib30BaHuA, HE 6y,El,yT CKOMIMpOMETUpOBaHbI Npu
KomMnpomeTaunm ogHoro n3 gonroBpemMeHHbIX KIo4en.

onpeaensieT paboTocnocobHOCTb NOAKMHOYEHNS K UHTEPHETY MO
AOCTYMHOCTV 3afaHHOro yana. Pe3ynstaTt NpoBepKn MOXET ObITb
MCMONb30BaH A1s NePEKIIIYEHUS] MEXAY OCHOBHBIM U Pe3epBHbIM
MOAKIIOYEHNSIMUN K UHTEPHETY.

9TO NPOTOKOJ1 MCI'IOJ'IbSyeMbIIZ ana ycraHoBIlneHusA I'IpHMOIZ CBA3N Mexay
OBYyMA y3namu. OH MOXeT obecneunTb ayTeHTI/Id)I/IKaLI,MI'O coeanHeHunAa,

LLII/Id)pOBaHMe nepegadun gaHHbIX U cXXaTune. PPP MCNoJib3yeTcd BO MHOIMX

BMaax pmanyeckux ceten, Bknoyasa kabenb, TeneOoHHY0 NIMHNIO, COTOBYHO
CBA3b, CreumanmM3npoBaHHbie paamo NMHUMK U ONTOBOSOKHO. MNocne
YCTaHOBMNEHMWS COeAMHEHNSI HAYMHAETCS HAaCTPOWNKa AOMNONHUTENbHOM CETU

(ypoBeHb 3). Yawe Bcero ucnonbayetcs Internet Protocol Control Protocol

3TO NepBas YacTb 6noka gaHHbIX npoTokona (PDU) dunsnyeckoro ypoBHs
koHBepreHumun (PLCP). 3aronoBkom sIBNSIETCS OCTaBLUASICS YaCTb NaKeTOB
OaHHbIX, KOTOpas COAePXUT DonbLUe MHpOPMaLUKN O CXEME MOZYNALNM,
CKOPOCTU Nepegayu, 1 o NPoOMeEXyTKe BpeMeHu, TpebytoLemMcs ans
nepegayv Bcex AaHHbIX Kaapa.

Tun npeambynbl B IEEE 802.11 Ha ocHoBe GecnpoBOHON CBA3M
onpegensiet anuHy dnoka CRC (Cyclic Redundancy Check) gns
COeVMHEHUs MeXay TOYKOWM A0CTyna 1 rocTeBbiMU 6€CNpOBOAHBbIMU
aganTtepamu.

OnuHHasa npeambyna:

* PLCP c gnuHHon npeambynoi nepegaetcs Ha ckopocth 1 Mout/c
He3aBUCKMMO OT CKOPOCTM Nepefayn AaHHbIX kagpa

+ OO6Lwee BpeMsi nepegayn 4SIMHHOWM NpeamMOyrbl ABMSETCA KOHCTAHTOM -
192 MUKpOCeKyHAbI

» CoBmecTtuMmo ¢ yctapeBwnmm cuctemamum IEEE 802.11 pabotatoummm
Ha 1 n 2 Mbut/c

KopoTkasi npeambyna:

* [Mpeambyna nepenaetcsi Ha ckopocTn 1 MouT/c, a 3aronoBok — Ha 2
M6uT/c

+ ObLee Bpems nepegayn KOpoTkon npeambynbl ABNSETCH KOHCTaHTOM
— 96 MUKpOCEKYHAbI

* He coBmecTMMo ¢ ycTapeBwmmm cuctemamm IEEE* 802.11
paboTtatowmmm Ha 1 n 2 Méut/c

MeTOoA cornacoBaHus cxatus nons Protocol B 3aronoskax PPP . o
ymonyaHuto, sce peanusauuun JOJDKHbBI nepepasate nakeTbl ¢ ABYMSA
okteTtamu nonsa Protocol.
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Remote Procedure Call

Service Set Identifier

Shared key

SkyDNS

Simple Network Management
Protocol

Transmission Control
Protocol

Tunnel Setup Protocol

User Datagram Protocol

BbI30B yAan€HHbIX NpoLeayp, Knacc TEXHOMOTMIA, MO3BONSOLLNX
KOMMbIOTEPHBIM NPOrpaMMam Bbi3biBaTb YHKLIMM UMW NPOLEAYPbI B APYrOM
agpecHOM NpocTpaHCTBe (Kak MpaBuIio, Ha yAanéHHbIX KOMMboTepax).
OO6bI4HO, peanmaaumsa RPC TexHonorum BkrtovaeT B ce0s ABa KOMMOHEHTA:
CETEBOW NPOTOKON AN OOMEeHa B peXmMMe KINMEHT-CEPBEP U A3bIK
cepuanusauum oObeKkToB (MNKn CTPYKTYP, AN HeobbekTHbIX RPC). Ha
TpaHcnopTHOM ypoBHe RPC ncnonb3ytoT B OCHOBHOM NpoTokoribl TCP u
UDP, ogHako, HekoTopble NOCTpoeHbl Ha ocHoBe HTTP (4To HapylaeT
apxutektypy ISO/OSI, Tak kak HTTP naHa4anbHO He TPaHCMOPTHbIN
npoTokon).

3TO NocnenoBaTenbHOCTb CUMBOMOB, KOTOpas YHUKaNbHbIM 06pasom
nmeHyet 6ecnpoBogHyto nokanbHyto cetb (WLAN). 3To nmsa noseonser
6ecnpoBOAHbIM CTAaHUMSIM NOAKMYATLCS K HY>KHOW CETU, €CNN B JaHHOM
MecCTe JO0CTYNMHO HECKOMbKO HE3aBUCUMMbIX CETEN.

3TO PEXUM, B KOTOPOM KOMMbIOTEP MOXET NONYyYnTh JOCTYN K
BecnpoBoaHoun ceTn, ncnoneaytollen npotokon Wired Equivalent Privacy.
Mpn nomowm O6Llero kno4va KOMMbIOTEP, OCHALLEHHbLI 6ECNPOBOAHBIM
MOOEMOM, MOXET Nony4nTb AOCTYN K ftobon cetn WEP 1 obmeHmBaTbCs
3awmnpoBaHHbIMU UMK He3aWMAPOBAHHBIMWU AAHHBIMMU.

cnyx06a, koTopas NpefoCTaBnseT BO3MOXHOCTb PUMLTpaLum 1 BNOKUPOBKU
onacHbIX Uy HexenaTtenbHbIx canToB. SkyDNS paclumpseT BO3MOXHOCTM
Domain Name System , nobaBnsisi Takne goyHKLUMM, Kak 3aLumTa oT pmLlmHra
N pmnbTpaumsa KOHTeHTa.

3TO CTaHAAPTHbIN MHTEPHET-NPOTOKON ANs YNpaBeHusl yCTPOMCTBaMu B
IP-ceTsaix Ha ocHoBe apxuTekTtyp TCP/UDP. K nogaepxwusatowmm SNMP
YCTPOMCTBAM OTHOCATCSI MapLUPYyTU3aTOPbl, KOMMYTaTOpbl, CEPBEPHI,
paboyne cTaHumK, NPUHTEPBI, MOAEMHbIE CTONKM 1 Apyrue.

ABMSETCA OCHOBHbLIM NPOTOKONOM U3 Habopa Internet Protocol . TCP —
3TO TPAHCNOPTHLIN MeXaHn3M, obecneunBatoLLnn NOTOK AaHHbIX, C
npeaBapuTenbHON YCTAaHOBKOW COEQUHEHNS, 3@ CHET 3TOrO AaloLWni
YBEPEHHOCTb B JOCTOBEPHOCTM MONy4aeMbiX AaHHbIX, OCYLLECTBNSET
MOBTOPHBIN 3aMpocC AaHHbIX B ClyYae NoTepu 1 ycTpaHsaeT oybnvposaHue
npwv Nony4YeHnn OBYX KON OQHOrO NakeTa.

NPOTOKOJ HaCTDOIZKVI TYHHEen4d, 3TOT ceTeBon NPOTOKON ynpasleHna
ncnonb3yeTca OnA cornacoBaHuUA napamMmeTpoB HaCTpOIZKM IP TYHHENA
MexXxay KIMeHTCKMM XOCTOM TyHHeﬂeVI n cepBepom CJ'Iy>K6bI TyHHeJ'IeIZ.

SIBNSAETCA OCHOBHbLIM NPOTOKONOM M3 Habopa Internet Protocol . 310
TPaHCMNOPTHbLIN NPOTOKON ANs nepegayvn AaHHbIX B ceTax |P 6es
yCTaHOBIeHns coeanHeHnsi. OH SIBNSIETCS OOQHMM U3 CaMbIX MPOCTbIX
NPOTOKOSOB TpaHcnopTHoro ypoeHs mogenu OSI. B otnnune ot TCP, UDP
He noATBePXXAaEeT AOCTaBKY AaHHbIX, HE 3a00TUTCS O KOPPEKTHOM MOPSiAKe
OOCTaBKM U He JenaeT NOBTOPOB. 3aTo OTCYTCTBME COEANHEHMUS,
OOMONHUTENBHOIO Tpadrka 1 BO3MOXHOCTb LLUMPOKOBELLATENbHbIX
paccbIfok AenatoT ero yaobHbIM Anst NPUMEHEHWIA, r4e Marbl NoTepu, B
MaCCOBbIX paccblfiKax fiokanbHON NOACETH, B MeAManpoToKonax u T. M.
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udpxy

Universal Plug and Play

Virtual LAN

Web Proxy Auto-Discovery
Protocol

Wi-Fi Multimedia

Wi-Fi Protected Access

Wi-Fi Protected Setup

cepBepHoe npunoxeHune (daemon) Ana nepegayy AaHHbIX U3 CETEBOrO
noToka MynbTUKacT kaHana (Bewaemoro no UDP) B HTTP coegnHeHune
3anpaluvBaloLLero KnmMeHTa.

3TO apXMUTEKTYypa MHOIOPAHIOBLIX COEAVHEHWNI MEXOY NepPCOHarNbHbIMU
KOMMbIOTEPaMM U MHTENMNEKTyanbHbIMWM YCTPONCTBAMM, YCTAHOBIIEHHbIMU,
Hanpumep, goma. UPnP cTpouTca Ha ocHOBe CTaHA4apTOB U TEXHOSOrMmn
nHTepHeta, Takmnx kak TCP/IP, HTTP n XML, n obecneumBaet
aBTOMaTM4eckoe NogkmnoyeHmne NnogobHbIX YCTPOWCTB OPYT K OPYTY U NX
COBMECTHY10 paboTy B ceTeBou cpefe, B pesynbraTe Yero cetb (Hanpmmep,
OOMaLLHSS) CTaHOBUTCA NErKon Ansi HACTPONKM BonbLuemy Yncny
nonb3oBaTenem.

noruyeckas ("BuMpTyanbHas") nokanbHas KOMMbIOTEPHas CeTb,
npeacraenset cobow rpynny XocToB ¢ 06LWwumM Habopom TpeboBaHui,
KOTOpble B3anMOOENCTBYIOT TaK, Kak ecriv Obl OHY Obinv NOAKMNIOYEHBI K
LUMpOKOBeLLaTeNbHOMY AOMEHY, HE3aBUCUMO OT UX (PU3NYECKOrO
mectoHaxoxaeHus. VLAN nmeeT Te e CBOMCTBA, YTO U hmusmyeckas
nokanbHas ceTb, HO NO3BONAET KOHEYHbIM CTaHLMAM rpynnupoBaThbCs
BMECTe, AaXe eCnn OHWN He HaxoaaTcsa B O4HON hmnsmnyeckon cetn. Takas
peopraHusaunsa MoxXeT ObITb cAenaHa Ha OCHOBE NPOrpPaMMHOrO
obecneveHns BMeCTO (PM3NYECKOro nepemeLLeHns yCTPONCTB.

3TO MeTo[, Ncnonb3yemMbln knneHtamu anga novcka URL-agpeca cainna
kKoHdurypauum npu nomowm DHCP n/vnm DNS meTonos obHapyxeHusl.
lMocne okoH4YaHusA oGHapyXeHus 1 3arpy3ku danna KoHurypaumm, oH
MOXET ObITb BbINOMHEH AN onpeaeneHns Nnpokcu ykazanHoro URL-agpeca.

sengaetca ceptudmkaumen Wi-Fi Alliance, 6asmpytowienca Ha ctaHgapTte
IEEE 802.11e. OH obecneynBaeT 0CHOBHblE BO3MOXHOCTN Q0S (quality
of service) ans ceten IEEE 802.11 nocpencTesom npropeTnsaumm nakeToB
OaHHbIX Mo YeTbipem kateropusm: ronoc (AC_VO), sugeo (AC_VI),
HerapaHTupoBaHHaa goctaeka (AC_BE), n Huskun npmnoputet (AC_BK).

npegcTaensieT cobon 06HOBMNEHHYO MPOrpaMMy cepTUUKaLIMN YCTPOCTB
6ecnpoBogHown cBAsn. TexHonornst WPA npuwina Ha 3aMeHy TEXHOMNOoMm
3awmTbl 6ecnpoBogHbix cetern WEP. INntocammn WPA sBRsitoTCS yeuneHHas
6e30NacHOCTb AaHHbIX U YXXKECTOYEHHbIN KOHTPONb AOCTYMNa K
6ecnpoBoAHbIM CETAM. HeManoBaXKHOW XxapakTepUCTUKOWN SIBNSIETCS
COBMECTMMOCTb MEXAy MHOXEeCTBOM GECNPOBOAHbIX YCTPONCTB Kak Ha
annapaTHOM YpPOBHe, TaK U Ha nporpammMHoM. Ha aaHHbIn momeHT WPA n
WPA2 paspabartbiBatoTcst U npoasuratotcst opraHmsaumen Wi-Fi Alliance.

CTaHAapT (M OQHOMMEHHBIA NPOTOKOS) NOSTyaBTOMAaTUYECKOro CO3aaHns
6ecnpoogHon cetn Wi-Fi, cosgaHHbin Wi-Fi Alliance. Llenbto npoTokona
WPS saBnsieTcsa ynpolieH1e npouecca HacTpPonKyu 6ecrnpoBOAHONM CEeTH,
NnoaToMy M3HavanbHoO OH Ha3sbiBancs Wi-Fi Simple Config. lNMpoTtokon
Mp13BaH OKka3aTb MOMOLLb MONb30BaTENAM, KOTOPbIE HE ObnagaroT
LUMPOKMMM 3HaHUSMK O BesonacHOCTN B 6ECNPOBOAHbBIX CETHAX, U KaK
crnencTere, UMEIOT CITOXHOCTY Npy ocyLecTBrieHnn Hactpoek. WPS
aBTOMaTMyeckn obo3HavyaeT UMS CeTU 1 3adaeT WndpoBaHue, Ans 3awuThbl
OT HECAHKLMOHMPOBAHHOIO A0CTYNa B CETb, NPY 3TOM HET HEOBXOAMMOCTM
BPYYHYIO 3agaBaTb BCE NapaMeTpbl.
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Wired Equivalent Privacy anropuTtm ansa obecnedeHunsa 6esonacHoctu ceten Wi-Fi. Micnonbayetcs
Ans obecneyeHns KOHpUAEeHUManNbHOCTM 1 3aWMThl NepeaaBaeMbiX JaHHbIX
aBTOPM30BaHHbIX NOfIb30BaTenen 6ecnpoBOAHON CETU OT NPOCYLUMBAHUS.
CyuwiectByeT aBe pasHoBugHoctn WEP: WEP-40 n WEP-104,
pasnuyatoLimecs TonbKo ANMHOM Krtova. B HacToslee Bpems gaHHas
TEXHOMOrNS ABNSAETCS ycTapeBLUeN, Tak Kak ee B3fIoM MOXET OblTb
OCYLLIeCTBIEH BCErO 3@ HECKOMNbKO MUHYT. TeM He MeHee, OHa NpoaorKaeT
LUMPOKO ncnonb3doBatbes. WPA2.

Extended Authentication unu XAUTH, obecneunBaet AONONHUTENBHbIN YPOBEHb MPOBEPKU
MOAIMHHOCTM, NO3BONAS W03y /Psec 3anpalumBaTh paclUMPEHHYHO
aBTOpM3auMIo yaarneHHbIX Nnorb3oBaTenen, Takum obpa3omM 3acTaBnss
yOaneHHbIX MoNb3oBaTenen NpegocTaBnATb UX y4ETHbIE OaHHbIE, MPeXae
yeM nonyunTb goctyn K VPN.

Yandex.DNS CepBuC KOMNaHMn AHOeKC Ang 3awmTbl goMaliHen cetn. Obecnevmsaet
TPU pexuma unsrpauun:

+ 6e3 uUnbLTpPaUuK: pecypcbl He BroKMpYHOTCS

» Ge3onacHbI pexxMMm: BriokMpyrTCS Bpe4OHOCHbIE Y MOLLEHHUYECKMEe
canTbl

* CeMEeVHbIV pPeXnM: BNoKMPYTCA BPEAOHOCHbIE 1 MOLLEHHUYECKME CalThl,
a Takke pecypchbl A5 B3pOChbiX
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MapameTpbl VOIP u ux
3Ha4YeHus

MapameTp 3HauyeHue OnucaHue
anocid *00..%999 CTtpoka Habopa a1 aHOHUMHOIo
ncxopgsuwiero Boizoea (CLIR/CNIR).
*00*..*99* HasHaueH1e JaHHOM CTPOKM BKIOYaeT
OYHKLMIO aHOHUMHOIO NCXOAALLErO
#00..#999 BbI30Ba. [1119 JeaKTMBauUmMmM NCMONb3yeTcs
H004. #9094 3Ta Xe CTpoKa C CMMBOSIOM # B KOHLE.
authname0 ‘<name> JlorvH gns aBTOpU3auun Ha cepeepe
pervcTpaumm.
authpass0 ‘<value> [Maponb onst aBTopusaumm Ha cepeepe
pervcTpaumm.
bkobproxy <server> Pe3epBHbIN MCXOOALWNIN NPOKCK-CepBep.
bkobproxyport {1024..65535} Homep nopta pesepBHOro ncxogsLlero
npokcu-cepeepa.
3HayeHne no ymonyaHmio: 5060.
bkserverm 0 Pexxum pabotbl pesepBHoro cepsepa SIP.
Ecnu HeT coegnHeHMs1 C OCHOBHbLIM
1 cepBepoM, vPort 6ygeT nbitatbest
NOAKIIOYNTLCS K PE3EPBHOMY.
* 0 — BbIKNIOYNTb
e 1 — BKMOYUTBL
3HaueHne no ymon4yaxuio: 0.
BusyToneTimer {1..600} Tanmep curHana 3aHAaTo.
3HayeHne no ymon4yaHuio: 60.
cdnds *00..7999 Crtpoka Habopa anst pyHkuun He
BecnokonTtb (DND). insa oTknodYeHuns
*00*..799* NCMONb3yeTCst 3Ta e CTPOKa C CUMBOIIOM
# B KOHLE.
#00..#999
3HayeHne no ymonyaHuio: *70.
#O00#. #99#
cdndsm 0 Pexxum He Becnokouts (DND).
1 * 0 — BbIKIOYUTL
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MapameTp 3HauyeHue OnucaHue
e 1 — BkniounTb
3HayeHne no ymon4yaxuio: 1.
cfmO 0 Pexxum MNMepeagpecaunn.
1 * O — BbIKNIOYNTb
2 + 1 — Be3ycrnoBHas nepeagpecauus
3 * 2 — ycrnoBHas nepeagpecauus, ecnu
3aHdaTo
* 3 — ycnosHas nepeagpecaumsi npu
OTCYTCTBUU OTBETA NO TanmayTy
3HayeHne no ymon4yanuio: 0.
cfring0 [1..10] KonuyecTtBo ryaokos oo nepeagpecawmu
npu OTCYTCTBMM OTBETA.
3HayeHne no ymonyaHuio: 3.
cfwdbzdisb *00..¥999 CTtpoka Habopa Ans BbIKMOYEHUS
nepeagpecauumu, ecnu 3aHATo.
*00*..*99*
3HayeHne No ymonyaHuio: #32#.
#00..#999
#O00#. #99#
cfwdbzenb *00..%999 CTpoka Habopa ansi BKNoYeHUs
nepeagpecaumu, ecnu 3aHATO.
*00*..*99*
3HayeHne No ymon4yaHui: *32*,
#00..#999
#O0#. #99#
cfwdbzm 0 Pexxum nepeagpecaumm, ecnm 3aHATo.
1 * O — BbIKNIOYNTb
* 1 — BknounTb
3HayeHne no ymon4danuio: 1.
cfwdnoReplydisb *00..*999 CTtpoka Habopa gns BbIKITHOYEHWS
nepeagpecauum npu oTCyTCTBUMN OTBETA.
*00*..*99*
3HayeHve No yMon4yaHuio: #33#.
#00..#999
#O0#. #99#
cfwdnoReplyenb *00..7999 Crtpoka Habopa Ans BKIOYEHUSI
nepeagpecauun npu oTCyTCTBUN OTBETA.
*00*..*99*
3HayeHne No ymonyaHumio: *33*,
#00..#999
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#O0#. #99#
cfwdnoReplym 0 Pexxum nepeagpecaunn npyn OTCyTCTBUMK
oTBerTa.
1
* O — BbIKNIOYNTb
* 1 — BkniounTb
3HayeHne no ymon4danuio: 1.
cfwds *00..¥999 Ctpoka Habopa ans gyHKuum
nepeagpecaunn. [Ans oTko4eHns
*00*..*99* MCMONb3YeTCs 3Ta Xe CTPoKa C CYMBOSIOM
# B KOHUE.
#00..#999
3HayeHne no ymonyaHuio: *71.
#O00#. #99#
cfwdundisb *00..999 Crtpoka Habopa Ansi BbIKIMOYEHWS
Ge3ycnoBHoM Nnepeagpecaumu.
*00*..*99*
3HayeHne no ymonyaHuio: #31#.
#00..#999
#O00#. #99#
cfwdunenb *00..*999 CTpoka Habopa ansi BKNoYeHUs
Ge3ycrnoBHOV Nnepeagpecaunm.
*00*..*99*
3HayeHne No ymon4yaHumi: *31*,
#00..#999
#O00#. #99#
cfwdunm 0 Pexvm 6e3ycnoBHOM nepeagpecauum.
1 * O — BbIKNIOYNTb
* 1 — BkniounTb
3HayeHne no ymon4danuio: 1.
cidfmt us dopmart coobuieHun Caller ID.
us-data 3HayeHre No yMOn4aHuIo: us.
ip
jp-data
uk-fsk
uk-dtmf
cnocid *00..¥999 Ctpoka Habopa Ans aHOHUMHOrO BbI30Ba
no Homepy (CLIR). Ctpoka Habopa +
*00*..799" <HOMep abOHeHTa> BKITIOUYUT JaHHY0
HKLMIO AN TEKYLLLEro BbI30Ba.
#00..#999 PYHKLIMEO AN TetyLl
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MapameTp 3HauyeHue OnucaHue
#O0#. #99# 3HayeHne No ymonyaHuio: *62.
crets *00..*999 CTtpoka Habopa ans Bo3Bpara BbI30Ba.
McnonbayeTcsa ans BbI3oBa NocnegHero
*00*..799" 3BOHMBLLETO.
#00..#999 3HaueHne No yMonyaHmio: *52.
#O00#. #99#
cretsm 0 Pexvm Bo3BpaTa BbI30Ba.
1 * 0 — BbIKMKYNUTD
* 1 — BKNOYUTL
3HayeHne no ymon4yanuio: 1.
ctrans *00..%999 CTtpoka Habopa ans nepegadn 3BOHKaA.
*00*..*99* 3HayeHne nNo ymonyaHuio: *72.
#00..#999
#O00#. #99#
cwenable0 0 Pexxum oxkunaaHus Bbi3oBa.
1 * O — BbIKNIOYNTb
* 1 — BknounTh
3HayeHne no ymon4danuio: 1.
digitmaps <maps> MnaH Hymepaumu, onpegensembin
nonb3osBaTenemM. Habupaembin
nornb3oBaTenemM HoMep AOSMKEH
COOTBETCTBOBATbL NIIaHy HyMepauuu,
YCTaHOBIIEHHOMY MO YMOMYaHUIO U
yKaszaHHOMYy nornb3oBaTtenemM. Cm.
RFC3435.
3HayeHne No ymonyaHmio:
X. T OXX| 8x00000000K . | [M#Ixx [¥#]X. | [*#]X..
digitmapsm 0 Pexxum nnaHa Hymepaumu.
1 * 0 — BbIKNIOYNTb
* 1 — BKIIOUUTBL
3HayeHne no ymon4daxuio: 0.
dname00 <name> OTob6paxaemoe MMs A5is UCMONb30BaHUS
B SIP URI.
ecenable 0 Pexxum axonogasneHus.

¢ 0 — BbIKNIOYUTb
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¢ 1 — BKNOUYNTb

3HayeHne no ymon4yaxuio: 1.

fastdial

Pexunm 6bicTporo Habopa.
¢ 0 — BbIKMNIOYUTDb
e 1 — BKNHOYNTb

3HayeHune no ymon4yaHuio: 1.

faxcngdctenable0

Pexnm obHapyxeHust curdana CNG.
* 0 — BbIKMIOYNTb
e 1 — BKNOYUTb

3HaudeHue no YMOJTHaHUIO! 1.

gainrxo

{-6..6}

gaintxo0

{-6..6}

HacTpoika rpoMKocTu AnHamuka u
MUKpodoHa B AeLmbenax.

3HayeHue no YMOJTHaHUIO! 0.

HangingReminderToneTimer|{1..600}

Tarimep onoBeLLeHNs O HEe NOBELLEHHOMN
TpybKe.

3HayeHre no ymon4yaHuio: 60.

HeartBeatCount

{1..10}

MakcmanbHoe KOnmMyYecTBo He
OTBEYEeHHbIX 3anpocCoB.

3Ha4yeHue no ymon4yaHuio: 4.

HeartBeatCycle

{1..600}

Mepuog NAT Keep Alive.

3HayeHue no ymonyaHuio: 10.

HeartBeatSwitch

Pexuvm NAT Keep Alive.
¢ 0 — BbIKMNO4YUTb
e 1 — BKMNOYUTb

3HaudeHue no YMOJTHaHUIO! 1.

hookfmax0

\{80..2000}

MakcnmanbHO BO3MOXHasA ANUTENbHOCTb
curHana ot6os B MUnNnmMcekyHgax.

3HavyeHne no ymonyaHmio: 2000.

hookfmin®

]{30..1550}

MwuHMManbHO BO3MOXHas ANUTENbHOCTb
curHana ot6os B MuUnnmcekyHgax.

3HayeHune no ymonyaxuio: 90.

hookrmin®

]{80..2000}

[nutenbHOCTb curHana ot6os B
MUNMNCEKYHOAX.

3HayeHue no ymonyaHuio: 2000.
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icdnd0®

0

1

Pexum pyHkummn He BecnokounTs (DND).
* 0 — BbIKNIOYUTb
* 1 — Bkno4unTh

3HayeHne no ymon4daxuio: 0.

InterDigitTimerLong

{1..20}

WHTepBan oxugaHus Habopa npu
YaCTUYHOM COBMaAEHUN.

3HavyeHne no ymonyaxmio: 10.

InterDigitTimerShort

{1..20}

WHTepBan oxunaaHusi Habopa npw nosiHoM
COoBMageHuN.

3HayeHne no ymon4yaxumio: 3.

lineenable®

Pexxum tenedoHHOM NnHUAN.
* 0 — BbIKNO4YNTb
e 1 — BKMOYUTb

3HayeHue no ymonyaHuio: 0.

mwienb0

Pexxum yBegomMneHmnin 0 HoBbIX
COODBLLEHNAX rONTOCOBOW MOYTHI.

¢ 0 — BbIKMNO4YUTDb
e 1 — BKNOYNUTb

3HayeHue no YMOJTYaHUIO! 0.

NoAnswerTimer

{1..600}

Tanmep oxmgaHus oTBeTa npu
ncxogsLem Bbi3OBe.

3HayeHune no ymonyaHuio: 120.

nocidm

Pexxmm aHOHUMHBIX ncexoadwmnx Bbi30BOB
(CLIR).

¢ 0 — BbIKNO4YUTb
e 1 — BKNOYUTb

3HayeHue no YMOJTHaHUIO! 1.

obproxy

<server>

Mcxoasawmim npokecu-cepeep.

obproxyport

{1024..65535}

Homep nopta ncxogswero
npokcn-cepeepa.

3HayeHne no ymonyaHuio: 5060.
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p2pmo

Pexxum BbizoBoB P2P.

¢ 0 — BbIKMNIOYUTDb
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3Ha4yeHue
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¢ 1 — BKNOUYNTb

3HayeHne no ymon4daxuio: 0.

prackm

Pexxum nogaepxkn PRACK.
¢ 0 — BbIKMNIOYUTDb
e 2 — BKMHOYNUTb

3HayeHune no YMOI4YaHUKo: 0.

prate0

‘{10..40}

Pasmep NnakeTa roriocoBbIX AaHHbLIX B
MUnnmncekyHgax.

3HayeHne no ymonyaxuio: 20.

pratecn@

\{10..60}

Pa3smep naketa KOMGOPTHOrO Wyma B
MUIIIIMCEKYHAAX.

3HayeHne no ymonyaHuio: 20.

prefixenb0®

BknounTb NpaBuna 3ameHbl npedukea.
* 0 — BbIKIOYUTL
* 1 — BKIIOUYUTDL

3HayeHune no YMOJTYaHUIO! 0.

prefixrules0®

<rules>

YkasaTb npasuna 3aMeHbl npedukca.
MpaBuna 3agaloTcs B KPymbIX ckobKax.
CumBon ">' o3Ha4aeT, 4To CUMBON nepen
3HaKOM [OMmKeH ObITb 3aMeHeH Ha
cvumBor(bl) nocne Hero. B ckobkax
yKasbIBaloTCA AONOMHUTENbHbIE YCNOBUS
COrnacHo TeMm Xe npasunam, 4To n'y
nnaHoB Habopa.

Mpumep: (0[1-4] > 112) — BCce 3KCTPEHHbIE
Homepa 01, 02, 03, 04 3ameHsaoTCA Ha
112.

3HayeHne no ymon4yaHumio: (>810)x..

rdials

*00..7999
*00*..*99*
#00..#999
#OO4#. #O9#

Crtpoka Habopa gyHKL MU [MOBTOPHbIN
Habop.

3HaueHne no ymon4yaHumio: *51.

rdialsm

0

Pexxnm noBTOpHOro Habopa.
* 0 — BbIKIIOYUTb

e 1 — BKNOYNTb
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MapameTp 3HauyeHue OnucaHue
3HayeHne no ymon4danuio: 1.
regretry {1..100} Mepuoa noBTOpPHOW perncTpaummn B
cekyHaax.
3HayeHne no ymonyaxuio: 30.
regtime {60..86400} MpogomKMTENBHOCTL perncTpaunm B
ceKkyHaax.
3HayeHne no ymonyaHuio: 60.
RingingTimer {1..600} Tarimep oxnagaHus oTBeTa Npu BXoasaLwem
BbI30BE.
3HayeHue no ymonyaxuio: 120.
rtcptos {0..63} DSCP gna RTCP.
3HayeHne no ymonyaHuio: 32.
rtpportmax {1024..65535} MakcmarnbHoe 3Ha4yeHne ang ananasoHa
RTP nopTtos.
3HayeHne no ymonyaHumio: 65535.
rtpportmin {1024..65535} MuHManbHoOe 3HaYeHne ans guanasoHa
RTP nopTtos.
3HayeHne no ymonyaHuio: 10000.
rtptos {0..63} DSCP gna RTP.
3HayeHne no ymonyaHmio: 40.
sessiontimer 0 Talimep OOHOBNEHUSI ceccumn.
{90..300} 3HayeHne no ymon4yaxuio: 0.
[;refresher={uacj|uas}]
sipbkdomain® <domain> PesepBHbIn gomeH SIP.
sipbkproxy0 <server> PesepBHbIn npokcu-cepsep SIP.
sipbkproxyport0 {1024..65535} Homep nopta pesepBHOro Npokcu-cepeepa
SIP.
3HayeHne no ymonyaHuio: 5060.
sipbkrealmo <realm> Pe3epBHbI Realm.
sipbkregis@ <server> PesepBHbIn cepBep peructpauuun SIP.
sipbkregisport0 {1024..65535} Howmep nopta pesepBHOro cepsepa
peructpauum SIP.
3HayeHne no ymonyaHuio: 5060.
sipdomain® <domain> LomeH SIP.
sipluport0 {1024..65535} JTokanbHbI nopT SIP.

Keenetic Il CnpaBoYHNK KOMaHL,



Mpunoxexune A MNapameTtpbl VOIP 1 ux 3HavyeHus

Mapametp

3Ha4yeHue

OnucaHue

3HayeHne no ymonyaHmio: 5060 n 5061
COOTBETCTBEHHO.

sipproxy0

<server>

Mpokcu-cepsep SIP.

sipproxyporto

{1024..65535}

Howmep nopTta npokcu-cepsepa SIP.

3HayeHne no ymonyaHumio: 5060.

siprealmo@

<realm>

Realm.

sipregis0

<server>

Cepsep peructpauun SIP.

sipregisporto

{1024..65535}

Homep nopta ansa cepeepa pervctpaumm
SIP.

3HayeHne no ymonyaHuio: 5060.

siptos

{0..63}

DSCP gnsa SIP.

3HayeHne no ymon4yaHuio: 32.

startDigitTimer

{3..20}

Taimep oxmaaHusa Hadvana Habopa.

3HavyeHne no ymonyaxmio: 10.

stunaddr

<server>

Appec cepeepa STUN.

3HayeHne No ymonyaHmio:
stun.l.google.com.

stunm

Pexum STUN.
¢ 0 — BbIKNIOYUTb
e 1 — BKNHOYNUTb

3HauyeHue no ymonyaxuio: 1.

stunport

{1024..65535}

Howmep nopta cepsepa STUN.

3HayeHne no ymon4yaHuio: 19302.

subsm

Pexxum nognuckun MWI.
¢ 0 — BbIKNIOYNTDb
e 1 — BKNOYNTb

3Ha4yeHune no YMOI4YaHUKo: 0.

subtime

{60..7200}

OnutenbHocTb nognucku MWI.

3HayeHne no ymonyaHuio: 90.

t38m0

Pexum hakca T.38.
* 0 — OTKNIOYUTb NHAMKALNIO
* 1 — BKIOYUTb UHAMKALMIO

3HauyeHune no YMOJTHaHUIO! 1.
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tdtmfr 255 RFC2833 Payload type.
{96..128} 3HayeHne no ymon4yaxumio: 101.
uname00 ‘<name> SIP ID/ms nonb3oBatens.
useob 0 Pexxnm ncnonb3oBaHmsa ncxogsuero
npokcu-cepeepa.
1
* 0 — BbIKIIOYNTb
e 1 — BKNIOUYNTbL
3HayeHne no ymon4yaxuio: 0.
warmmo 0 Pexum Warm-line.
1 * 0 — BbIKIOYUTb
* 1 — BKNHOUYNTbL
3HayeHne no ymonyaxuio: 0.
warmto ‘{0. .9} Taimep aBTOHabopa.
3HayeHne No ymonyaHuio: 2.
warmuri@ ‘<uri> URI ans aBToHabopa.

338
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SNMP MIB

basbl ynpaensowen nHgpopmaumm (MIB) gocTynHbl TONbKO ANt UTEHMS.

Mopaepxwmsatotcsa cnegytowme MIB:

B.1 SNMPv2-MIB

OID: 1.3.6.1.2.1.1

MoppepxvBaloTcs crneayolme 3aneMeHTbl AaHHbIX:
* SNMPv2-MIB::sysDescr

* SNMPv2-MIB::sysUpTime

+ SNMPv2-MIB::sysContact

* SNMPv2-MIB::sysName

+ SNMPv2-MIB::sysLocation

+ SNMPv2-MIB::sysServices

B.2 IF-MIB

OID: 1.3.6.1.2.1.21 1.3.6.1.2.1.31
MopaepxunBatoTcs crneayroLwmne anemMeHTbl AaHHbIX:
Ba3oBbI BapuaHT OID: 1.3.6.1.2.1.2

+ IF-MIB::ifNumber

* |IF-MIB::ifiIndex

* |IF-MIB::ifDescr

* IF-MIB::ifType

+ |IF-MIB::ifMtu

* IF-MIB::ifSpeed

+ IF-MIB::ifPhysAddress

« |F-MIB::ifAdminStatus
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IF-MIB:

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB:

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

IF-MIB::

;ifOperStatus

ifLastChange

:ifiInOctets

iflnUcastPkts
iflnDiscards
iflnErrors
ifOutOctets
ifOutUcastPkts
ifOutDiscards

ifOutErrors

OID 1.3.6.1.2.1.31

ifName

iflnMulticastPkts

:iflnBroadcastPkts

ifOutMulticastPkts
ifOutBroadcastPkts
ifHCInOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets

ifHCOutUcastPkts

:ifHCOutMulticastPkts

ifHCOutBroadcastPkts
ifLinkUpDownTrapEnable
ifHighSpeed
ifPromiscuousMode
ifConnectorPresent

ifAlias
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 IF-MIB::ifCounterDiscontinuity Time

MNMpoueccop [(CBUTY YctponcTtBO OnucaHue
MT7621/RT63368| MT7530 Keenetic Giga lll|MopgaepxuBatotcs 64-0UTHbIE
RTL8370M _ cyeTynkn 6anT No nopTam
Keenetic Ultra Il |ceutya, 32-6uTHble cueTumkm
. nakeToB Mo NopTamM CBUTYa.
Keenetic LTE | cry, knaccudpmkanms no tuny
MT7620 RTL8367B Keenetic Viva |naketoB: broadcast, multicast
1 unicast.
Keeentic Extra
WHTerpuposaHhbin| Keenetic 4G 11l (Mogaepxmsatotcs 32-6UTHble
o cYeTYMKM 6anT No nopram
Keenetic Lite Il |ceuTua n 16-6utHble
o CYETYMKM NAKeTOB MO nopTam
Keenetic Lite lll | .g1ya B cnyyae
Keenetic Omni | TEPENOMHEHMSA CHeTHMKOB
BbICTaBISAETCSA BPEMS
Keenetic Omni |1|MOCNeAHero nepenomnHexus
B
IF-MIB:ifCounterDiscontinuity Time.
MT7628 WHTerpuposaHHbii | Keenetic Start Il |MogaepxmuBatoTcs TONbKO
o 16-OUTHbIE CHETUUKMN NaKETOB
Keenetic Lite Il |no nopram cautya. B cnyuae
rev.B NnepenorTHEHNS CHETYMKOB
. BbICTaBIISIETCS BPEMS
Keenetic 4G Il |6cnennero nepenontenms
rev.B B
Keenetic Air IF-MIB::ifCounterDiscontinuity Time.
Keenetic Extra Il

B.3 IP-MIB

OID: 1.3.6.1.2.1.49

MopoepxuBatoTcs cneayowme anemMeHTbl 4aHHbIX:

» TCP-MIB::tcpRtoAlgorithm
* TCP-MIB::tcpRtoMin

+ TCP-MIB::tcpRtoMax

* TCP-MIB::tcpMaxConn

* TCP-MIB::tcpActiveOpens

* TCP-MIB::tcpPassiveOpens

* TCP-MIB::tcpAttemptFails
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TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB
TCP-MIB

::tcpEstabResets
::tcpCurrEstab
::tcplnSegs
::tcpOutSegs
.;tcpRetransSegs
::teplnErrs

::tcpOutRsts

B.4 UDP-MIB

OID: 1.3.6.1.2.1.50

MoonepkunsaloTcs creayoLlme areMeHTbl aHHbIX:

UDP-MIB

UDP-MIB::
UDP-MIB::
UDP-MIB::
UDP-MIB::

UDP-MIB:

::udplnDatagrams
udpNoPorts
udplnErrors
udpOutDatagrams
udpHCInDatagrams

:udpHCOutDatagrams

B.5 HOST-RESOURCES-MIB

OID: 1.3.6.1.2.1.25

MoonepkunBaloTcs crieayolime areMeHTbl AaHHbIX:

+ HOST-RESOURCES-MIB::hrSystemUptime

B.6 UCD-SNMP-MIB

OID 1.3.6.1.4.1.2021

nOﬂ,D,ep)KI/IBaPOTCFl cneagywwme aneMeHTbl JaHHbIX:

UHdopmaumsa o6 O3Y
ycTponcTBa

342

« UCD-SNMP-MIB::memTotalReal
* UCD-SNMP-MIB::memAvailReal
« UCD-SNMP-MIB::memShared

« UCD-SNMP-MIB::memBuffer
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UHdopmaums o

USB-Hakonutensax

UHdopmaumsa o

Harpyske Ha cuctemy

UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:
UCD-SNMP-MIB:

:memCached

:dskindex
:dskPath
:dskTotal
:dskAvail
:dskUsed
:dskPercent

:dskPercentNode

‘lalndex

laNames

‘laLoad

:laConfig
‘laLoadInt
:ssCpuRawUser
:ssCpuRawNice
:ssCpuRawSystem
:ssCpuRawldle
:ssRawlnterrupts

:ssRawContexts
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